
1

Egmont Group Plenary
St Petersburg

July 2012

Anti money laundering in new payment 
technologies

Mr Marcus Killick

Chief Executive Officer

Gibraltar Financial Services 
Commission



2

Coverage

�Gibraltar background

� Identifying AML/CFT risks in Gibraltar

� Emerging Financial products - New 
payment methods



3

Where is Gibraltar?
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A few facts about Gibraltar

� 7km²

� 30,000 people

� 8,000 Spanish residents work in 
Gibraltar

� 10,000,000 visitors per year

�GDP (2010) GBP£954,000,000

�GDP Per Capita GBP£32,897
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Constitution & Legal

� Member of the EU since 
1974 as part of UK’s 
membership

� EU Directives have to 
be transposed into 
local legislation

� Own Legislature, 
Judiciary, Executive, 
Police Force, Customs, 
Immigration & Tax 
system

� Queen is Head of State

� Overseas Territory of 
the UK
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How we identify and assess AML/CFT risks in 
Gibraltar
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What are the Physical ML Threats to 
Gibraltar

Morocco,
Major drug producing 

activities (Hashish)
Organised people smuggling

Spain,
Major drug entry point for 
Europe and domestic 
consumption (Hashish, 
Cocaine, Heroin) Major drug and people smuggling routes

Marbella, establishment of Eastern European 
organised crime rings (prostitution, real estate, 

kidnappings, extortion)

© FSC, 2005

Al-Qaeda cells that 
operated in Morocco linked 
to 911 attacks and Madrid 
bombings
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Process used to identify these risks 

Identifying 
Risks

Assessing 
Risks

Addressing 
Risks

Reviewing 
& Reporting 

the Risk
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Design and implement controls to manage 
and mitigate the risks

� PREVENTIVE CONTROLS
� These controls are designed to limit the possibility of an 

undesirable outcome being realised. The more important it is that 
an undesirable outcome should notarise, the more important it 
becomes to implement appropriate preventive controls. The 
majority of controls implemented in organisations tend to belong 
to this category. 

� CORRECTIVE CONTROLS
� These controls are designed to correct undesirable outcomes which 

have been realised. They provide a route of recourse to achieve 
some recovery against loss or damage.  

� DIRECTIVE CONTROLS
� These controls are designed to ensure that a particular outcome is 

achieved. They are particularly important when it is critical that an 
undesirable event is avoided -typically associated with Health and 
Safety or with security.   

� DETECTIVE CONTROLS
� These controls are designed to identify occasions of undesirable 

outcomes having been realised. Their effect is, by definition, “after 
the event” so they are only appropriate when it is possible to 
accept the loss or damage incurred. 
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How we have mitigated the physical risks

Small coastline, effectively 
patrolled, with difficult access 
and high density population –
reduces risk of being used as 
trans-shipment point

Extensive border controls in 
both directions - reduces risk of 
placement of cash

Outside of EU Schenghen 
agreement, non-EU visitors 
require separate VISA.

Strong Legislative provisions –
acts as a deterrent

Effective Police and Customs 
Forces – ensures enforcement

High level of awareness within 
regulated and non-regulated 
sectors to money laundering 
risks. 

© FSC, 2005
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Example of the FSC’s current threat matrix
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High

Methodology Criminal Activity

Placement of cash

Cash conversion

Layering

HAWALA

On-line Banking & Phishing

Money Transmission

Mis-use of Client Accounts

Mis-use of Corporate Vehicles

Mis-use of Trust Structure

Integration

Corruption/Bribes

Financing of terrorist activity

Fraud

Tax Evasion

ID Theft

Sanction busting

Organised Crime

People Trafficking

Smuggling

Market Abuse
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How to monitor and improve the effective 
operation 

Effective 
Risk 

Management 
requires

Regular 
review

Adaptable

Continuous 
Process

• To ensure risks 
are identified 
and assessed

• Risk 
management 
is dynamic

• Not a one time 
exercise

• Change with 
the 
environment
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Emerging financial products 
New Payment Methods, the Gibraltar 

experience

Gibraltar has developed a new 
payment methods sector which 
operates throughout the EU.
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New Payment Methods “NPM”

� The development of NPM has created 
new opportunities for criminals to misuse 
such technologies for the purposes of 
ML/TF.

� Typically NPM include; 
� Prepaid payment products

�Firms allow customers to send or receive 
funds through a prepaid account. 

� Digital currencies
�Where customers typically purchase units 
of digital currencies or precious metals 
which can either be exchanged between 
account holders of the same service or 
exchanged against real currencies and 
withdrawn
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NPM

� Prepaid cards, mobile payments and 
internet payment services “IPS” have 
become more widely used and 
accepted as alternative methods to 
initiate payment transactions. This is 
as a result of increased internet usage 
and acceptance of internet payment 
by online merchants. 
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NPM

� Prepaid cards have been introduced in 
a number of countries, but in most 
countries their use appears to be less 
frequent compared with the US.

� Prepaid cards can be used by 
criminals to move illicit money from a 
jurisdiction to another (layering 
stage) or to buy products and/or 
services for the criminals benefit 
(integration stage). 
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Examples – AML/CFT Threats to NPM

NPM

Frequent 
cross 
border 

transactions

Purse limits

Non face to 
face nature

Agents and 
Distributors
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Non face to face nature

� Common among service providers 
that conduct their business online

� Increases risks such as;
�Identity fraud

�Impersonation fraud

�Use of product by third parties

�Within the work currently being done 
by the FATF there is a clear 
recognition that non face to face 
business relationships or transactions 
represent higher risk



19

Non face to face nature

� Minimum level of systems and controls 
firms are required to implement to 
mitigate high risk areas include;

�Enhanced customer due diligence “CDD”

�Emphasis on the significance of identifying 
at least the primary account holder/card 
holder 

�Link the products to CDD requirements. 

�Customer verification through electronic 
means

�Identifying IP address

�Anti impersonation fraud checks

�Reloadable vs non reloadable – cap limits

�Transaction purse limits 
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Criteria Cash NPM High Risk NPM Low Risk

Identification Anonymous Anonymous Customers are identified

Verification Anonymous Customer’s identity
(where obtained) is not 
verified on the basis of 
reliable, independent 
source documents, data 
or information 

Customer’s identity is 
verified on the basis of 
reliable,
independent source 
documents, data or 
information 

Monitoring None None On-going monitoring of 
business relationships 

Non face to face nature
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Non face to face nature– Case study

An e-money institution “EMI” in Gibraltar believed that accepting 
payment for a prepaid card before the CDD had been conducted was 
acceptable

The firm explained to the FSC that it would not allow the money 
to be used until the CDD had been completed

However, the FSC considered this to be a risk and requested the 
firm to take remedial action to address the situation. 

The FSC considers that sending the money back to the client if 
the CDD was unsuccessful could form part of the money 
laundering chain. 

If the money appeared to be entering the financial system from a 
regulated entity it could have effectively been “cleaned”. 
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Purse 
limits

Purse limits

� Increases risks such as;
�Continuous access to large amounts of 

money for illicit purposes

�Becomes attractive for high value 
transactions 

�Ability to hold multiple purses
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Purse limits

�Minimum level of systems and 
controls firms are required to 
implement to mitigate high risk areas 
include;
� Place limits on purse storage values 

�Applying a risk based approach

�Monitoring

� Identify multiple purses held by a single 
individual (Effective CDD) 
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Criteria Cash NPM High Risk NPM Low Risk

Max. amount 
stored on 
account/
accounts per 
person

No limit No limit Amount limit 

Max. amount 
per 
transaction 
(incl. loading
withdrawal 
transactions)

Anonymous No limit Amount limit 

Max.
transaction 
frequency 

None No limit Transaction limit 

Purse limits
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Purse limits – Case study

One client of an EMI was able to obtain 40 
different prepaid cards from the firm

The individual used different IP 
addresses, different versions of his 
name such as J.Smith, John.Smith etc

The systems and controls were not 
sufficiently robust to identify multiple 
purses held by an individual.  
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Frequent cross border transactions

� Increases risks such as the illicit cross-border 
movement of funds
� Card providers can issue cards that are specifically designed to 

facilitate cross-border remittances. In such business models, a 
main card is issued to the customer / cardholder; in addition, 
the customer will dispose of one or several additional cards 
(also “partner cards”; “remittance cards”) which they can pass 
on to third persons; 

� In a number of these business models, only the main 
cardholder is identified. The holders of the additional cards 
often remain unknown to the card issuer.
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Frequent cross border transactions

� Minimum level of systems and controls 
firms are required to implement to 
mitigate high risk areas include;

�Considering the cross-border functionality 
of a product 

�Developing transaction monitoring 
systems that detect anomalies or patterns 
of behaviour, or the unexpected use of a 
product, for example frequent cross-
border transactions or withdrawals in 
products that were not designed for that 
purpose 

�Where additional card holders remain non 
verified, issuers should implement controls 
effectively to mitigate the greater risk of 
ML and TF to which these products are 
exposed
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Criteria Cash NPM High Risk NPM Low Risk

Max. amount 
stored on 
account / 
accounts per 
person

Some 
currencies are 
accepted more 
widely than 
others: 
currencies can 
be converted 
through 
intermediaries' 

Transfer of funds or 
withdrawal across 
national borders 

Transfer of funds or 
withdrawal only 
domestically. 

Frequent cross border transactions
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Agents and Distributors

� The NPM firm may distribute or redeem pre paid cards 
through an agent or a distributor. 

� These third parties are often outside the scope of AML/CFT 
legislation and therefore not subject to AML/CFT regulation 
and supervision.  This increases the risk of ML/TF.  

� The legal and regulatory responsibilities for complying with 
relevant AML/CFT legislation or regulation remain with the 
NPM provider. 

� The provider therefore has to be satisfied that the agent 
carries out their function effectively. The NPM provider will 
be liable for any failure by the agent or distributor to meet 
the provider´s AML/CFT obligations on its behalf (“agent's 
risk”) 

� Given the vast number of agents that some providers have 
to rely on (e.g., hundreds of branches of a big retailer), 
this may be difficult – even more so where agents are 
based in a foreign jurisdiction, or potentially, where the 
agent makes use of further agents (“sub-agents”)
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Agents and Distributors

� Minimum level of systems and controls firms are 
required to implement to mitigate high risk areas 
include;
� Effective monitoring systems 
� Increased CDD to ensure firm knows who the beneficial 

owner is 
� Transaction monitoring 
� Documented internal control mechanisms that will be used 

by the agent to comply with provisions of the Money 
Laundering Directive

� FSC requires Agents and Distributors to be notified 
and approved. The following information must be 
submitted
� the name and address of the agent;
� a description of the anti-money laundering internal control 

mechanisms; and
� if applicable, the identity of the directors and persons 

responsible for the management of the agent and evidence 
that they are fit and proper persons
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Agents and Distributors 

Criteria Cash NPM High Risk NPM Low Risk

Third party
network

Interaction of 
service providers

Several independent 
service providers carrying 
out steps of the transaction 
without effective oversight 
and coordination. 

Whole transaction carried out 
by one service provider. 

Outsourcing Several singular steps are 
outsourced; outsourcing 
into other jurisdictions 
without appropriate
safeguards; lack of 
oversight and clear lines of 
responsibility. 

All processes completed in 
house to a high standard. 
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Agents and Distributors  - Case Study 

There was a case involving an agent and an EMI. 

The EMI permitted the agent to have access to the 
client cards in order to obtain his commissions on 
the products sold. 

However, when the relationship went sour the 
agent took advantage of the access to the account 
and withdrew a large sum of money from 32 of 
the cards as a “commission” totalling €20,000. 

Whilst the system picked up the activity there were 
inappropriate systems and controls in place for this 
particular agent which put the EMI at risk. 
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The End

Mkillick@fsc.gi

.


