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CHAPTER |

1

1.1

Rx

Introduction

These Guidance Notes (the Notes) represent a major step forward in the
approach taken by the regulator in setting out the requirements in respect of
systems of controls that firms need to have in place in order to prevent the mis-
use of the financial services sector for criminal activity.

These Notes reflect the revised 40+9 FATF recommendations as well as the
provisions of the 3" Money Laundering Directive' as they affect the regulated
financial sector for which the FSC has responsibilities. These notes also give
effects to two implementing measures published by the EU since the Directive
was published on Politically Exposed Persons, Reduced Due Diligence Measures?
and Information accompanying fund transfers.

About these Notes

The Risk-based approach is prevalent throughout the Notes. By definition it is
impossible to reconcile a risk-based approach with prescriptive requirements. A
prescriptive approach may be favoured by some firms as this gives clarity in
relation to the regulator’'s expectations but this goes against the concept of
applying a risk-based approach. Notwithstanding this, these Notes have
introduced the concept of a Requirement and an expectation. These can easily
be spotted throughout the Notes and can be defined as:

Requirement. An action or process that must be applied. Compliance with each
of these requirements must be documented by the firm. The firm’s compliance
with the requirement will be measured by the FSC both in terms of its adequacy
to the firm’s own situation and as to how the practice matches the
requirement.

Expectation. A process which a firm must apply in order to give effect to a
requirement. The FSC will need to see how the firm’s senior management has
applied this to meeting the requirements of the Notes.

In both Requirements and Expectations, there are no detailed processes which a
firm could cross-check against their own procedures. This is the limit of the
level of detail that the Notes will prescribe unless there is an international
obligation which must be met when certain criteria are met.

Risk-based must be read “as it applies to the firm” or there would be no risk-
based elements to the Notes. Each firm will have a different view of the risks
that it faces and what processes are already in place either in the firm itself or
within the group that addresses those risks.

Because not all regulated firms are large enough to have developed a risk
management role, these Notes outline in the appendices a suitable risk
framework which they could adopt for these purposes. Firms are not obliged
to adopt this methodology but in the absence of a better approach, this
methodology should provide the essential elements to ensure compliance with
the same.

' 2005/60/EC
2 2006/70/EC
3 1781/2006
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Overarching the requirements are six Statements of Principle. These are
detailed in page 24. How a firm is required to meet these Statements of
Principles is then explained in the chapters that follow.

The context in which compliance with the Notes is mandated must be clearly
understood. For this reason the Notes publish a Threat Matrix which is the
FSC's current view of the threats to the financial sector. It is the FSC's intention
to update this matrix as threats develop and at least annually taking into
account typologies and other threat assessments published by international
bodies. By publishing this threat matrix firm’s should be able to understand the
context of the AML and CFT measures.

Applicable Legislation
The following is a list of legislation which is applicable to the Notes;
o Drug Trafficking Offences Act

o Crime (Money Laundering and Proceeds) Act (As amended by the Criminal
Justice (Amendment) Act 2007 and the Crime (Money Laundering and
Proceeds)(Amendment) Act 2010)

o Terrorism Act
o The Terrorism (United Nations Measures)(Overseas Territories) Order 2001

o The Al-Qaida and Taliban (United Nations Measures) (Overseas Territories)
Order 2002

o Orders made under the Export Control Act 2005
Applicable UN Security Council Resolutions:

o UNSCR 1373 (Terrorism)

o UNSCR 1267 (Taliban)

o UNSCR 1333 (Usama bin Laden)

o UNSCR 1390 (Taliban and Usama bin Laden)

10 January 2012



CHAPTER II

2

2.1

Legal Basis for the Notes

These Notes are “supervisory or regulatory” guidance for the purposes of
Section 20A of the Crime (Money Laundering and Proceeds) Act 2007 and have

been issued:

(a) Under Section 20A(2) of the Crime (Money Laundering and Proceeds)
Act 2007, as read with Section 23(g) of the Interpretation and General
Clauses Act;

(b) under the powers conferred upon the Commission appointed under
Section 24 of the Financial Services Commission Act 2007 in pursuit of
the functions outlined in Section 6 of that Act;

(c) by the Financial Secretary;

(d) by the following supervisory authorities as defined in Section 19 of the

Crime (Money Laundering and Proceeds) Act 2007%;
(i) the Financial Services Commission;

(i) the Authority appointed under Section 2(1) of the Financial
Services (Investment and Fiduciary Services) Act 1989;

(iii) the Commissioner of Banking and the Banking Supervisor;

(iv) the Commissioner of Insurance and the Insurance Supervisor.

Scope and application

The coverage of the Crime (Money Laundering and Proceeds) Act 2007 was
extended with the transposition of the 3rd Money Laundering Directive to
include non financial sectors. The Government of Gibraltar has produced its
own Guidance Notes for business sectors which accept large cash payments for
goods. These guidance Notes only, therefore, cover the following financial
services providers;

o

Banks and Building Societies whether or not operating in or from Gibraltar
as a branch or locally incorporated institution;

Electronic Money Institutions;
The Gibraltar Savings Bank;

Investment Businesses and Controlled Activities® conducted under an
authorisation granted under the Financial Services Acts 1989 or 1998 (this
includes investment services, company management, professional
trusteeship, insurance management and insurance intermediation-other
than general insurance intermediation);

Life insurance companies;
Currency exchangers/bureau de change;

Payment Institutions;

4 See Part | of Schedule 2 of the Criminal Justice Act

> With the exception of General Insurance Intermediation.
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o Any collective investment scheme (recognised or authorised) or any
authorised restricted activity caught by the Financial Services (Collective
Investment Schemes) Act 2005;

o Statutory Auditors and Audit Firms.

Implementation

These Notes came into effect on the 15" December 2007. The requirements
and expectations laid out in these notes come into play for all business
relationships and one-off transactions commenced or entered into after this
date.

Is compliance compulsory?
Section 20A(2) of the CJA provides, inter alia, as follows:

“(2) In deciding whther a person has committed an offence under sub-
section(1), the courts must consider whether he followed any
relevant guidance which was at the time issued by a supervisory
authority or any other appropriate body.”

The Notes are drawn up by the FSC in light of the above provisions.

The Notes are, therefore, intended to interpret the requirements of the CJA in
a practical manner. They are intended to illustrate good industry practice. The
key question, however, is whether a relevant financial business is obliged to
comply with the provisions of the Notes.

The word “must” in section 20A(2) of the CJA imports an obligation on the
Courts to “consider” the Notes in determining whether a person has complied
with the CJA.

It is the view of the FSC that the provisions and the structure of the CJA must
be taken as a whole. Part Ill creates an obligation on relevant financial
businesses to establish and maintain certain standards and procedures to
combat money laundering and terrorist financing — the Act is not, however,
prescriptive on how these requirements should be fulfilled. It is suggested that
it was clearly intended that this would be left to industry practice as embodied
in the Notes and that a judge, in determining whether a breach had been
committed, would be obliged to consider such guidance issued by the
regulatory authorities.

By way of summary:-

(a) the Notes are written in such a way that compliance with its terms is
obligatory;
(b) if there is non-compliance with the Notes, a judge must take into

account such non-compliance when determining whether a person is in
breach of the provisions of section the CJA,

(o) the end result of the combination of (a) and (b) immediately above is
that a judge, save in an exceptional case, must hold that a person who
does not comply with the terms of the Notes is in breach of the
provisions of the CJA.

It follows that, if a person does not adhere to the provisions of the Notes, such
person would be applying the standards of practice falling below best market
practice and would not be held to have taken all reasonable steps and
exercised all due diligence.

12 January 2012
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2.4 What action can be taken against firms that do not
comply?
As well as the criminal sanctions for failure to comply with the CJA, TO and the
UN Orders, the FSC will consider the “fit and proper” status of its officers for

the purposes of assessing its compliance with the regulatory and supervisory
Acts under which it exercises its powers.

13 January 2012
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Firms are also required to implement systems of control under the legislation in
which they are authorised®. As a result the Authority that issued this
authorisation may take regulatory action against a firm whose systems of
control do not meet the requirements of these Notes.

These powers range from the imposition of penalty fees in certain
circumstances, the imposition of conditions or directions and ultimately, the
revocation of the firm’s authorisation.

® Financial Services (Banking) Act. 1992 - S23(3)(h), Insurance Companies Act -
S28(2) and Schedule 15 and Financial Services (Investment and Fiduciary
Services) Act 1989 - S9(cc),

14 January 2012
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CHAPTER 1l
3 Threat Matrix

3.1

Before being able to tackle the issues surrounding these Notes it is first
essential that the threat environment to which Gibraltar's finance centre
activities are subjected to is understood. This enables firms and customers to
understand what risks are being mitigated and why particular actions are
required to be taken by firms to mitigate these risks.

The following threat matrix is to be read in the context of the overall AML/CFT
environment. Each firm may have different views of these threats as their own
systems of control may already mitigate the risks posed by the threat. As such,
reading of these Notes and their interpretation must always be caveated by the
particular circumstances of a given firm.

Money Laundering and Terrorist Financing

In order to better understand the threats it is first necessary to explain the
nature of activity which the processes in these notes are mitigating.

The term “Money Laundering” has traditionally been used in the context of
handling cash proceeds from drugs smuggling and sales. For over a decade the
term has had a much wider meaning and includes proceeds of all types of
criminal activity.

Most criminal activity occurs so that the criminals can gain some form of
financial advantage, for themselves or their crime syndicates. A stolen car
needs to be “fenced”,a bribe needs to appear to have come from a legitimate
source, a kidnap ransom into funding for a lifestyle. It is the process that
permits this to happen that is loosely called “Money Laundering”.

Being involved in Money Laundering is a criminal offence and there are various
offences contained in the Crime (Money Laundering and Proceeds) Act 2007
(CJA) relating to the different aspects of the money laundering process.

A money launderer may be the criminal himself or a third party who makes his
profession from laundering the proceeds of other people’s criminal activity.
The more sophisticated money launderers are difficult to spot amongst
legitimate trades and professions.

The main thrust of anti-money laundering measures (AML) is two fold. First it is
aimed squarely at depriving the criminal from profiting from the criminal
activity. If the incentive for committing the crime is removed by having powers
to confiscate and forfeit assets and cash then the criminals would think twice
about committing the crime in the first instance. The second thrust of AML
measures is to provide a paper trail which leads investigative authorities from
the assets to the criminals.

A primary objective of criminals is to distance themselves as much as possible
from the proceeds of their criminal activity by adding layers of complexity and
opacity between themselves and their assets. There are a variety of measures
through which these can be done and the financial service sector provides
many opportunities for this to take place. Hence the emphasis of these Notes
on “Customer Identification Documentation” and “Source of Funds” to
mitigate these risks.

When it comes to Combating the Financing of Terrorism (CFT) a different
mindset is required. In this scenario firms are not dealing with the conversion
of criminal funds into realisable property but the complete opposite.
Legitimate businesses and individuals may choose to provide funding (or raise
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funds from other persons) to resource terrorist activities or organisations for
ideological, political or other reasons.

Firms therefore must ensure that [a] its customers are not terrorist
organisations themselves and additionally that [b] it is not providing the means
through which terrorist organisations are being funded. The first of these is
adequately handled through the systems of control implemented to prevent
money laundering but determining the destination of funds requires additional
controls primarily in the monitoring of transactions and understanding the
ultimate beneficiary to whom funds are being made available. For effective
CFT measures it is necessary to conduct ongoing monitoring of the customer
base against the consolidated list of known or suspected terrorists and
designated organisations.

As a firm's reputation can be immediately and irrevocably damaged by
association with money laundering or terrorist financing it is imperative that it
puts into place effective measures to mitigate these risks.

Threat Matrix for Gibraltar’'s Finance Sector

It is necessary to adopt a risk-based approach to the threats posed to the
jurisdiction so that these may be properly identified and mitigated against. For
the purposes of the threat matrix the risk profile of threats will be measured in
terms of their likelihood-V-impact. The chart below provides an outline of the
threat matrix and fuller descriptions of the reasons are given below;

® Smuggling
\/

. *s* Lqyering ® Fraud

*re~__ P g’g . . .

+ Lash conversiol + Mis-use of Trust|Structure

® |D Theft 0:0 Mis
O e e
© »
o ) % Integration
o ® Tax Evasion ® Corruption/Bribes _ o
- ® Sanctions/Proliferation
(0]
=
&
— ** Placement of cdsh ®
* Organised|Crime
*+* Money{ Trankmission
® \larket Abuse
*3* On-line Bank ng [& Phit:hing ® Financing of terrorist activity
® People Traffickin

+* Methodology ® Criminal Activity

Figure 1 — Threat Matrix

A description of how the threat matrix is constructed and its implications can
be seen in Appendix 1 — Explanation of the threat matrix and its construction.
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3.3 Description of threats and risks
3.3.1 High Impact & High Likelihood Threats

Smuggling:

Fraud:

Corruption/Bribes:

The recent past of Gibraltar's tobacco smuggling created
a network of underground connections and systems
which supported efficient logistical mechanisms to
integrate the cash generated from these activities. Such
networks and systems could easily be wused and
maintained to support other less visible smuggling
activities. As such, firms must be on their guard to
prevent such organisations from making use of the
financial system for these purposes..

Use of legal structures in Gibraltar could be used to hide
or obscure fraudulent activities perpetrated, in particular,
outside of Gibraltar.

Recent events in nearby Spanish municipalities point to
alleged irregularities in the payment of amounts to
persons connected with the granting of planning and
other permissions. Because of the geographic proximity
of Gibraltar to the alleged committal of such activity, it is
possible that Gibraltar could be used as a conduit for
these payments even though evidence to date does not
suggest that this is the case. The prosecution of a number
of high profile cases by Spanish judicial authorities has
increased the awareness of this crime and reduced both
the likelihood and impact of further cases.

Sanctions/Proliferation: Without adequate processes to identify the

customer for which a firm is acting, nor their country of
origin or source of funds, a firm can easily become a party
to a breach of UN, EU or other sanctions imposed by the
international community. The likelihood of individuals
being caught are low as sanctions are seldom passed
against named individuals (with the exception of known
or suspected terrorists).

It is more likely that firms could get caught by sanctions
against countries by providing facilities (e.g. flow of funds
through a corporate vehicle, invoicing, etc) for part of a
transaction to supply goods or receipt funds from
sanctioned countries to acquire goods or services.

More recently a number of international measures have
been introduced to prevent the proliferation of nuclear
technology. This could extend to technical knowledge to
the supply of parts or material. Again, firms need to be
aware that the use of corporate or legal structures could
form part of the supply chain and find themselves
involved in high impact transactions.

Mis-use of corporate and trust vehicles: Corporate vehicles and trusts could

be used to provide an additional layer of opacity between
perpetrators of a criminal activity and the act itself. Firms
should always be wary of customers wishing to seek to
establish such structures which have no apparent
economic reason or link to the jurisdiction.
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Legal structures are frequently used in the layering and
integration stages of money laundering or can be used to
conceal terrorist financing. Extreme care must be taken
when establishing business relationships for legal
structures, and subsequent monitoring, to prevent them
from being mis-used.

Mis-use of Client Accounts. Professionals (e.g. lawyers, accountants, real estate

Integration:

agents, notaries) make frequent use of pooled client
accounts for legitimate purposes. However, because
funds from a number of different sources are pooled in
these accounts it is sometimes difficult for a firm to
ascertain the true nature of the underlying transaction.
Criminals may wish to take advantage of this layer of
opacity for their benefit.

Firms who operate pooled or segregated client accounts
must ensure that the accounting of client monies is in full
compliance with best practice to facilitate transaction
monitoring and subsequent reporting of any suspicious
transactions.

This is the process through which criminally obtained
funds are used to purchase, support or acquire legitimate
business interests either as seed capital or through which
other criminal funds can be funnelled. Integration of
large quantities of criminal funds in the local economy
would be easily spotted but when made in smaller and
regular intervals, it may be harder to spot.

Care must be taken when making a determination in this
regard as to income or wealth that has been derived from
the exportation of tobacco from Gibraltar. Whilst this
activity is not an indictable offence, and therefore does
not fall under the definition of criminal activity for the
purposes of the CJA, association by a firm with this
activity may have a negative impact on the firm.

3.3.2 Low Impact & High Likelihood Threats

Layering:

Cash Conversion:

Layering is the term used through which the profits of
criminal activity are disguised by changing their nature.
For example, a series of transactions which convert
amounts into a bank account which are then transferred
to a different person in order to confuse the paper trail.
Because of the variety of products available in Gibraltar
and the increased sophistication of the market, there is
an increased risk that firms may become unwilling
participants in the layering process and must therefore
guard against it.

Cash is the biggest by-product of criminal activity with a
need to change, layer or integrate it. Cash conversion
frequently arises as the criminal and their customers may
operate in different markets (e.g. drug pushers sell drugs
in £ but need to purchase from their suppliers in Euro, or
in Gold). With a cash based economy in Spain and the
large number of tourists that visit Gibraltar legitimate
bureau business may easily become tainted with criminal
activity.
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Identity Theft:

Tax Evasion:

This is becoming more and more prevalent in today’s
society.  Criminals making use of another person’s
identity may wish to seek a jurisdiction outside of the
stolen person’s country of residence to transact their
business as this is perceived to weaken ID checks and
therefore heighten their chances of success. The
increased use and availability of pre-paid credit cards and
on-line wallets is making id-theft more likely.

Because of the historical linkages made between
"offshore” financial centres and tax evasion, those
seeking to evade tax would naturally be attracted to
international finance centres to perpetrate their criminal
activity.  Firms must guard against customers who
purposely obfuscate their real reasons for establishing a
business relationship in Gibraltar where there is no real or
apparent reason for doing so. The implementation of Tax
Information Exchange Agreements in Gibraltar has
reduced the likelihood and impact of this threat.

3.3.3 High Impact & Low Likelihood Threats

Organised Crime:

The establishment of a number of organised crime
syndicates on the nearby Spanish coast heightens the
likelihood score, due to its proximity, for this threat which
would otherwise be practically non-existent in the
Gibraltar context.

Financing of terrorist activity: Modern day terrorism has moved away from a

People Trafficking:

command and control structure, which often required
fund raising activities for its maintenance, to loosely co-
ordinated cells connected primarily by shared ideology,
therefore requiring limited resources to maintain.
Increasing restrictions on movement (e.g. through
enhanced ID checks at borders) means that Gibraltar’s
geographic proximity may increase its risk. However, the
existing controls of the Gibraltar requirements have
already mitigated most of the risks from this threat,
hence why the matrix shows this threat as low likelihood.
The impact, should a firm be associated with terrorist
financing is perceived to be high both for the firm itself
and the jurisdiction.

The highest risk arises from a Gibraltar legal structure
being used to flow funds through the jurisdiction rather
than as a fund raising jurisdiction.

Although physically close to the activity of people
smuggling that takes place between North Africa and
Southern Spain the transactions tend to be made mainly
in North Africa.

3.3.4 Low Impact & Low Likelihood Threats

Placement of Cash:

Although no longer a major threat, the cases of a
customer wanting to place substantial amounts of cash in
the their account still take place. Firms must guard
against large cash placements and be vigilant over a
number of smaller, but related, cash transactions for
customers that are cash based when they would not
normally be considered to be cash-rich customers.
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Money Transmission/Wire Transfers: The growing sophistication and
availability of on-line payment systems increases the risk
that money laundering or terrorist financing will occur
through the legitimate payment systems as small,
irregular payments may not be identified.

The FSC has recently been made responsible for the
regulation and supervision of authorised Money Services
Business. Through the implementation of the supervisory
regime, it is anticipated that the likelihood of these
business being used for money laundering or terrorist
financing will be reduced.

Market Abuse: The potential exists for Gibraltar legal structures being
used to disguise some form of market abuse on
recognised exchanges. Firms must therefore be aware of
this risk and monitoring of the activity should guard
against the materialisation or early detection of this
activity.

On-line banking/Phishing : As on-line presences move away from a static
advertisement to web-sites where the full panoply of
transactions can be conducted, the temptation of
fraudsters to establish “fake” sites becomes increasingly
popular.  Firms may be used to provide corporate
structures, banking or even web-hosting facilities.

HAWALA/Alternative Remittance Systems: The existence of small/informal
payment systems used for payments of dowries, etc have
the potential to be abused to finance terrorism but are
perceived to present a low likelihood of materialisation in
the Gibraltar context.
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Firm’s threat matrix

In order to properly address the threats that a firm faces and the action
required to mitigate these a firm needs to document what its own threat
assessment is.

To meet this requirement firms may wish to adopt the threat matrix shown in
Figure 1, adapt Figure 1 with their own view or use their own methodology to
identify and document the threats it faces.
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CHAPTER IV

4 Statements of Principle

The Notes adopt a new approach to the requirements that each firm must put
in place in order to mitigate the risks that it is exposed to.

The following principles outline these requirements and are explained in more
detail in the following chapters.

SPT

SP2

SP3

SP4

SP5

SP6

The senior management of a firm is responsible for ensuring that the
systems of control operated in the firm appropriately address the
requirements of both the legislation and these guidance Notes.

Firms must adopt a risk-based approach to these statements of
principle and their requirements.

All firms must know their customer to such an extent as is appropriate
for the risk profile of that customer.

Effective measures must be in place that require firms to have both
internal and external reporting requirements whenever money
laundering or terrorist financing is known or suspected.

The firm will establish and maintain effective training regimes for all
of its officers and employees.

Firms must be able to provide documentary evidence of their
compliance with the legislation and these Notes.
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CHAPTER V

5.1

R2

SP1 The senior management of a firm is responsible
for ensuring that the systems of control
operated in the firm appropriately address the
requirements of both the legislation and these
guidance Notes.

Senior Management’s Responsibilities and
the role of the MLRO

Section 10Q of the CJA imposes a requirement on every relevant financial
business under legislation to maintain policies and procedures to prevent
money laundering. Section 20B then supplements this requirement by
apportioning the responsibility amongst directors, managers, company
secretary or other officers, members or partners if such failings can be
attributable to the neglect of such persons. For the purposes of these Notes
such persons are known collectively as “senior management”

These Notes carry these requirements forward throughout and the FSC will be
ensuring that firm’s senior management are held accountable for any failings in
the systems of control required to be implemented by the legislation or these
Notes.

Accountability for systems of control to prevent and
report money laundering or the financing of terrorism

Senior management of firms must ensure that the following processes have
been adopted;

a. The allocation to a director or senior manager overall responsibility for
the establishment and maintenance of effective AML and CFT systems of
control and the appointment of a person with adequate seniority and
experience as Money Laundering Reporting Officer (MLRO);

b. That appropriate training on money laundering is identified, designed,
delivered and maintained to ensure that employees are aware of, and
understand;

1. their legal and regulatory responsibilities and obligations;
2. their role in handling criminal property and terrorist financing;

3. the management of the money laundering and terrorist
financing risk;

4, how to recognise money laundering and terrorist financing
transactions or activities; and

5. the firm’s processes for making internal suspicious transaction
reports.

¢. That regular and timely information is made available to senior
management relevant to the management of the firm’s money
laundering and terrorist financing risks;
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d. That the firm’s risk management policies and methodology are
appropriately documented including the firm’s application of those
policies and methodologies; and

e. That appropriate measures to ensure that money laundering risk is taken
into account in the day-to-day operation of the firm, including in relation
to:

1. the development of new products;
2. the taking-on of new customers; and
3. changes in the firm’s business profile.

. Senior management of the firm must ensure that the MLRO has sufficient
resources available to him, including appropriate staff and technology’.
This should include arrangements to apply in his temporary absence.

Many firms outsource some of their systems and controls and/or processing
outside of Gibraltar. It is important that outsourcing does not result in reduced
standards or requirements being applied.

Firms cannot contract out of their regulatory responsibilities, and therefore
remain responsible for systems of control in relation to the activities
outsourced.

In all instances of outsourcing it is the delegating firm that bears the ultimate
responsibility for the duties undertaken in its name. This will include the
requirement to ensure that the provider of the outsourced services has in place
satisfactory AML/CFT systems, controls and procedures, and that those policies
and procedures are kept up to date to reflect changes in requirements of
Gibraltar legislation and these Notes.

Appointment and role of the Money Laundering
Reporting Officer

The overall responsibility for money laundering prevention lies with senior
management and controllers of a firm.

The MLRO is responsible for the oversight of the firm’s anti-money laundering
activities and is the key person in the implementation of the anti-money
laundering strategy of the firm.

The MLRO needs to be senior, to be free to act on his own authority and to be
informed of any relevant knowledge or suspicion in the firm.

The type of person appointed as Money Laundering Reporting Officer will vary
according to the size of the firm and the nature of its business, but he should
be sufficiently senior to command the necessary authority but not, generally,
be a member of senior management themselves. Larger firms may choose to
appoint a senior member of their compliance, internal audit or fraud
departments. In smaller firms it may be appropriate to designate the
Operations Manager.

When several subsidiaries operate closely together within a group, there is
much to be said for designating a single Money Laundering Reporting Officer
at group level. The MLRO shall be an employee of the firm whether as part of
its governing body, management or staff and be primarily based in Gibraltar.

The MLRO will act as the “appropriate person” required to be appointed under
Section 18 to receive and process internal and external suspicious transaction
reports.

7 Section 18(c) of the CJA
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The MLRO will act as a central point of contact with the law enforcement
agencies in order to handle the reported suspicions of their staff regarding
money laundering.

It is not appropriate, in the case of multinational firms or branches operating in
Gibraltar (and for the purposes of the Crime (Money Laundering and Proceeds)
Act 2007) for the MLRO to be located outside Gibraltar.

Where a firm has branches or offices in other jurisdictions, the functions of the
MLRO may be delegated to other persons within those branches or offices.
Where such functions are delegated, the FSC will expect the MLRO to take
ultimate responsibility for ensuring that the requirements of the Notes are
applied to those operations. See 5.4 below for more information.

Roles of the MLRO

Section 18 imposes on the Reporting Officer a significant degree of
responsibility. He is required "to determine" whether the information or other
matters contained in the transaction report he has received gives rise to
knowledge or suspicion that a customer is engaged in money laundering.

The MLRO must take steps to validate the suspicion in order to judge whether
or not a report should be submitted to GFIU. In making this judgement, he
must consider all other relevant information available to him concerning the
transaction or applicant to whom the report relates. This may require a review
of other transaction patterns or business in the same name, the length of the
business relationship and referral to identification records held. If after the
review, he decides that there are no facts that would negate the suspicion,
then he must disclose the information to GFIU. The MLRO also needs to pass
onto GFIU issues which he/she thinks appropriate and can be expected to liaise
with GFIU on any questions of whether to proceed with a transaction in the
circumstances.

Section 18(c) requires that the Money Laundering Reporting Officer has
reasonable access to information that will enable him to undertake his
responsibility. In addition, the reference in Section 18(b) to "determination"
implies a process with some formality. It is important therefore that the Money
Laundering Reporting Officer keep a written record of every matter reported
to him, of whether or not the suggestion was negated or reported, and of his
reasons for his decision.

The Reporting Officer will be expected to act honestly and reasonably and to
make his determinations in good faith. Provided the Reporting Officer or an
authorised deputy acts in good faith in deciding not to pass on any suspicions
report, there will be no liability for non-reporting if the judgement is later
found to be wrong.

Care should be taken to guard against a report being submitted as a matter of
routine to GFIU without undertaking reasonable internal enquiries to
determine that all available information has been taken into account

Reporting by the MLRO to Senior Management

An MLRO will support and co-ordinate senior management focus on managing
the money laundering/terrorist financing risk in individual business areas. He
will also help ensure that the firm’s wider responsibility for forestalling and
preventing money laundering/terrorist financing is addressed centrally,
allowing a firm-wide view to be taken of the need for monitoring and
accountability.

A firm is required to carry out regular assessments of the adequacy of its
systems and controls to ensure that they manage the money

29 January 2012



R10

R11

5.4

R12

R13

Guidance Notes on Systems of Control & Requirements

laundering/terrorist financing risk effectively. Oversight of the implementation
of the firm’s AMLICFT policies and procedures, including the operation of the
risk-based approach, is the responsibility of the MLRO, under delegation from
senior management. He must therefore ensure that appropriate monitoring
processes and procedures across the firm are established and maintained.

At least annually the senior management of a firm, with five or more full-time
employees, must commission a report from its MLRO which assesses the
operation and effectiveness of the firm’s systems of control in relation to
managing money laundering/terrorist financing risk. The report must include;

a. The numbers and types of internal suspicious transaction reports that have
been made internally and the number of, and reasons why, these that have
or have not been passed onto GFIU;

b. bringing to the attention of senior management areas where the operation
of AML/CFT controls should be improved, and proposals for making
appropriate improvements;

¢. the progress of any significant remediation programmes; and

d. the outcome of any relevant quality assurance or internal audit reviews of
the firm’s AML/ICFT processes, as well as the outcome of any review of the
firm’s risk assessment procedures

Appendix X contains the format and style of the MLRO’s Annual Report.

In practice, senior management should determine the depth and frequency of
information they feel necessary to discharge their responsibilities. The MLRO
may also wish to report to senior management more frequently than annually,
as circumstances dictate.

The firm’s senior management must consider the MLRO’s annual report, and
take any necessary action to remedy deficiencies identified in it, in a timely
manner.

Applicability of systems of control to overseas
branches, subsidiaries or outsourcing of functions

Gibraltar is concerned with money laundering which takes place in Gibraltar
and does not seek to apply its money laundering legislation extra-territorially
(i.e. within other countries).

Where a Gibraltar firm has overseas branches, subsidiaries or, associates where
control can be exercised, it is required that a group policy be established to the
effect that all overseas branches and subsidiaries must ensure that its anti-
money laundering strategies, internal controls, procedures and processes are
undertaken at least to the standards required under Gibraltar law and Notes
or, if the standards in the host country are more rigorous, to those higher
standards.

Reporting procedures and the offences to which the money laundering
legislation in the host country relates must nevertheless be adhered to in
accordance with local laws and procedures. Where local laws prohibit the
application of Gibraltar equivalent practices, or higher standards, the firm must
inform the FSC of this. Where meeting local requirements would result in a
lower standard than in Gibraltar, this should be resolved in favour of Gibraltar.

Where suspicions of money laundering in overseas operations of a firm arise,
these must be reported within the jurisdiction where this arose and the records
of the related transactions are held, there may also be a requirement for a
report to be made to GFIU.
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Where operational activities are undertaken by staff in other jurisdictions (for
example, overseas call centres), those staff must be subject to the AML/CFT
policies and procedures that are applicable to Gibraltar-based staff, and
internal reporting procedures implemented to ensure that all suspicions
relating to Gibraltar-related accounts, transactions or activities are reported to
the nominated officer in Gibraltar. Service level agreements will need to cover
the reporting of management information on money laundering prevention,
and information on training, to the MLRO in Gibraltar.

In some circumstances, the outsourcing of functions can actually lead to
increased risk - for example, outsourcing to businesses in jurisdictions with less
stringent AML/CFT requirements than in Gibraltar.

All firms that outsource functions and activities should therefore assess any
possible AMLICFT risk associated with the outsourced functions, record the
assessment and monitor the risk on an ongoing basis.
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SP2 Firms must adopt a risk-based approach to
these statements of principle and their
requirements.

Risk-Based Approach (S10Q)

The level and intensity of any firm’s approach to the mitigation of the risks it
faces must be based on a suitable methodology which address the issues and
concerns that it faces. No two firms are the same and the scope of their risk
mitigation programme must be determined, therefore, by the existing systems
of control in place as well as a number of external factors that are borne to
bear on the firm.

Whereas it was traditionally the case that a firm’s processes to mitigate risks
were customer centric, this is no longer applicable as the complexity of the
requirements have increased.

Risk Profiling a Business Relationship

A risk-profile of a business relationship needs to take into consideration the
following four risk elements that are present in every business relationship:

a. Customer Risk
b. Product Risk
¢ Interface Risk
d, Country Risk

Together, the four risk elements above are combined to produce a risk-profile.
It is the results of this risk profile and the firm's risk appetite that will
determine the intensity of the documentation and other process that will need
to be obtained at the commencement of a business relationship or as an
ongoing requirement.

Appendix 2 - Scoring Risk Elements contains an example of a simple risk rating
process through which each of the above elements can be scored. It is up to
each firm to decide the methodology to adopt and many firms already have
more complex systems in place. The appendix, therefore, is only meant as an
illustration for those firms seeking guidance as to how a simple rating
methodology can be designed and implemented.

Appendix 3 - Obtaining a risk profile outlines how these elements could be
combined in a simple risk-profiling approach that firms could adopt. How a
firm goes about classifying and scoring each of these four types of risk is not a
requirement of these Notes.

A firm will need to be able to demonstrate that it has a methodology for
assessing the risk profile of a business relationship, that this methodology is
suitable for the size and nature of the firm’s business and that practice matches
the methodology.

The FSC will be verifying that a methodology has been successfully designed
and implemented through its on-site and risk-assessment supervisory processes.
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The four elements of arisk-based approach

Customer Risk
This is the identification of the risk posed by the type of customer.

Each firm will have a different view of the type of customer that it wishes to
service and those which it does not. That decision has normally already been
made either tacitly or implicitly through the business plan, strategy of the firm
or by the product range that it offers.

These Notes require, that an assessment is conducted on the risk that different
types of customers pose in relation to the threat that they will launder
proceeds of crime, fund terrorist activity or be involved in other types of illicit
activities. The intensity of the due diligence conducted on the individual must
therefore increase with the perceived or potential threat posed by that business
relationship.

Individuals

The threats posed by different types of individuals is mainly attributable to the
nature of their economic activity or source of wealth. For example, the risk to a
firm that a salaried employee whose only transactions through a business
relationship are those derived from electronic payments made by his employer
are going to be much lower than an individual whose transactions are cash
based with no discernable source for this activity. The country in which the
individual created, or sources, their income also needs to be considered in the
overall threat environment.

Proof of identity ensures that the risks arising out of identity theft and other
fraudulent activity are mitigated.

Firms must include, in their methodology, a statement of the basis upon which
business relationships with individuals will be scored in light of their source of
income or wealth.

Known or Suspected Terrorists and individuals subject to sanctions or
other economic measures

Individuals, charities, non-profit organisations or companies themselves may be
associated with, or themselves be suspected or known to be, terrorists or
involved with terrorist activities. Similarly, individuals may themselves be
subject to sanctions or other international initiatives which may sometimes be
linked to close family members.

Irrespective of the risk score of the customer obtained above, the firm is
required to introduce enhanced due diligence checks on the customer the
moment it knows or suspects that the customer falls into this category. (See
section 6.2.4.3 for more information)

In many cases this will trigger a requirement to inform the authorities of the
presence of these individuals.

The issue that concerns most firms is how to ensure that an individual who has
already been through the application process is not then found to have been
added to one of the list of names of known or suspected terrorists.

The list of known or suspected terrorists is published by various international as
well as national agencies. Third party providers are also able to provide
consolidated lists. A link to these lists is provided on the FSC's web-site at
http://www.fsc.gi/terrorism/names.htm.

See 8.4 below for requirements in relation to named or suspected terrorists and
Appendix 4 — Countries and territories with equivalent legal frameworks or
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those requiring enhanced due diligence for measures that need to be applied
against undertakings and individuals subject to international sanctions.

Politically Exposed Persons (510K)

The threat matrix in Figure 1 highlights that the biggest threat facing Gibraltar
is the risk that politically exposed persons (PEPs) use Gibraltar based service
providers to channel funds or hold assets which may have been obtained
through corrupt practices or be the result of bribes, etc.

The term “politically exposed persons” is defined in the 3MLD? as:

“natural persons who are or have been entrusted with prominent public
functions and immediate family members known to be close associates of
such persons.”

For these purpose’s;

[11  ‘natural persons who are or have been entrusted with prominent public
functions’ shall include the following:

(@) heads of State, heads of government, ministers and deputy or
assistant ministers;

(b)  members of parliaments;

(c) members of supreme courts, of constitutional courts or of other
high-level judicial bodies whose decisions are not subject to further
appeal, except in exceptional circumstances;

(d) members of courts of auditors or of the boards of central banks;

(e) ambassadors, chargés d'affaires and high-ranking officers in the
armed forces;

(f) members of the administrative, management or supervisory bodies
of State-owned enterprises;

where these functions are performed or have been appointed outside of
Gibraltar.

None of the categories set out in points (a) to (f) above shall be
understood as covering middle ranking or more junior officials.

[2] ‘immediate family members’ shall include the following:
(@) aspouse;
(b) a partner considered by national law as equivalent to the spouse;
(9] children and their spouses or partners;
(d) parents.
[3] ‘persons known to be close associates’ shall include the following:

(@) any individual who is known to have joint beneficial ownership of
legal entities or legal arrangements, or any other close business
relations, with a person referred to in paragraph 1;

(b) any individual who has sole beneficial ownership of a legal entity
or legal arrangement which is known to have been set up for the
benefit de facto of the person referred to in paragraph 1.

8 Article 3(8) of 3MLD
% Schedule 1 of the CJA
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Without prejudice to the application, on a risk-sensitive basis, of enhanced
customer due diligence measures, where a person has ceased to be entrusted
with a prominent public function for a period of at least one year, firms shall
not be obliged to consider such a person as politically exposed.

The concerns relating to this type of risk are mitigated by having adequate
processes through which a firm can determine the source of income or wealth.

Specific risk based measures need to be adopted to reduce the risks inherent in
dealing with PEPs.

The systems of control that firms must adopt to reduce the risks associated with
establishing and maintaining business relationships with PEPs are that:

a. The firm must establish and document a clear policy and internal
guidelines, procedures and controls regarding such business
relationships;

b. Maintain an appropriate risk management system to determine whether
a potential customer or an existing customer is a PEP;

¢. Decisions to enter into business relationships with PEPs to be taken only
by senior management;

d. Business relationships which are known to be related to PEPs must be
subject to proactive monitoring of the activity on such accounts.

The monitoring of the accounts is necessary so that any changes are detected,
and consideration can be given as to whether such change suggests corruption
or misuse of public assets. This includes close scrutiny of receipts of large sums
from government bodies, state owned activities, or governments and central
bank accounts. See Section 7.8 for more information on the monitoring
requirements under the Notes.

See section 6.2.4.2 for more requirements on PEPs re Country Risk.

Legal Entities

Corporate structures, trusts and partnerships are recognised internationally as
vehicles through which opacity in financial transactions can easily be
introduced. This can be used by criminals to add layers between a criminal
activity and those benefiting from the same.

Additionally, facilities which add layers of complexity, e.g. nominee
shareholdings, declarations of trust, powers of attorney have their place in
legal structures, tax and estate planning scenarios but are just as attractive to
criminals for the same reasons.

Firms must recognise the risks that facilities which add complexity or opacity to
a legal entity pose to their business and have adequate systems of control to
ensure that these risks are properly mitigated.

As with other legal forms, legal entities may come in a variety of different
shapes and sizes but their economic activity will be much more varied.

Firms need to include in their risk assessment process a recognition of the risk
posed by the economic activity being conducted through the legal entity.

It is evident that in order for the above requirement to be effective, a firm must
have sufficient information about the client companies and its activities, in so
far as it is appropriate for the services being provided to it. (See Section 7.7.2
on the requirements in relation to the documentation in relation economic
activity.)
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Legal entities do not run themselves, they are directed by their directors and
controlled by its members and beneficial owners or its assets controlled by the
trustees. The influence that these persons can have on the client company/trust
or partnership is just as an important factor in the risk assessment process as the
entity’s activities.

Firms must ensure that the risks posed by the beneficial owners, officers,
shareholder, trustees, settlors and managers of a legal entity are reflected in
the risk profile of the client company.

Publicly listed companies

No further steps to verify identity over and above usual commercial practice,
will normally be required where the applicant for business is known to be a
listed company whose securities are admitted to trading on a regulated market
within the meaning of Directive 2004/39/EC in one or more Member States and
listed companies from third countries which are subject to disclosure
requirements consistent with Community legislation.

Gibraltar or EU Credit or Financial Institutions (S10(G))"°

Verification of identity is not required when there are reasonable grounds for
believing that the applicant for business is itself a financial institution in
Gibraltar or an EU country, and is thus subject to the Money Laundering
Directive. What constitutes reasonable grounds is not defined, but these might
mean ensuring that the credit or financial institution does actually exist (e.g.
that it is listed in the Bankers’ Almanac, or is a member of a regulated or
designated investment exchange); and that it is also regulated. In cases of
doubt, the relevant regulator’s list of institutions can be consulted. Additional
comfort can also be obtained by obtaining from the relevant institution
evidence of its authorisation to conduct financial and/or banking business.

For Gibraltar based firms, the FSC published a list of regulated firms on its web-
site (www.fsc.gi). Verification that the applicant for business appears on these
lists is sufficient to satisfy the minimum due diligence measures. Care, however,
must be taken to distinguish between those that fall under the definitions of
Credit Institutions or Financial Institutions, which fall under this exemption, and
those that do not (e.g. company managers, professional trustees, insurance
managers or insurance intermediaries).

Unregulated Gibraltar or EU credit or financial businesses (e.g. bureaux de
change) should be subject to further verification in accordance with the
procedures for companies or businesses

% Article 11(1) of 3MLD
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Product Risk

This is the risk posed by the product proposition itself. Some products are
inherently less attractive to criminals than others whilst others are the most
favoured.

Firms must document their product range against the perceived attraction for
these to be used for criminal activity and implement systems of control to
mitigate or reduce these risks.

Figure 8 in Appendix 2 — Scoring Risk Elements shows a sample risk scoring scale
for Product Risk which firms may wish to consider.

Anonymous Accounts/Products that offer a layer of opacity

Because one of the primary aims of a criminal is to create as much distance
between himself, the criminal act and the proceeds from that act that
anonymous accounts/business relationships or facilities which allow the
customers to establish a business relationship using false or fictitious names are
specifically prohibited.

Other than in the case of e-money products which meet the criteria in 6.2.2.7.4
below, firms may not permit their products to be used using obviously fictitious
names or where the customer’s name is not identified.

There are many circumstances where a firm may not want to include the
customer’s name or details on the account name or customer file in order to
provide a level of privacy within the organisation itself. However, this does not
mean that the customer is not known to the firm and these details may be kept
in a more secure environment within the firm itself. The due diligence records
of that customer must, however, be made available to the senior management,
MLRO, enforcement agencies and the regulators, should this be required.

Bank accounts

The range of bank accounts offered by modern financial institutions can be
varied and the characteristics of each type of bank account may increase the
risk posed to the firm.

At the lowest end of the risk spectrum will be pass-book type accounts that
require the customer to be physically present to make withdrawals and where
there are no third party payments permitted. The highest risk bank account
will be those where the account can be accessed and operated on-line and
through which third party payments can be effected.

The risks associated with the interface risk, particularly on-line transactions, are
dealt with in 6.2.3.6 below.

Correspondent Banking Relationships (510J)

Correspondent banking relationships create a risk that the other bank’s
customers may be using that bank to launder funds. It is not necessarily
possible to conduct due diligence on that bank’s customer base and as such,
these relationships require additional care and attention to guard against
becoming unwilling participants in this activity.

The following controls need to be implemented for correspondent banking
relationships;

a. A firm must not maintain relationships with shell banks that have no
physical presence in any country or with correspondent banks that permit
their accounts to be used by such banks.

b. A firm must gather sufficient information about a respondent institution
to understand fully the nature of their business
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¢. Senior management approval must be obtained prior to establishing new
correspondent relationships.

d. The firm must assess the respondent institution’s anti-money laundering
and terrorist financing controls.

e. The relationship and its transactions must be subject to annual reviews by
senior management. The volume and nature of transactions flowing
through correspondent accounts with institutions from high risk
jurisdictions, or those with material deficiencies should be monitored
against expected levels and destinations, and any material variances
should be explored.

f.  The respective responsibilities for each institution must be properly
documented.

g. The firm must be able to demonstrate that the information described
above is held for all existing as well as new correspondent relationships.

/" The firm must determine, from publicly available sources, the reputation of
that institution and quality of supervision, including whether it has been
subject to a money laundering or terrorist financing investigation or regulatory
action.

! Staff dealing with correspondent banking accounts should be trained to
recognise high risk circumstances, and be prepared to challenge correspondents
over irregular activity, whether isolated transactions or trends, submitting a
suspicion report where appropriate.

6.2.2.3.1 Payable through accounts

A payable-through account is generally an account through which banks
extend payment facilities to the customers of other institutions, often foreign
banks. Because “payable trough accounts” pose an additional risk, the
following must also be satisfied:

R24  The firm must verify that the respondent bank has verified the identity of and
have performed on-going due diligence on the customers having direct access
to accounts of the correspondent and that it is able to provide relevant
customer identification data to the firm, upon request.

R25 Institutions must terminate the accounts of correspondents who fail to provide
satisfactory answers to reasonable enquiries including, where appropriate,
confirming the identity of customers involved in unusual or suspicious
transactions.

6.2.2.4 Powers of Attorney

R26  The authority to deal with assets under a power of attorney constitutes a
business relationship and therefore firms must establish the identities of
holders of powers of attorney, the grantor of the power of attorney and third
party mandates where control of the legal entity’s assets is exercisable by that
power of attorney.

! Records of all transactions undertaken in accordance with the power of
attorney should be kept in accordance with the provisions of these Notes.

! Because enduring general powers of attorney pose additional risks to firms
these should not generally be accepted by firms unless there are compelling
reasons for their issuance in the first place.

6.2.2.5 Bearer Instruments

Bearer shares and share warrants to bearer can provide a significant level of
anonymity, which may be abused by those seeking to use companies for a
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criminal purpose. Furthermore, fictitious bearer instruments can be used to
perpetrate fraud. There are, however, legitimate reasons for the use of bearer
shares and their issue is permitted in many jurisdictions. Firms are required to
have adequate and properly documented due diligence policies and procedures
in place to ensure that their issue is controlled effectively to prevent abuse.
Where a company has issued share warrants to bearer these must be kept
immobilised under the control of a licensee. This is because the Guidance Notes
cannot be complied with and due diligence in accordance with the Guidance
Notes cannot be carried out, where beneficial ownership can change without
the knowledge of the licensee.

Where a transaction involves bearer instruments, verification evidence must be
obtained for the following transactions-

J bearer shares converting to registered form;
. surrender of coupons for payment of dividend, bonus, or capital event.

The middle market price quoted in the Financial Times, Bloomberg or Reuters
etc on the day of receipt should normally be used to establish share value.

In the case of transfers from bearer to registered shares, evidence of identity of
the registered holder must be obtained in line with the procedures set out in
these Notes.

The submission of coupons in exchange for a cheque in payment of dividends,
bonuses or capital events, does not require the identity of the owner to be
verified unless the value of the cheque is in excess of €15,000, and the
requested payee is not a Gibraltar or EU regulated financial sector firm. As the
identity of the holder of bearer certificates from which the coupons are derived
is not known, identification evidence must be obtained in respect of the payee
of the requested cheque before the cheque is issued.

Wire Transfers

Investigations of major money laundering cases over the last few years have
shown that criminals make extensive use of electronic payment and message
systems. The rapid movement of funds between accounts in different
jurisdictions increases the complexity of investigations. In addition,
investigations become even more difficult to pursue if the identity of the
original ordering customer or the ultimate beneficiary is not clearly shown in
an electronic payment message instruction.

For the purposes of this part, the following definitions shall apply:

‘payer’ means either a natural or legal person who holds an account and
allows a transfer of funds from that account, or, where there is
no account, a natural or legal person who places an order for a
transfer of funds;

‘payee’ means a natural or legal person who is the intended final
recipient of transferred funds;

‘payment service provider’ means a natural or legal person whose
business includes the provision of transfer of funds services;

‘intermediary payment service provider’ means a payment service
provider, neither of the payer nor of the payee, that participates
in the execution of transfers of funds;

‘transfer of funds’ means any transaction carried out on behalf of a payer
through a payment service provider by electronic means, with a
view to making funds available to a payee at a payment service
provider, irrespective of whether the payer and the payee are the
same person;
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'batch file transfer’ means several individual transfers of funds which are
bundled together for transmission;

‘unique identifier’ means a combination of letters, numbers or symbols,
determined by the payment service provider, in accordance with
the protocols of the payment and settlement system or
messaging system used to effect the transfer of funds.

The requirements of this section of the Notes apply to transfers of funds, in any
currency, which are sent or received by a payment service provider established
in Gibraltar other than the following cases of transfers of funds:

1

[2]

3]

[4]

5]

(6]
[7]

(8]
191

[10]

carried out using a credit or debit card, provided that:

(a) the payee has an agreement with the payment service provider
permitting payment for the provision of goods and services; and

(b) a unique identifier, allowing the transaction to be traced back to
the payer, accompanies such transfer of funds.

using electronic money except where the amount transferred exceeds
€1,000.

carried out by means of a mobile telephone or any other digital or
Information technology device, when such transfers are pre-paid and do
not exceed €150.

carried out by means of a mobile telephone or any other digital or IT
device, when such transfers are post-paid and meet all of the following
conditions:

(a) the payee has an agreement with the payment service provider
permitting payment for the provision of goods and services;

(b) a unique identifier, allowing the transaction to be traced back to
the payer, accompanies the transfer of funds; and

(c) the payment service provider is subject to the obligations set out in
3MLD.

within Gibraltar to a payee account permitting payment for the provision
of goods or services if:

(a) the payment service provider of the payee is subject to the
obligations set out in 3MLD;

(b) the payment service provider of the payee is able by means of a
unique reference number to trace back, through the payee, the
transfer of funds from the natural or legal person who has an
agreement with the payee for the provision of goods and services;
and

(c) the amount transacted is €1,000 or less.
where the payer withdraws cash from his or her own account;

where there is a debit transfer authorisation between two parties
permitting payments between them through accounts, provided that a
unique identifier accompanies the transfer of funds, enabling the natural
or legal person to be traced back;

where truncated cheques are used;

to public authorities for taxes, fines or other levies within a Member
State;

where both the payer and the payee are payment service providers
acting on their own behalf.
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Where both the payment service provider of the payer and the payment service
provider of the payee are situated in the European Community, transfers of
funds shall be required to be accompanied only by the account number of the
payer or a unique identifier allowing the transaction to be traced back to the

payer.

If so requested by the payment service provider of the payee, the payment
service provider of the payer shall make available to the payment service
provider of the payee complete information on the payer, within three
working days of receiving that request.

Transfers of funds where the payment service provider of the payee is situated
outside the European Community shall be accompanied by complete
information on the payer.

1. Complete information on the payer shall consist of his name, address and
account number.

2. The address may be substituted with the date and place of birth of the
payer, his customer identification number or national identity number.

3. Where the payer does not have an account number, the payment service
provider of the payer shall substitute it by a unique identifier which
allows the transaction to be traced back to the payer.

4, The payment service provider of the payer shall, before transferring the
funds, verify the complete information on the payer on the basis of
documents, data or information obtained from a reliable and
independent source.

5. In the case of transfers of funds from an account, verification may be
deemed to have taken place if:

(a) a payer’s identity has been verified in connection with the opening
of the account and the information obtained by this verification
has been stored in accordance with the obligations set out in these
notes; or

(b) the payer is a relevant financial business.

Without prejudice to the requirement to apply due diligence measures when
money laundering or terrorist financing is known or suspected, in the case of
transfers of funds not made from an account, the payment service provider of
the payer shall verify the information on the payer only where the amount
exceeds €1,000, unless the transaction is carried out in several operations that
appear to be linked and together exceed €1,000.

The payment service provider of the payer shall for five years keep records of
complete information on the payer which accompanies transfers of funds.

In the case of batch file transfers from a single payer where the payment
service providers of the payees are situated outside the Community, the
requirements in R31 shall not apply to the individual transfers bundled
together therein, provided that the batch file contains that information and
that the individual transfers carry the account number of the payer or a unique
identifier.

Obligations On The Payment Service Provider Of The Payee

The payment service provider of the payee shall detect whether, in the
messaging or payment and settlement system used to effect a transfer of funds,
the fields relating to the information on the payer have been completed using
the characters or inputs admissible within the conventions of that messaging or
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payment and settlement system. Such provider shall have effective procedures
in place in order to detect whether the following information on the payer is
missing:

(a) for transfers of funds where the payment service provider of the payer
is situated in the Community, the information required under R30;

(b) for transfers of funds where the payment service provider of the payer
is situated outside the Community, complete information on the payer
as referred to in Requirement R31, or where applicable, the
information required under R38; and

(c) for batch file transfers where the payment service provider of the payer
is situated outside the Community, complete information on the payer
as referred to in R34 in the batch file transfer only, but not in the
individual transfers bundled therein.

Transfers of funds with missing or incomplete information on the payer

If the payment service provider of the payee becomes aware, when receiving
transfers of funds, that information on the payer required under this section of
the notes is missing or incomplete, it shall either reject the transfer or ask for
complete information on the payer and on a risk based-approach decide
whether a report to GFIU should be made.

Where a payment service provider regularly fails to supply the required
information on the payer, the payment service provider of the payee shall take
steps, which may initially include the issuing of warnings and setting of
deadlines, before either rejecting any future transfers of funds from that
payment service provider or deciding whether or not to restrict or terminate its
business relationship with that payment service provider. The payment service
provider of the payee shall report that fact to the GFIU.

Technical Limitations

Where the payment service provider of the payer is situated outside the
Community and the intermediary payment service provider is situated within
Gibraltar;

(a) Unless the intermediary payment service provider becomes aware,
when receiving a transfer of funds, that information on the payer
required under these Notes is missing or incomplete, it may use a
payment system with technical limitations which prevents information
on the payer from accompanying the transfer of funds to send
transfers of funds to the payment service provider of the payee.

(b) Where the intermediary payment service provider becomes aware,
when receiving a transfer of funds, that information on the payer
required under these Notes is missing or incomplete, it shall only use a
payment system with technical limitations if it is able to inform the
payment service provider of the payee thereof, either within a
messaging or payment system that provides for communication of this
fact or through another procedure, provided that the manner of
communication is accepted by, or agreed between, both payment
service providers.

(c) Where the intermediary payment service provider uses a payment
system with technical limitations, the intermediary payment service
provider shall, upon request from the payment service provider of the
payee, make available to that payment service provider all the
information on the payer which it has received, irrespective of whether
it is complete or not, within three working days of receiving that
request.
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In the cases referred to in paragraphs (a) and (b) above, the intermediary payment
service provider shall for five years keep records of all information received.

6.2.2.7

6.2.2.7.1

R39

R40

R41

6.2.2.7.2

Reduced due diligence measures

Irrespective of the size and nature of the transactions and the exemptions set
out below, identity must be verified in all cases where money laundering or
terrorist is known, believed or suspected.

The obligation to maintain procedures for obtaining evidence of identity is
general, but Sections 10G sets out a number of exemptions and concessions.

One-Off Transactions: Single or Linked (S10B(b))

Some products may be innocuous enough not to attract a risk to the firm if
conducted as a single transaction. These may be of low value or a low risk
product. However when made in multiples, these transactions could be seen as
a conduit through which criminals could layer or integrate proceeds of criminal
activity into the system.

Verification of identity is not normally needed in the case of a single one-off
transaction when payment by, or to, the applicant is less than €15,000.

For the purpose of these Guidance Notes, transactions that are separated by an
interval of three months or more need not, in the absence of specific evidence
to the contrary, be treated as linked.

Section 11(5) requires that identification procedures should be undertaken for
linked transactions that together exceed the exemption limit, i.e. where in
respect of two or more one off transactions:

a. it appears at the outset to a person handling any of the transactions that
the transactions are linked and that the aggregate amount of these
transactions will exceed €15,000; or

b. at any later stage, it comes to the attention of such a person that the
transactions are linked, and that the €15,000 limit has been reached.

In respect of Bureaux de Change and Money Transmission services this level is
reduced to €5,000.

Firms must implement systems of control to be able to identify where one or
more “one-off” transactions are linked to the same person.

The requirement to aggregate linked transactions is designed to identify
people who might structure their dealings to avoid the identification
procedures. It is not meant to cause inconvenience for genuine business
transactions. There is clearly no need to count both ends of the same
transaction, e.g. a purchase and a subsequent sale.

Where a series of one-off transactions are linked and this gives rise to a
suspicion or knowledge of money laundering or terrorist financing, this must
be reported.

Small Insurance Contracts

Sub-Sections 10G(7)(a) & (b) provides that identification procedures can be
waived for insurance business in respect of which :

o a premium is payable in one instalment of an amount not exceeding
€2,500; or,

o a regular premium is payable and where the total payable in respect of any
one calendar year does not exceed €1,000.
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Policies of insurance in connection with a pension scheme

Section 10G(7)(c) provides that no steps are necessary to obtain evidence of a
person's identity in respect of a policy of insurance in connection with a
pension scheme taken out by virtue of a person's contract of employment, or
occupation where the policy:

i contains no surrender clause; and
ii may not be used as collateral for a loan.

A 'policy of insurance' includes any contract, which secures any benefit in
respect of occupational or personal pension schemes, effected with an
insurance company authorised to conduct long-term insurance business. The
exemption extends to personal pension arrangements, both for self-employed
and employees (whether or not both the employee and the employer
contribute).

E-Money
Due diligence need not be conducted where the following conditions are met ;

1. In the case where the e-money device cannot be recharged, the
maximum amount stored in the device is no more than €250; or

2. If the e-money device can be recharged, a limit of €2500 is imposed on
the total amount transacted in a calendar year.

The exception to the above is where an amount of €1000 or more is redeemed
in that same year at the request of the electronic money holder, pursuant to
Regulations 39 to 44 of the Financial Services (Electronic Money) Regulations
2011 in which case Customer Due Diligence must be conducted..
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Interface Risk

This is the risk that the firm faces as a result of the mechanism through which
the business relationship is commenced and transacted.

Where it is physically possible to verify a customer’s likeness to documents
evidencing identity this will also help to satisfy or mitigate the customer risk as
well as the interface risk. Receiving instructions through face to face contact
will also enable a firm to address any concerns the front-line staff may have
about any proposed transaction which can reduce the number of suspicions.
Transactions conducted on-line, for example, removes the human element and
firms must therefore build a degree of artificial intelligence and monitoring
over such activity that would produce the same or better results.

Figure 10 demonstrates how a firm may adopt a simple rating scale to identify
the risks associated with the interface risk.

Firms must document how they mitigate or reduce the risks posed by each of
the delivery mechanisms through which their product(s) are delivered.

Face to Face (S10I)

It is recognised that where a customer makes face-to-face contact with a firm,
this may be perceived to lower the risk to the firm. Not only does this present
an opportunity for the firm’s staff to verify that the likeness of the person in
front of them physically matches that of the documents being presented to
support this but is also an opportunity for staff to identify any inconsistencies,
etc.

Where the customer also has to give instructions in person, e.g. by having to
present a pass-book or produce identity before a transaction takes place the
potential risk to the firm is considerably reduced.

Non-face-to-face

Any mechanism through which the customer is allowed to interact with a firm
in a non-direct manner increases the firms exposure to risk. Not only does this
allow for third parties to have access to assets or property through
impersonation but also disguise the true owner of that property by, for
example, provision of false identification documentation.

Firms must put into place systems of control that appropriately address the risks
posed by non-face to face contact for customers either at the opening of the
business relationship or through the operation of that relationship.

Additional controls are required in respect of non face-to-face customers; for
example, applying one or more of the following measures of control:

a. Ensuring that the customer’s identity is established by additional
documents, data or information; or

b. Supplementary measures to verify the documents supplied, or requiring
an eligible introducer to certify the customer identification documents be
required; or

¢. Ensuring that the first payment of the operation is carried out through
an account in the customer’s name at a credit institution’’; or

d. Landline telephone contact with the customer on a number which has
been verified; or

e. Sending information or documents required to operate the business
relationship to a physical address that has been verified.

" Article 13(2) of 3MLD.
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A common mechanism adopted by many firms is to permit the use of certified
customer identification documents provided in lieu of having had sight of the
originals.

In drawing up the list of persons approved to certify identification documents
for a firm, the Money Laundering Reporting Officer (MLRO) will need to
provide documentary evidence of the following:

(a) That the person;
i. adheres to ethical and/or professional standards; and
ii. is readily contactable; and

iii.  exercises his or her profession or vocation in a jurisdiction with
effective anti-money laundering measures; and

(b) The MLRO has obtained senior management agreement to permit such a
person from certifying documents for these purposes.

There is obviously a wide range of documents which might be provided as
evidence of identity. It is for each firm to decide the appropriateness of any
document in the light of other procedures adopted. However, particular care
should be taken in accepting documents which are easily forged or which can
be easily obtained using false identities.

Introducers (S10N)

The ultimate responsibility for meeting the customer identification
requirements for introduced business lies with the senior management of the
firm'™.

Every institution must retain adequate documentation to demonstrate that its
KYC procedures have been properly implemented, and that it has carried out
the necessary verification itself.

There are, however, certain circumstances in which it may be possible for
institutions to rely on KYC procedures carried out by third parties. Whereas the
procedures listed below refer to the obtaining and verification of original
documentation:

None of the provisions for dealing with introducers exempt institutions from
the requirement to have copies of all documentation in their possession, or to
have ready access to the original documentation.

Introductions from Intermediaries

Where a business relationship is being instituted the institution is obliged to
carry out KYC procedures on any client introduced to it by a third party unless
the third party is an eligible introducer able to provide the institution with
copies of all documentation required by the institution’s KYC procedures.

To be an eligible introducer, a third party must meet ALL FOUR of the
following conditions;

a. it must be regulated by the FSC, or an equivalent institution if it carries
on business outside Gibraltar,

b. it must be subject to the 3MLD or equivalent legislation,

€. it must be based in Gibraltar or a country which has an effective AML
and CFT regime, and

2 Article 14 of 3MLD.
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d. there must be no secrecy or other obstacles which would prevent the
Gibraltar firm from obtaining the original documentation if necessary.

A firm must be able to demonstrate, for each person that they have defined as
an “eligible introducer”, how the above four conditions are met.

In Gibraltar, “eligible introducers” would be all persons caught by these
Guidance Notes who are subject to the FSC’s regulatory regime. Essentially all
persons listed in 2.1 with the exception of Bureau and Money Transmission
agents as KYC requirements are only required in these cases for one-off
transactions of €15,000 or above. Firms should be aware, however that similar
activities conducted outside of Gibraltar may not meet all the requirements
stated above particularly as some activities are regulated by professional bodies
and not by a public or quasi public regulatory body.

Where an introducer satisfies the definition of eligible introducer, a firm may
place reliance upon the KYC procedures of the eligible introducer, and simply
obtain copies of the relevant documentation rather than be required to see the
original documentation. Exemptions for postal applications do not apply in
these circumstances.

Where reliance is to be placed on an eligible introducer, the introducer must
complete and return to the firm, the certificate in Appendix 5 — Introducer
Certificates.  Copies of all the necessary documentation must also be
immediately supplied. The documentation must be the same as the firm would
require to satisfy its own KYC procedures. A business relationship may not be
commenced until the completed Introducer’'s Certificate has been received
together with the copies of the required documentation.

Introduction of One-Off Transactions from Overseas

Where an applicant for business who is effecting a one-off transaction is
introduced by an overseas branch or subsidiary in the same group as the firm,
or by another EU financial institution, or a regulated institution from a country
with an effective AML/CFT regime, Section 14(1)(a-c) provides that the
institution need not verify identity even if the transaction exceeds €15,000, as
long as the introducer has provided the name of the customer and given the
firm a written assurance that evidence of identity has been taken and recorded.
This assurance can be given separately by the introducer for each new
customer, or by way of a written general assurance. However, the Section
14(1)(c) exemption is only applicable provided condition (ii) of 14(i)(c) is
fulfilled, namely that there are reasonable grounds for believing that the non-
Gibraltar introducer:

e acts in the course of a business in relation to which an overseas regulatory
authority exercises regulatory functions; and

e the introducer will supply, upon request, the underlying identification
documents without delay upon request; and

e is based, or incorporated in, or formed under the law of, a country other
than an EU member state in which there are in force provisions at least
equivalent to those required by 3MLD, particularly in respect of verification
of identity and record keeping; or

e operates under a rigorous group policy in accordance with Gibraltar
standards and provides some form of group introduction certificate that
evidence of identity has been taken and recorded.

A firm must be able to demonstrate that these four conditions have been met.
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This exemption applies only to one-off transactions. If the person being
introduced is forming a business relationship with the firm, then the firm must
obtain the evidence of identity.

Intermediary’s Client Accounts (S10G(4))
An intermediary is different from an introducer.

An intermediary plays an active role in the financial affairs of the underlying
customer, for example, a stock broker whereas the function of an introducer is
merely to introduce business to a firm. The distinction is very important when
considering the requirements under these Notes.

Stockbrokers, fund managers, solicitors, accountants, estate agents and other
intermediaries frequently hold funds on behalf of their clients in "client
accounts" opened with institutions. Such accounts may be pooled or omnibus
accounts holding the funds of many clients, or they may be opened specifically
for a single client or for a number of clients, either undisclosed to the firm or
identified for reference purposes only.

Generally, the applicant for business will be the intermediary and there is no
requirement to look behind that but in certain circumstances, the Sections
require the firm not only to verify the identity of the intermediary, but also to
look through him to his underlying clients'®. The Sections in this area are
complex. Basically, there are four scenarios:

i The intermediary is itself a regulated Gibraltar or EU financial
institution and thus subject to the Sections and/or the Directive. In this
case the institution need concern itself only with its immediate
customer - the intermediary. Client accounts opened by stockbrokers,
fund managers and other financial intermediaries that are covered by
the Sections or Directive for all their activities therefore need not be
investigated further.

i The intermediary is itself a firm of EU solicitors or accountants but
subject to the Sections only in respect of their relevant financial
business. Client accounts held by institutions for solicitors and
accountants will generally be pooled or omnibus accounts, and will
contain funds connected with activities that are not relevant financial
business. Verification of the identity of the underlying clients related to
these transactions will not have been undertaken in accordance with
the Sections. Protection under legal privilege precludes institutions
from securing any information about the underlying clients. Similarly,
an accountant's professional code of conduct will generally preclude
the firm from divulging information to institutions concerning their
underlying clients. It will therefore not be possible for an institution to
establish the identity of the person(s) for whom a solicitor or
accountant is acting. However this need not preclude an institution
from making reasonable enquiries about transactions passing through
client accounts that give cause for concern, or from reporting those
transactions if suspicions cannot be allayed. In the event that a money
laundering enquiry concerns a client account, the law enforcement
agencies will seek information directly from the intermediary.

iii The intermediary is a regulated financial institution from a country
that is outside the EU but has an effective AML/CFT regime . The
Sections specify that in such a case, the requirement to take reasonable
measures can be satisfied by obtaining from the account holder a
general undertaking in writing that he has obtained and recorded

3 Article 11(2)(b) of 3MLD.
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evidence of the identity of any client whose funds he deposits in the
account.

iv The intermediary is from a country without an effective AML/CFT
regime . Where the intermediary is not from an jurisdiction with an
effective AML/CFT regime it is clear that the exemptions provided for in
Section 10G of the Crime (Money Laundering and Proceeds) Act 2007
do not apply and as a result, there is a requirement to verify the
identity of the underlying customers. The firm may not rely on the
general assurance from the intermediary that KYC has been conducted
by them.

In order to meet the criteria in paragraphs (i) to (iii) above the firm will need to
establish and demonstrate that;

e The intermediary is conducting a relevant financial business'’; and
e [tissupervised for that activity’>; and

e [t is based, or incorporated in, or formed under the law of, a country
other than an EU member state in which there are in force provisions
at least equivalent to those required by 3MD, particularly in respect of
verification of identity and record keeping'®; and

e That the underlying identification documentation can be made
available immediately, upon request’’.

Client accounts operated by requlated firms

Client accounts operated by regulated firms are those operated by regulated
firms on behalf of a customer, a client company or pooled clients. For these,
firms must ensure that due diligence information is sought and maintained on
all persons who are signatories to client accounts.

A bank account opened in the name of the client company but whose
signatories are the firm's own corporate director companies is not subject to
any form of exemption from the due diligence requirements.

In the case of pooled client accounts these are subject to various provisions
regarding their operation by the regulated firm itself. There is no requirement
to conduct due diligence on every client for which transactions are put through
the pooled client account (and should be treated as if it was an account to
whom 6.2.3.4(i) above applies). However, because of the very nature of a
pooled client account, it would be extremely unusual for it to become
overdrawn. Where unusual activity occurs this need not necessarily trigger a
suspicion but would require that additional monitoring and investigation be
conducted of the transactions that led to the unusual event taking place.
Should the investigations and enquiries made not prove satisfactory then a
report as required under Chapter VIl should be made.

The “Postal” Concession

Where a customer would normally be required to produce evidence of identity
before transacting business (whether directly or introduced by an
intermediary).

' Article 16(1)(a) of 3MLD
> Article 16(1)(b) of 3MLD
¢ Article 16(1)(b) of 3MLD
7 Article 17 & 18 of 3MLD
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/" Where it is reasonable in all the circumstances for payment to be made by post,
or electronically, or for the details of the payment to be given by telephone,
then if payment is to be made from an account held in the customer's name (or
jointly with one or more other persons) at an authorised financial or credit
institution, identification requirements may be waived.

The postal concession can be used without additional identity verification for
mail-shot, off the page, coupon business, or business placed over the
telephone. However, in such cases a record should be maintained indicating
how the transaction arose and detailing the Gibraltar or EU authorised credit
institution's details and the number of the account from which the cheque or
payment is drawn.

Whilst a payment can be made directly between accounts with credit
institutions or by cheque or debit card, the accepting institution must be able
to confirm that the account is held in the sole or joint name(s) of the investor.
(Payments to or from a joint account, where only one party is involved in the
transactions, are not regarded as third party payments.)

If a firm relying on the concession has grounds to believe that the identity of
the customer has not previously been verified by the credit institution on which
the payment has been drawn, then taking a risk-based approach, additional
measures to verify identity must be sought.

R50 The concession for postal/coupon business does not apply where;
a. initial or future payments can be received from third parties;

b. cash withdrawals can be made, other than by the investors themselves on
a face-to-face basis where identity can be confirmed, e.g. passbook
accounts where evidence of identity is required for making withdrawals;

¢. redemption or withdrawal proceeds can be paid to a third party or to a
bank account that cannot be confirmed as belonging to the investor,
other than to a personal representative named in the Grant of Probate or
Letters of Administration on the death of the investor.

R51 The following repayment restrictions must exist for the postal concession to
apply:

a. repayments made to another institution must be subject to confirmation
from the receiving firm that the money is either to be repaid to the
investor or reinvested elsewhere in the investor’s name;

b. repayments made by cheque must be sent either to the named investor’s
last known address and crossed “account payee only”, or to the investor’s
bank with an instruction to credit the named investor’s account;

¢. repayments via BACS should ensure that the stipulated account is in the
name of the investor;

It should not be possible to change the characteristics of products or accounts
at a future date to enable payments to be received from, or made on behalf of,
third parties.

6.2.3.6 On-line and internet access

On-line payment systems, internet access to operate accounts and web-based
marketing and promotion have significantly increased the risks of money
laundering to any firm offering such services.

The risks increase from the lowest for an “image advertisement web-page”
through to the highest where the firm allows customers to make payments to
third parties etc.
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Some firms may permit the establishment of the business relationship to be
conducted entirely through the use of the internet.

Where a firm relies on electronic verification of customer identification
documentation, its records must clearly demonstrate the basis on which these
were effected and these must be in accordance with the risk-based approach
and other requirements of these Notes.

Where a firm permits payment processing to take place via on-line services
these must be subjected to the same monitoring requirements as the rest of the
activities of the institution and subject these to the same risk based
methodology.
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Country Risk

Country risk is used to describe the risk posed to the firm by the geographic
providence of the economic activity of the business relationship. This is wider
than just the country of residence of the customer and will, for example,
include where the client company is trading.

Firms must assess and document the risks posed by different countries and
territories, or classes of countries and territories, and what additional systems
of control it will implement to mitigate these risks.

Appendix 4 — Countries and territories with equivalent legal frameworks or
those requiring enhanced due diligence contains various lists which can assist a
firm in taking a view as to the equivalence of a jurisdiction or when enhanced
due diligence needs to be conducted on business emanating from certain
jurisdictions. Figure 11 demonstrates how a firm may use this information to
produce a risk rating scale to address country risk.

The "Effectiveness” test

The Notes make a number of references to countries or territories which
operate an effective AML/CFT regime. Business emanating from these
jurisdictions carry a lower risk as it is inferred that these have already been
subjected to stringent measures and systems of controls that will have
addressed the money laundering or financing of terrorism risks.

Conversely, doing business with a country which does not have an effective
AML/CFT regime increases the risk to the firm that the customer’s business may
be involved in illicit activities.

Firms however, need to take their own view on how the effectiveness test will
be conducted. It is anticipated that with the transposition, across the EU, of the
3MLD that the Commission will produce a list of such countries and the criteria
under which this assessment will be made'. Until such a time, the following
guidance is provided to firms operating under these Notes.

In making a determination of an effective AML/CFT regime the following three
factors have to be taken into consideration:

e Legal Framework
e Enforcement and Supervision

e International Co-operation

Legal Framework

Given that each country will transpose AML/CFT requirements in accordance
with their own judicial and legal systems there is no one legislative model
against which it would be possible to verify that effective legislative provisions
to those of Gibraltar have been included in that country’s statute books.

However, it is generally accepted that all countries within the EU will transpose
the provisions of the 3™ Money Laundering Directive (2005/60/EC) to the same
standard as in Gibraltar. It can therefore be assumed that all EU member States
can be deemed to meet the effectiveness test in respect of the legal
framework.

Firms need to take into account that some of the more recent members of the
EU may have not given effective transposition to the Directive and may have
merely given legislative effect to its requirements. For this reason, firms will

'8 Article 40(1) of 3MLD
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also need to consider the FATF and IMF reports on each country has given
effect to the legal framework.

Guernsey, Jersey and the Isle of Man are not part of the European Union, or the
Financial Action Task Force. All three dependencies have introduced all-crimes
anti-money laundering measures to supplement their previous drugs-related
anti-money laundering legislation and financial sector procedures. The
measures introduced are in line with those operating in Gibraltar.

Enforcement and Supervision

The effectiveness of the judicial, law enforcement and administrative functions
is a crucial element of as without the proper enforcement of the legal
provisions the legislation is ineffective.

In order to assist firms in taking a view of the effectiveness of a jurisdiction’s
enforcement and supervisory powers both the FATF and IMF publish regular
reports on the evaluation of a jurisdiction’s compliance with the FATF
recommendations.

These reports are available on-line and should be subject to review by a firm in
order to assess the risk posed to the firm. These reports can be downloaded
from the following addresses;

FATF Reports : http://www.fatf-gafi.org

IMF Reports http://www.imf.org/external/country/index.htm

International Co-operation

An essential requirement in combating money laundering and the financing of
terrorism is that law enforcement agencies are able to co-operate fully and
extensively. Launderers and terrorist financers will therefore seek jurisdictions
where this lack of cooperation assists their aims.

Firms must guard against customers or introductions from countries where the
ability to co-operate internationally is impaired either via failings in the judicial
or administrative arrangements and subject these business relationships to
enhanced due diligence requirements.

FATF maintain a list of Non-Cooperative Countries and Jurisdictions (see
Appendix 4 - Countries and territories with equivalent legal frameworks or
those requiring enhanced due diligence). Firms must take additional measures
with transactions of business relationships whose source of funds derives from
NCCT or sanctioned countries and territories.

Firms must, however, ensure that they understand the basis under which a
country has been removed from the list as it may be the case that the removal
is based on an undertaking to correct deficiencies as opposed to actual
correction of the deficiency.

Countries with a high propensity for corruption

Firms whose policy includes the acceptance of Politically Exposed Persons (PEPs)
as customers need to take additional measures to mitigate the additional risk
that the firm is exposed to from such persons originating in countries with a
high propensity for bribery and corruption. This includes

a. conducting and documenting an assessment of the countries which are
more vulnerable to corruption; and

b. the application of additional monitoring over customers from high risk
countries whose line of business is more vulnerable to corruption (e.g. oil
or arms sales).
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Transparency International publishes a Corruption Perception Index which is
available at www.transparency.org. This publication may be a useful reference
to firms in assessing the risk of corruption posed by different countries.

Sanction Countries

In addition to the above, a number of countries and territories, as well as
undertakings and individuals connected to them, are subject to sanctions and
other measures which requires institutions to take action to prohibit;

* the export of goods to those countries or territories
» the transfer of technology

» the facilitation of technical assistance

» the facilitation of funds.

In certain circumstances, institutions are required to freeze funds from
designated undertakings and/or individuals.

As the legislation prohibits the above unless a licence has been granted,
institutions may find themselves participants in arrangements which breach
these provisions, through the activities of their customers, and as such must
take the necessary measures to ensure that these sanctions are not being
breached.

These restrictions are imposed under the Export Control Act 2005 and various
Orders made there under. At present the Orders that are in force are;

= Export Control (Sanctions Etc) Order 2005 and
= Export Control (Sanctions Etc) Order 2006.

For country specific data please refer to Appendix 4 — Countries and territories
with equivalent legal frameworks or those requiring enhanced due diligence.

Further legislative provisions exist which impose restrictions on carrying out
transactions with Countries/Territories and designated undertakings and/or
individuals. For example,

= The Federal Republic of Yugoslavia (Freezing of Funds and
Prohibition on Investment) Regulations, 1999,

= Burma (Freezing of Funds and Economic Resources) (no.2)
Regulations 2005.

Institutions should ensure that the provisions of these statutory instruments
are not being breached through the activities of their customers.
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CHAPTER VII

SP3 All firms must know their customer to such an
extent as is appropriate for the risk profile of
that customer.

7 Knowing your customer

Having sufficient information about your customer - “knowing your customer”
- and making use of that information underpins all anti-money laundering and
combating the financing of terrorism efforts, and is the most effective defence
against being used to launder the proceeds of crime. If a customer has
established an account using a false identity, they may be doing so to defraud
the institution itself, or to ensure that they cannot be traced or linked to the
crime the proceeds of which the firm is being used to launder. A false name,
address, or date of birth will usually mean that law enforcement agencies
cannot trace the customer if they are needed for interview as part of an
investigation.

Sections 10B of the Crime (Money Laundering and Proceeds) Act 2007 require
all firms to seek satisfactory evidence of the identity of those with whom they
deal (referred to in these Guidance Notes as “customer identification
documentation”). Unless satisfactory evidence of the identity of potential
customers is obtained in good time, the business relationship must not proceed.

When a business relationship is being established, the nature of the business
that the customer expects to conduct with the firm must be ascertained at the
outset to establish what might be expected later as normal activity. This
information should be updated as appropriate, and as opportunities arise. In
order to be able to judge whether a transaction is or is not suspicious, firms
need to have a clear understanding of the business carried on by their
customers.  This must entail such ongoing monitoring of the business
relationship, as is appropriate to the nature and scale of the business and the
risks posed by the customer. This ongoing monitoring must include scrutiny of
the transactions being conducted to ensure that these are consistent with the
knowledge of that customer, the business and the risk profile and the source of
funds. Where necessary the ongoing monitoring will require updating of the
firm’s documentation.

A firm must establish to its satisfaction that it is dealing with a real person
(natural, corporate or legal), and must verify the identity of persons who are
authorised to operate the business relationship. Whenever possible, the
prospective customer should be interviewed personally.

The verification procedures needed to establish the identity of a prospective
customer should basically be the same whatever type of account or service is
required. The best identification documents possible should be obtained from
the prospective customer i.e. those that are the most difficult to obtain illicitly.
No single piece of identification can be fully guaranteed as genuine, or as
being sufficient to establish identity so verification will generally be a
cumulative process.

/" The overriding principle is that every institution must know who their
customers are, and have the necessary customer identification documentation,
or data to evidence this.
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Overriding requirements for customer due diligence
measures

The application of customer diligence measures can be complex in order to
come to a set of documents which are collectively known as the “customer
identification documents”. The customer identification documents form the
basis of the firm’s knowledge of the underlying customer and is what will drive
the risk-profiling and therefore the intensity of the measures that are to be
applied.

The requirements for customer due diligence can be summarised in the
diagram below and the following sections describe in more detail what is
required for each.

The Identity

The Physical
Person

Who controls the
customer?

Customer Due
Diligence
Measures

Where does the
money derive from?

Economic Activity

What is the
customer doing with
it?

Monitoring

Customer Identification
Documentation

Figure 2 — Customer due diligence measures and customer identification documentation
summarised.

Applying customer due diligence measures (S10B(11))
Firms must apply customer due diligence measures in the following cases;
a. When establishing a business relationship;

b. When carrying out a one-off transaction amounting to €15,000 or more,
whether the transaction is carried out in a single operation or in several
operations which appear to be linked;

¢. Where there is a suspicion of money laundering or terrorist financing,
regardless of any derogation, exemption or threshold;

d. When there are doubts over the veracity or adequacy of previously
obtained customer identification data.™

% Article 7 of 3MLD.
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7.1.2 What constitutes customer due diligence measures (S10A &
10C)

R60 Customer due diligence measures shall comprise of the following, but the
extent to which each of this is applied shall be determined on a risk-sensitive
basis;

a. Identifying the customer and verifying the customer’s identity on the
basis of documents, data or other information obtained from a reliable
and independent sources;

b. Identifying, where applicable, the beneficial owner so that the firm is
satisfied that it knows who the beneficial owner is, including, as regards
legal persons, trusts and similar legal arrangements understanding the
ownership and control structure of the customer;

¢. Obtaining information on the source of the income or wealth and the
purpose and intended nature of the business relationship;

d. Conducting ongoing monitoring of the business relationship including
scrutiny of transactions undertaken throughout the course of that
relationship to ensure that the transactions being conducted are
consistent with the firm’s knowledge of the customer, the business and
risk profile, including, where necessary, the source of funds and ensuring
that the documents, data or information held are up to date.?

7.1.2.1 Beneficial owner

R61 The term “beneficial owner” is to be interpreted throughout these Notes as
meaning the following;

“The person(s) who ultimately owns or controls the customer and/or the
natural person on whose behalf a transaction or activity is being conducted
and includes, at least, the following;

In the case of a corporate entity;

1. The natural person(s) who ultimately own or control a legal entity
through direct or indirect ownership or control over a sufficient
percentage of the shares or voting rights in that legal entity, including
through bearer share holdings, other than a company listed on a
regulated market that is subject to disclosure requirements consistent
with Community legislation or subject to equivalent international
standards; a percentage of 25% plus one share shall be deemed to meet
this criterion;

2. The natural person(s) who otherwise exercises control over the
management of a legal entity;

In the case of a legal entity, such as foundations, and legal arrangements
such as trusts which administer and distribute funds;

3. Where the future beneficiaries have already been determined, the
natural person(s) who is the beneficiary of 25% or more of the property
of a legal arrangement or entity;

4. Where the individuals that benefit from the legal arrangement or
entity have yet to be determined, the class of persons in whose main
interest the legal arrangement or entity is set up or operates;

20 Article 8 of 3MLD.
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5. The natural person(s) who exercises control over 25% or more of the
property of a legal arrangement or entity.”*'

When customer due diligence measures need to be
applied

Generally, a firm should never establish a business relationship until all the
relevant parties to the relationship have been identified and the nature of the
business they expect to conduct has been established.

Once an ongoing relationship has been established, any regular business
undertaken for that customer should be assessed at regular intervals against
the expected pattern of activity of the customer. Any unexpected activity can
then be examined to determine whether there is a suspicion of money
laundering. (See 7.8 below on monitoring requirements)

A firm may complete the verification of the identity of the customer and
beneficial owner during the establishment of the business relationship if this is
necessary not to interrupt the normal conduct of business and where there is
little risk of money laundering or terrorist financing occurring. In these
situations these procedures shall be completed as soon as practicable after the
initial contact and in all cases, before completion of the transaction®.

Section 10D states that what constitutes an acceptable time span must be
determined in the light of all the circumstances including the nature of the
business, the geographical location of the parties, and whether it is practicable
to obtain evidence before commitments are entered into, or money passes.

Section 10F stipulates that if satisfactory evidence of identity has not been
obtained it must not carry out a transaction or establish a business
relationship.".

A firm can start processing business immediately, provided that at the same
time it is taking steps to verify the customer's identity. Clearly, every effort
should be made to complete verification before settlement takes place unless
this is impracticable for good reasons. Of course, the verification must be
completed even if settlement has occurred.

In the case of a life assurance product, the verification of the identity of the
beneficiary under the policy may be deferred until after the business
relationship has been established. In this case, verification shall take place at or
before the time of payout or at or before the time the beneficiary intends to
exercise rights vested under the policy®.

Firms may permit opening of bank accounts provided that there are adequate
safeqguards to ensure that transactions are not carried out by the customer or
on its behalf until full compliance with the customer identification measures
has been achieved®.

Where a person is unable to comply with customer due diligence requirements
of a firm, the firm may not carry out a transaction through a bank account, or
establish a business relationship, in certain circumstances, a firm may have to
freeze (see 7.2.1 below) or cancel a transaction after it has dealt but before

2 Definition of Beneficial Owner as defined in Article 3(6) of 3MLD
22 Article 9(2) of 3MLD
2 Article 9(3) of 3MLD
4 Article 9(4) of 3MLD
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settlement. The firms must also give consideration to making a suspicious
transaction report to GFIU in accordance with Chapter VII.

Freezing (S10F)

Where satisfactory evidence of identity is required, a firm should "freeze" the
rights attaching to the transaction pending receipt of the necessary evidence.

The customer may continue to deal as usual, but, in the absence of the
evidence of identity, proceeds should be retained. Documents of title should
not be issued, nor income remitted (though it may be re-invested).

Where an investor exercises cancellation rights, or cooling off rights, the sum
invested must be re-paid (subject to any shortfall deduction where applicable).
The repayment of money arising in these circumstances does not constitute
"proceeding further with the business". However this could offer a readily
available route for laundering money.

Firms should be alert to any abnormal exercise of cancellation/cooling off rights
by any customer, or in respect of business introduced through any single
intermediary. In the event that abnormal exercise of these rights becomes
apparent, this should be regarded as suspicious, and reported via the usual
channels (see Chapter VIl below).

Exceptional Circumstances

It is recognised that there may be exceptional circumstances when applicants
for business will not be able to provide appropriate documentary evidence of
their identity and where independent address verification is impossible. In such
cases, firms might agree that a senior manager may authorise the business if he
is satisfied as to the applicant’s acceptability. The reasons supporting this
decision should be recorded in the same manner and retained for the same
period of time as other identification records. If the senior manager is not
satisfied, or money laundering is suspected, then the firm must not proceed
with the business.

Where these circumstances arise, internal procedures must provide appropriate
advice to staff on how identity can be confirmed. If money laundering or
terrorist financing is known or suspected, the reporting procedures should be
followed, taking care that "tipping-off" does not occur.

Acquisition of One Financial Sector Business by Another

When a company acquires the business of another financial services company or
firm, either in whole, or as a product portfolio (e.g. the mortgage book), it is
not necessary for the identity of all existing customers to be verified again,
provided that all customer account records are acquired with the business, and
that the due diligence enquiries prior to acquisition do not give rise to doubt
that anti-money laundering and combating the financing of terrorism
procedures followed by the business accorded with Gibraltar requirements.

In the event that the AML and CFT procedures previously undertaken by the
acquired firm have not been in accordance with Gibraltar requirements, or the
procedures cannot be checked, or the customer records are not available to the
acquiring firm, verification of identity and KYC procedures will need to be
undertaken for all transferred customers as soon as practicable.
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Applying the customer due diligence measures
retrospectively

Customer due diligence measures in these Notes must be applied, not only to
new customers but also, at appropriate times to existing customers on a risk-
sensitive basis®.

Firms will need to consider what an "appropriate time"” is. Many firms may
consider certain "“trigger events” to be the main driver for revising the
customer identification documentation held on the customer. Firms may
decide to implement the revised measures in a staggered approach. For
example, a customer’s change of address might only trigger the verification of
the address to be invoked yet a customer wanting a new product or service
should merit a complete risk profiling.

Nothing in these Notes requires that firms conduct an identification or
remediation programme of the existing customer base.

However, if money laundering or terrorist financing is known or suspected or
the firm doubts the veracity of previously conducted customer due diligence
measures, then the requirements of these Notes need to be applied.

To whom customer due diligence measures need to be
applied

The meaning of "Applicant for Business", "Business Relationship" and "One-
Off Transaction" are essential to an understanding of this guidance, and these
terms are defined below.

It is important to determine whether the applicant for business is undertaking a
one-off transaction, or whether the transaction is the initial step in an ongoing
business relationship as this can affect the verification requirements. The same
transaction may be viewed differently by a firm and by an introducer
depending on their respective relationships with the applicant for business.
Therefore, where a transaction involves an intermediary, both the firm and the
intermediary must separately consider their positions, and ensure that their
respective obligations regarding verification of identity and associated record
keeping are met.

For example, from a life company's viewpoint, most dealings with an applicant
will fall within the definition of a business relationship, as even with single
premium contracts there will generally be an intention to establish an on-going
relationship with the customer. For a unit trust manager, an applicant may be
making a one-off purchase, or entering into a business relationship in the form
of a regular savings plan. If an intermediary is involved, it may be dealing with
an applicant to a life company or a fund operator within the context of a
business relationship, or as an occasional customer undertaking a one-off
transaction. Most transactions undertaken by exchange bureaux will be one-off
transactions.

Minimum Due Diligence Requirements versus
Additional Information

A firm may conclude, under its risk-based approach, that the minimum due
diligence requirements are insufficient in relation to the money laundering or
terrorist financing risk, and that it should obtain additional information about
a particular customer. Nothing in these Notes prevents a firm from taking a

2 Article 9(6) of 3MLD
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stronger view of the minimum requirements so long as it can justify that the
approach is within a risk-based approach.

As a part of a risk-based approach, firms may need to hold sufficient
information about the circumstances and business of their customers for two
principal reasons:

o to inform its risk assessment process, and thus manage its money
laundering/terrorist financing risks effectively; and

0 to provide a basis for monitoring customer activity and transactions, thus
increasing the likelihood that they will detect the use of their products
and services for money laundering and terrorist financing.

The extent of additional information sought, and of any monitoring carried out
in respect of business relationship will depend on the money laundering or
terrorist financing risk that the risk profile of the business relationship presents
to the firm.

In practice, under a risk-based approach, it will not be appropriate for every
product or service provider to know their customers equally well, regardless of
the purpose, use, value, etc., of the product or service provided. Firms’
information demands need to be proportionate, appropriate and
discriminating, and to be able to be justified to customers.

A firm should hold a fuller set of customer identification documentation in
respect of those business relationships assessed as carrying a higher money
laundering or terrorist financing risk.

At all times, firms should bear in mind their obligations under the Data
Protection Act only to seek information that is needed for the declared
purpose, not to retain personal information longer than is necessary, and to
ensure that information that is held is kept up to date.

At the time this guidance comes into effect, firms are not expected to obtain
additional information in respect of existing customers, or classes/categories of
customer. However, firms should have regard to 7.2.4 above, which give
guidance on what they should do in respect of existing customers.

"Applicant For Business"

The person whose identity must be verified is described throughout the
Sections as an "applicant for business". Who this is will vary:

o acustomer dealing on his own behalf is clearly the applicant for business;

o when a customer is acting as agent for a principal (for example, as
authorised manager of a discretionary investment service for clients) and
deals in his own name on behalf of an underlying client, then it is the
customer acting as the agent, and not his client, who is the institution's
applicant for business. The underlying client may well be, in turn, an
applicant for business so far as the agent is concerned;

o when a person wants an investment to be registered in the name of
another (e.g. a grandchild), it is the person who provides the funds who
should be regarded as the applicant for business, rather than the
registered owner;

o when an intermediary introduces a client to an institution, but in the
client's name rather than that of the intermediary is given as the
investor, it is the underlying client who is the institution's applicant for
business;
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o when a customer seeks advice, or access to an execution-only dealing
service, in his own name and on his own behalf, he is clearly the
applicant for business;

o when a professional agent introduces a third party to an institution so
that the third party may be given advice, and/or make an investment in
his own name, then it is the third party (not the introducer) who is the
institution's applicant for business;

o when an individual claiming to represent a company, partnership or
another legal entity applies for business, then the applicant for business
will be the entity, the identity or existence of which should be verified,
rather than that of any individual claiming to represent it;

o when a company manager or company formation agent introduces a
client company, it is the client company which is the applicant for
business;

o when a trust is introduced, it is the settlor that is the applicant for
business.

These distinctions are important since they are relevant in determining the
correct procedures for verification of identity where this is required.

“Business Relationship” And “One-Off Transactions"

It is necessary to determine, from the outset, whether the applicant for
business is seeking to establish a "business relationship" with the institution, or
is an occasional customer undertaking a "one-off transaction".

Section 7 defines a "business relationship" as a business, professional or
commercial relationship between a relevant financial business and a customer,
which is expected by the relevant financial business, at the time when contact is
established, to have an element of duration.

A "one-off transaction" means any transaction carried out other than in the
course of an established business relationship. The Sections cover sales
transactions as well as purchases. Where business is undertaken whether on a
one-off basis, or when a series of small deals is placed whether with the same
or different product provider, identification procedures will be required on the
part of the firm if these, as single or linked transactions, amount to €15,000 or
more.

What comprises the customer identification
documentation?

The demonstration of a person’s identity is particularly complex in the context
of supporting the due diligence measures of a firm.

Customer identification documentation consists of two distinct elements;
1. The physical person
2. The nature of the economic activity

Both of the above are inextricably linked to the country from which they
originate as this will have a direct bearing on the assessment of the country risk
and the customer’s risk profile.

The physical person

Irrespective of the nature and risk profile of the customer, other than where
specific exemptions are provided for, a firm is required to document and
maintain a record of all the customer identification documentation which
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includes recording how and when each of the due diligence requirements steps
were satisfactorily completed by the firm.

The customer due diligence measures in R60 need to be applied on a risk
sensitive basis which includes an escalation by the firm of the measures which
are proportionate to the firm’s risk methodology.

The objectives of the Notes in relation to customer identification
documentation are first, that the evidence offered is reasonably capable of
establishing the customer’s identity, and secondly, that the person who is
assessing the evidence is satisfied that the customer is the person he claims to
be.

The requirements in relation to the completion of satisfactory customer
identification documentation are that:

a. the applicant for business will produce satisfactory evidence of his
identity; or

b. procedures established by the firm will produce such satisfactory
evidence.

Individuals

For individuals perceived to present a low risk, a firm can satisfy the minimum
customer identification documentation requirements by confirming the name
and likeness by gaining sight of a document from a reliable and independent
source which bears a photograph or from reliable and independent data
sources.

For face-to-face customers a Gibraltar issued ID, Passport or local driving licence
would easily meet this requirement. There is obviously a wide range of other
documents which might be provided as evidence of identity. It is for each firm
to decide the appropriateness of any document in the light of other procedures
adopted. However, particular care should be taken in accepting documents
which might be easily forged or which can be obtained using false identities.

With identity theft becoming more of a concern, firms must remain vigilant to
guard against the provision of false or stolen customer identification
documentation being used to open and operate business relationships. Nothing
in these Notes requires firms to put in place additional controls to check the
veracity of the documents provided other than what would normally be
required as part of good business practice. Firm’s, however, may wish to use
electronic verification and other such processes to verify that customer supplied
documents have not been forged.

The customer identification documentation, or data, obtained should
demonstrate that a person of that name exists at the address given, and that
the applicant for business is that person.

The address of the applicant for business can also generally be determined
from the same document and if the customer’s risk profile is low, there is no
requirement to seek additional documentary evidence.

Where; the document provided above does not contain details of the address,
the address provided does not match that provided for the business
relationship, or the customer risk profile presents a higher risk, a firm will need
to conduct separate address verification.

A firm can easily satisfy this requirement using electronic sources of data
without having to ask the customer. This is preferred as this also then satisfies
the independent criteria as this is sought by the firm itself.
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Care should be taken about applying this requirement too stringently, for
example, where the address verification only shows up the spouse or family
member of the applicant for business. In such cases the firm needs to
document the linkage between the applicant for business and the person at the
given address.

In respect of business relationships where the surname and/or address of the
applicants for business differ, the name and address of all applicants, not only
the first named, must be verified in accordance with the procedures set out
above.

Any subsequent change to the customer’s name, address, or employment
details of which the institution becomes aware should be recorded as part of
the know your customer process. Generally this would be undertaken as part
of good business practice and due diligence but also serves for money
laundering and terrorist financing prevention.

The date of birth is important as an identifier in support of the name, and is
helpful to assist law enforcement. Although there is no obligation to verify the
date of birth, this provides an additional safeguard.

An introduction from a respected customer personally known to the
management, or from a trusted member of staff, may assist the verification
procedure but does not replace the need for due diligence measures as set out
in these Notes.

Bodies Corporate

Where the applicant for business is a body corporate, the firm must ensure
that;

a. it fully understands the company’s legal form,
b. it understands the company’s structure and ownership.

Corporate customers may be publicly accountable in several ways. Some public
companies are listed on stock exchanges or other regulated markets, and are
subject to market regulation and to a high level of public disclosure in relation
to their ownership and business activities. Other public companies are unlisted,
but are still subject to a high level of disclosure through public filing
obligations. Private companies are not generally subject to the same level of
disclosure, although they may often have public filing obligations. In their
verification processes, firms should take account of the availability of public
information in respect of different types of company.

The structure, ownership, purpose and activities of many corporates will be
clear and understandable. Corporate customers can use complex ownership
structures, which can increase the steps that need to be taken to be reasonably
satisfied as to their identities; this does not necessarily indicate money
laundering or terrorist financing. The use of complex structures without an
obvious legitimate commercial purpose may, however, give rise to concern and
increase the risk of money laundering or terrorist financing. Similarly, where a
company has issued share warrants to bearer these must be kept immobilised
under the control of a licensee. This is because the Guidance Notes cannot be
complied with and due diligence in accordance with the Guidance Notes cannot
be carried out, where beneficial ownership can change without the knowledge
of the licensee.

Firms must put into place additional due diligence measures when establishing
business relationships with non-Gibraltar registered companies, or companies
with no direct business link to Gibraltar.
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Such companies may be attempting to use geographic or legal complexities to
interpose a layer of opacity between the source of funds and their final
destination. In such circumstances, institutions should carry out effective checks
on the source of funds and the nature of the activity to be undertaken during
the proposed business relationship. This is particularly important if the
corporate body is registered or has known links to countries without and
effective AML/CFT regime. In the case of a trading company, a visit to the place
of business may also be made to confirm the true nature of the business.

For corporates perceived to present a low risk, a firm can satisfy the minimum
due diligence requirements by obtaining the following:

a. Either:

1. Obtaining a copy of the certificate of incorporation/certificate of
trade or equivalent which should include the;

e full name
e registered number
OR

2. Performing a search in the country of incorporation which
confirms the items in (1) above.

b. Registered office business addresses;

¢. Copy of the latest report and accounts, is available and audited if
applicable;

d. copy of the board resolution to open the relationship and the
empowering authority for those who will operate any accounts;

Where the business relationship is being opened in a different name from that
of the applicant, the institution should also make a search, or equivalent
trading name search for the second name.

The following persons and beneficial owners as (i.e. individuals or legal entities)
must also be identified in line with 7.7.1.1 above:

a. The beneficial owner(s) of the company as defined in 7.1.2.1

b. The shareholders of the company (if different from the beneficial
owners) who own or control through direct or indirect ownership of 25%
plus one share or the voting rights in the company including through the
bearer share holdings, other than a company listed on a regulated
market that is subject to disclosure requirements consistent with
Community legislation or subject to equivalent international standards.

c¢. The natural person(s) who otherwise exercise control over the
management of the company.?

For corporate customers with multi-layered ownership structure, firms are
required to document their understanding of the ownership and control
structure of the natural and legal persons at each stage in the structure.

The key requirements are that such understanding is documented and must be
obtained through reliable and verifiable sources. Such sources may include,
for example, eligible introducers or group sources which the firm has
determined and documented as reliable for these purposes or where
documents have been obtained by the firm to demonstrate this.

% Adapted from Article 3(6) of 3MLD.
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The minimum level of detail to satisfy the documentation requirements
required in these circumstances, for the intermediate legal entities, must
include independently verifiable documents of the entity’s existence and its
registered shareholdings and management.

It will be on the basis of the firms’ understanding of the ownership and control
structure and the firm’s assessment, of the Money Laundering and Terrorist
Financing Risk presented by the structure, that the firm will determine which
of the natural persons are beneficial owners or exercise control of, more than
25% of, the applicant for business and whose identity needs to be verified in
accordance with 7.7.1.1.

It will be up to the firm itself to demonstrate that, in accordance with its risk
assessment, the documentation obtained is sufficient to meet the
requirements.

A simple example would be to obtain for each entity a comprehensive company
search report from a reliable company registry or registered agent. However
just as there are alternatives to a passport and utility bill, so there are
alternatives to a company search and another example might be to obtain a set
of consolidated financial statements that have been audited by a reliable firm
of auditors and that show the group structure and ultimate controlling party.

Partnerships and unincorporated businesses

In the case of partnerships and other unincorporated businesses whose
partners/directors are not known to the institution, the identity of at least two
partners or equivalent should be verified in line with the requirements for
personal customers.

Where a formal partnership agreement exists, a mandate from the partnership
authorising the opening of an account and conferring authority on those who
will operate it should be obtained.

Retirement Benefit Schemes: Approved Schemes

Where a Retirement Benefit Scheme has Income Tax Office approval, a firm's
customer identification documentation can be met by confirming the scheme'’s
approval.

Retirement Benefit Schemes approved by the Income Tax Guidance Notes are
formed under an irrevocable trust. In other cases, a Retirement Benefit
Scheme should be treated for AML/CFT purposes, and minimum due diligence
requirements obtained, according to its legal form.

For operational purposes, the firm is likely to have a list of those authorised to
give instructions for the movement of funds or assets, along with an
appropriate instrument authorising one or more pension trustees (or
equivalent) to give the firm such instructions.

The identities of individual signatories of Retirement Benefit Schemes need
only be verified on a risk-based approach.

Any payment of benefits by, or on behalf of, the trustees of an occupational
pension scheme will not require verification of identity of the recipient.

Where individual members of a Retirement Benefit Scheme are to be given
personal investment advice, their identities must be verified. However, where
the trustees and principal employer have been satisfactorily identified (and the
information is still current), it may be appropriate for the employer to provide
confirmation of identities of individual employees.

67 January 2012



7.7.1.5

R84

7.7.1.6

R85

R86

Guidance Notes on Systems of Control & Requirements

Charities, church bodies and places of worship

Charities have their status because of their purposes, and can take a number of
legal forms. Some may be companies limited by guarantee; some may take the
form of trusts; others may be unincorporated associations.

In each case, a charity should be treated for AML/CFT purposes, and the
minimum due diligence requirements met by obtaining the necessary customer
due diligence documentation, according to its legal form.

Firms should take appropriate steps to be reasonably satisfied that the person
the firm is dealing with is properly authorised by the customer and is who he
says he is.

Legal persons, trusts and similar legal arrangements

There are a wide variety of trusts, ranging from large, internationally active
organisations subject to a high degree of public interest and quasi-
accountability, through trusts set up under testamentary arrangements, to
small, local trusts funded by small, individual donations from local communities,
serving local needs.

In carrying out their risk assessments firms take account of the different money
laundering or terrorist financing risks that trusts of different sizes and areas of
activity present.

Most trusts and similar arrangements are not separate legal entities — it is the
trustees collectively who are the customer. In these cases, the obligation to
identify the customer attaches to the trustees, rather than to the trust itself.
The purpose and objects of most trusts are set out in a trust deed.

In respect of trusts, the firm should obtain the following information:
a. Full name of the trust;
Nature and purpose of the trust (e.q., discretionary, testamentary, bare);
Country of establishment;
Identity of the settlor or grantor;
Identity of all trustees?’;

Identity of any protector;

@ = e a0 &

Where the beneficiaries have already been determined, the identity of
the natural person(s) who is the beneficiary of 25% or more of the

property?®

h. Where the individuals that benefit from the legal arrangement have yet
to be determined, the class of persons in whose main interest the
arrangement is set up.?

The formal documentation of a beneficiary’s identity need only be conducted
prior to the distribution of trust assets and not when the trust is established or
during its lifetime.

Where a trustee is itself a regulated entity, or a publicly quoted company, or
other type of entity, the identification procedures that should be carried out
should reflect the standard approach for such an entity.

27 Article 3(6)(b)(iii) of 3MLD
2 Article 3(6)(b)(i) of 3MLD
2 Article 3(6)(b)(ii) of 3MLD
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Firms should take appropriate steps to be reasonably satisfied that the person
the firm is dealing with is properly authorised by the customer and is who he
says he is.

Some consideration should be given as to whether documents relied upon are
forged. In addition, if they are in a foreign language, appropriate steps should
be taken to be reasonably satisfied that the documents in fact provide evidence
of the customer’s identity.

Firms must make appropriate distinction between those trusts that serve a
limited purpose (such as inheritance tax planning) or have a limited range of
activities and those where the activities and connections are more
sophisticated, or are geographically based and/or with financial links to other
countries.

For trusts presenting a lower money laundering or terrorist financing risk, the
minimum due diligence will be sufficient. However, less transparent and more
complex structures, with numerous layers, may pose a higher money laundering
or terrorist financing risk. Also, some trusts established in jurisdictions with
favourable tax regimes have in the past been associated with tax evasion and
money laundering.

Where a trust is assessed as carrying a higher risk of money laundering or
terrorist financing, the firm must seek additional information in order to satisfy
the customer identification documentation.

Clubs and societies

Where an application is made on behalf of a club or society, firms should make
appropriate distinction between those that serve a limited social or regional
purpose and those where the activities and connections are more sophisticated,
or are geographically based and/or with financial links to other countries.

For many clubs and societies, the money laundering or terrorist financing risk
will be low.

The following minimum due diligence must be conducted on clubs and
societies:

a. Full name of the club/society
b. Legal status of the club/society
€. Purpose of the club/society

d. Names of all officers

The firm should verify the identities of the officers of a club or society who
have authority to operate an account or to give instructions concerning the use
or transfer of funds or assets.

Firms should take appropriate steps to be reasonably satisfied that the person
the firm is dealing with is properly authorised by the customer and is who he
says he is.

Economic activity

The risks associated with money laundering and the financing of terrorism stem
from the associated activity either: that the funds that are going to be put
through a business relationship derive from criminal activity and will use the
business relationship to channel these funds or, that proceeds of criminal
activity will be mixed with legitimate economic activity in order to disguise
their origin.

A two pronged approach is therefore necessary if a firm is to properly address
these risks.
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The first of these entails identifying the source of the income or wealth which
will form the basis of the business relationship. By determining that the source
is not from criminal activity, the firm substantially mitigates the customer risk.

The second part of the approach is to identify the purpose and intended nature
of the business relationship. By establishing this, the firm will be able to
adequately monitor the activity on the business relationship and how this
correlates to the intended activity. In the assessment of where these differ, the
firm is able to ascertain better if money laundering or the financing of
terrorism is taking place.

7.7.2.1 The nature or source of income or wealth

By seeking information on the nature or source of the business relationship’s
income or wealth a firm is able to ascertain the risk posed to it in respect of
money laundering or the financing of terrorism by addressing both the
customer risk as well as the country risk. In certain cases, the product risk will
also be affected by the determination of the source of the economic activity.

R91 The minimum due diligence requirements to satisfy customer identification
documentation on nature and source of income or wealth is ascertained by
documenting this to a level of “plausible verifiability”.

The term “plausible verifiability” is made up of two constituents:

o0 Plausible. This is the documentation that the customer’s economic
activity is commensurate with the information that the firm will have
before it through its due diligence processes. It should be clear to a firm
when a customer is providing a source of economic activity that is
incompatible with the information before it. In such cases the firm
should consider the implications of such a statement or evidence and
whether, as a result, a suspicious transaction report should be made to
GFIU.

o Verifiability. This is documentation of the economic activity to a level of
detail that would enable the firm, law enforcement agencies or other
bodies to independently verify the source of income or wealth if the
customer’s risk profile increased, or money laundering or financing of
terrorism was known or suspected. It is clear from this that a description
of “business man” would clearly be inappropriate as this is not verifiable.
A description of “Management Consultant, MD of owner owned
company X Management Consultants Limited of Number 1 The High
Street, London, W23 1PX, UK" would be verifiable as the business and
the address would be easily verifiable and the activity on the business
relationship could easily be matched to the description provided. Again,
any discrepancies between the information provided and the actual
activity should prompt the firm to independently verify this information
themselves or to make a suspicious transaction report.

7 A firm will be able to identify the country risk posed to it from the source of
the income or wealth of the business relationship.

R92 As the business relationship’s risk profile increases, the firm must move away
from “plausible verifiability” to “independent verification” of economic activity
in order to satisfy the customer identification documentation requirements in
relation to the source of income or wealth.

R93 Independent verification requires that firms seek additional information on the
economic activity of the business relationship from reliable and independent
sources.
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Purpose of and intended nature

At the commencement of the business relationship a firm must document the
purpose and intended nature of that relationship. This information must form
part of the customer identification documentation.

The extent and detail of this information must be sufficient to allow the firm to
readily identify variances between actual activity and the stated intended
nature of the relationship and to increase information requirements in order to
satisfy itself that money laundering or the financing of terrorism has not taken
place and where it is not satisfied as to the information received, to make a
suspicious transaction report to GFIU. Section 7.8 below expands on the
monitoring requirements further.

Monitoring Requirements (S10G)

The requirement to monitor customer activity is derived from Article 8(1)(d) 3
Money Laundering Directive. These provisions have been incorporated into the
Statements of Principles as well as the specific requirement of R60d. These are
summarised below;

SP3 All firms must know their customer to such an extent as is
appropriate for the risk profile of that customer.

R60-d  Conducting ongoing monitoring of the business relationship
including scrutiny of transactions undertaken throughout the course
of that relationship to ensure that the transactions being conducted
are consistent with the firm’s knowledge of the customer, the
business and risk profile, including, where necessary, the source of
funds and ensuring that the documents, data or information held are
up to date.

Additionally and in order to comply with the requirements of the Directive the
following Requirement have also been introduced;

Firms must pay special attention to any activity which they regard as
particularly likely, by its nature, to be related to money laundering or terrorist
financing and in particular complex or unusually large transactions and all
unusual patterns of transactions which have no apparent economic or visible
lawful purpose.®

What is monitoring?
The essentials of any system of monitoring are that:
a. it flags up transactions and/or activities for further examination;

b. these reports are reviewed promptly by a senior independent person
and where these raise a knowledge or suspicion of ML or TF, reported to
the MLRO; and

¢. appropriate action is taken on the findings of any further examination .
Monitoring can be either:

0 inreal time, in that transactions and/or activities can be reviewed as they
take place or are about to take place, or

o after the event, through some independent review of the transactions
and/or activities that a customer has undertaken and in either case,
unusual transactions or activities will be flagged for further examination,

and does not necessarily require sophisticated electronic systems.

30 Article 20 of 3MLD.
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Monitoring may be by reference to specific types of transactions, to the risk
profile of the customer, or by comparing their activity or profile with that of a
similar, peer group of customers, or through a combination of these
approaches.

Firms should also have systems and procedures to deal with customers who
have not had contact with the firm for some time, in circumstances where
regular contact might be expected, and with dormant accounts or relationships,
to be able to identify future reactivation and unauthorised use.

In designing monitoring arrangements, it is important that appropriate account
be taken of the frequency, volume and size of transactions with customers, in
the context of the customer, interface, country and product risk.

Effective monitoring is likely to be based on a considered identification of
transaction characteristics, such as:

o Is the size of the transaction consistent with the normal activities of the
customer?

o Is the transaction rational in the context of the customer’s business or
personal activities?

0 Has the pattern of transactions conducted by the customer changed?

o Where the transaction is international in nature, does the customer have
any obvious reason for conducting business with the other country
involved?

Higher risk accounts and customer relationships will generally require more
frequent or intensive monitoring.

A monitoring system may be manual, or may be automated. One or other of
these approaches may suit most firms. In the relatively few firms where there
are major issues of volume, or where there are other factors that make a basic
exception report regime inappropriate, a more sophisticated automated system
may be necessary.

The effectiveness of a monitoring system, automated or manual, in identifying
unusual activity will depend on the quality of the parameters which determine
what alerts it makes, and the ability of staff to assess and act as appropriate on
these outputs. The needs of each firm will therefore be different, and each
system will vary in its capabilities according to the scale, nature and complexity
of the business. It is important that the balance is right in setting the level at
which an alert is generated; it is not enough to fix it so that the system
generates just enough output for the existing staff complement to deal with -
but equally, the system should not generate large numbers of ‘false positives’,
which require excessive resources to investigate.

72 January 2012



Guidance Notes on Systems of Control & Requirements

This page has been left blank intentionally

73 January 2012






CHAPTER Vil

8

8.1

SP4 Effective measures must be in place that require
firms to have both internal and external
reporting requirements whenever money
laundering or terrorist financing is known or
suspected.

Reporting Requirements

/" Throughout these Notes, and this Chapter in particular, the term “suspicious

transaction report” includes known as well as suspected activity of money
laundering or terrorist financing whether these are generated by a member of
staff or automated monitoring systems.

As the types of transactions which may be used by a money launderer are
almost unlimited, it is difficult to define a suspicious transaction. Suspicion is
personal and subjective and falls far short of proof based on firm evidence. Itis
more than the absence of certainty that someone is innocent. A person would
not be expected to know the exact nature of the criminal offence or that the
particular funds were definitely those arising from the crime. However, a
suspicious transaction will often be one which is inconsistent with a customer's
known, legitimate business or personal activities or with the normal business
for that type of customer. Therefore, the first key to recognition is knowing
enough about the customer's business to recognise that a transaction, or series
of transactions, is unusual.

There is a statutory obligation on all staff to report suspicions of money
laundering of terrorist financing. Section 18 contains the requirement to
report to the "Appropriate Person" (for the purpose of these Notes called the
Money Laundering Reporting Officer- see section 5.2) in accordance with
internal procedures. In line with accepted practice, some businesses may
choose to require that such unusual or suspicious transactions be drawn initially
to the attention of supervisory management to ensure that there are no known
facts that will negate the suspicion before further reporting on to the Money
Laundering Reporting Officer or an appointed deputy.

Once employees have reported their suspicions to the MLRO they have fully
satisfied the statutory obligations.

Knowledge, belief or suspicion or reasonable grounds
(S2A(a))

Both the legislation and Notes refer to the obligation to make a report either
internally to the MLRO or by the MLRO to the GFIU if there is knowledge or
suspicion or has reasonable grounds to suspect. It should be noted that under
the Terrorism Act, the requirement to make a disclosure is if there is a
“suspicion or belief”®'. Before proceeding to explain the requirements of the
reporting obligations it is useful to give consideration to the meaning of these
two terms.

Having knowledge means actually knowing something to be true. In a criminal
court, it must be proved that the individual in fact knew that a person was

31 Section 9(2) of the Terrorism Act.
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engaged in money laundering. That said, knowledge can be inferred from the
surrounding circumstances; so, for example, a failure to ask obvious questions
may be relied upon by a jury to imply knowledge. The knowledge must,
however, have come to the firm (or to the member of staff) in the course of
business. Information that comes to the firm or staff member in other
circumstances does not come within the scope of the firm’s obligation to make
a report.

A belief is less onerous than a knowledge but stronger than a suspicion. So the
requirement to make a disclosure under the Terrorism Act is much wider in
scope than that under the Drug Trafficking Offences Act or the Crime (Money
Laundering and Proceeds) Act 2007.

Suspicion is more subjective and falls short of proof based on firm evidence.
Suspicion has been defined by the courts as being beyond mere speculation and
based on some foundation, for example:

"A degree of satisfaction and not necessarily amounting to belief but at
least extending beyond speculation as to whether an event has occurred
or not”;

and

"Although the creation of suspicion requires a lesser factual basis than
the creation of a belief, it must nonetheless be built upon some
foundation.”

In a recent UK case® clarification on the basis upon the level of suspicion which
leads to a suspicious transaction report is provided. Although the case refers to
the Crime (Money Laundering and Proceeds) Act 2007 1998 the legislation is
comparative to the Crime (Money Laundering and Proceeds) Act 2007 and it is
likely that should such a case occur in Gibraltar these precedents would apply.

In providing the judgement LJ Longmore said that the existence of a suspicion
was a subjective fact - there was no requirement that there should be
reasonable grounds for the suspicion. Whilst it was misleading to use the words
"inkling" or "fleeting thought", suspicion in this context meant only that the
defendant must "think that there is a possibility, which is more than fanciful,
that the relevant facts exist. A vague feeling of unease would not suffice. But
the statute does not require the suspicion to be "clear" or "firmly grounded
and targeted on specific facts", or based upon "reasonable grounds"". In K Ltd,
the court said that this definition of suspicion should also be applied to civil
cases.

K Ltd and Da Silva now also provide some degree of clarity about the meaning
of suspicion in the context of the UK's Proceeds of Crime Act regime. The
"more than fanciful possibility" test also has a significant indirect effect, in that
it confirms that the standard required for reporting suspicious transactions is
extremely low. It is therefore all the more important for firms wishing to
minimise the risk of prosecution for a failure to report to have training
procedures in place for staff so that money laundering risks are recognised, and
to have robust reporting procedures.

A transaction which appears unusual is not necessarily suspicious. Even
customers with a stable and predictable transactions profile will have periodic
transactions that are unusual for them. Many customers will, for perfectly good
reasons, have an erratic pattern of transactions or account activity. So the
unusual is, in the first instance, only a basis for further enquiry, which may in
turn require judgement as to whether it is suspicious. A transaction or activity

32 R v Da Silva [2006] All ER(d) 131 (Jul)
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may not be suspicious at the time, but if suspicions are raised later, an
obligation to report then arises.

A member of staff, including the MLRO, who considers a transaction or activity
to be suspicious, would not necessarily be expected either to know or to
establish the exact nature of any underlying criminal offence, or that the
particular funds or property were definitely those arising from a crime or
terrorist financing.

Reporting requirements in attempted money laundering
scenarios

The CJA® requires a firm to make a suspicious transaction report if money
laundering is known or suspected. The requirement applies to all firms that
conduct a relevant financial business so long as this knowledge or suspicion
came about in the course of its trade, business or employment.

Where a potential or existing business relationship attempts to conduct money
laundering through a new or established relationship but fails, the obligation
to report to GFIU remains as this knowledge or suspicion came about from the
firms trade, business or profession.

Internal Reporting

All members of a firm’s staff are obliged to report a knowledge, belief or
suspicion of money laundering or terrorist financing.

Firms must establish clear processes for the reporting, processing, reporting and
subsequent co-operation with law enforcement agencies arising out of an
internal report. These processes must ensure that;

a. The reporting lines between the member of staff and the MLRO are as
short as possible and that all members of staff have direct access to the
MLRO;

b. the firm’s MLRO must consider each such report and be considered in the
light of all other relevant information held on the customer®, and
determine whether it gives grounds for knowledge or suspicion;

¢ until the MLRO advises the member of staff making an internal report
that no report to GFIU is to be made, further transactions or activity in
respect of that customer, whether of the same nature or different from
that giving rise to the previous suspicion, should be referred to the MLRO
as they arise;

d. if the MLRO determines that a report does give rise to grounds for
knowledge or suspicion, he must report the matter to GFIU in accordance
with the requirements of 8.3 below as soon as is reasonably practicable
after the information comes to him>>;

e. all reports to the MLRO are properly documented even if initially the
reporting procedures permit a verbal report to be made, these must be
appropriately documented at the earliest possible opportunity;

f. the MLRO should formally acknowledge receipt of the report which
includes a reminder to the person who submitted the report of the
“tipping off” provisions of the legislation;

33 Section 2A of the Crime (Money Laundering and Proceeds) Act 2007.
3 Section 18(b) of the CJIA
¥ Section 18(d) of the CJIA
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g. the records of suspicions and their associated investigations and
documentation, including those not made externally be kept for at least
five years.

External Reporting

The CJA and TO*® both refer to the Gibraltar Financial Intelligence Unit (GFIU)
as the person to whom reports of suspected or known money laundering or
terrorist financing should be reported.

For the purposes of these Notes it is the Gibraltar Financial Intelligence Unit to
whom all suspicious transaction reports should be addressed.

The central reception point for disclosure of suspicions is:

The Gibraltar Financial Intelligence Unit (GFIU)
Suite 832
Europort
Gibraltar

Tel 70211
Fax 70233
E-Mail gibintel@gibraltar.qgi

GFIU is integrated into the Government of Gibraltar Co-ordinating Centre for
Criminal Intelligence and Drugs. It is staffed by officers seconded from HM
Customs Gibraltar and The Royal Gibraltar Police and is a member of the
Egmont Group of Financial Intelligence Units. The GFIU is manned from
0900hrs to 1700hrs Mondays to Fridays.

Format of report

The use of a standard format in the reporting of disclosures is important and all
firms are encouraged to use the form as illustrated at Appendix 6 — GFIU
Reporting form.

Disclosures should be typed whenever possible or, if the standard layout is
followed, generated on word-processing software. Firms using popular
commercial software packages may be able to take advantage of form-based
document and template features. Further information and advice can be
obtained from GFIU.

Sufficient information should be disclosed on the suspicious transaction,
including the reason for the suspicion, to enable the investigating officer to
conduct appropriate enquiries. If a particular offence is suspected, this should
be stated so that the report may be passed to the appropriate investigation
team with the minimum of delay. However, it is not necessary to complete all
sections of the disclosure form and its submission should not be delayed if
particular details are not available.

Where additional relevant evidence is held which could be made available to
the investigating officer, this should be noted on the form.

The receipt of all disclosures will be acknowledged by GFIU. In the majority of
cases, written consent will also be given to continue processing the transaction.
However, in exceptional circumstances such as the imminent arrest of a
customer and restraint of assets, consent may not be given. The reporting
institution concerned will be made aware of the situation and should follow
the directions of the Police or Customs officer in charge of the investigation.

% Under the Terrorism Act the only reference is to a Police Officer.
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Where a firm has submitted a suspicious transaction report to GFIU or where it
knows that a client or transaction is under investigation, it should not destroy
any relevant records without the agreement of the authorities even though the
five year limit may have been reached.

After areport has been submitted

Following receipt of a disclosure and initial research within GFIU, the
information contained in the disclosure (not the disclosure itself) is allocated to
a designated, trained financial investigator in either the Royal Gibraltar Police
or HM Customs Gibraltar. An investigation will be mounted if appropriate,
which will seek to obtain admissible evidence of criminal activity, leading
ultimately to prosecution. As the investigation proceeds, evidential material
may also be sought from the institution which made the original disclosure,
generally by way of a Court Order. Where appropriate, information contained
in the disclosure may also be copied to designated officers at the relevant
regulatory authorities in Gibraltar.

The customer is not approached in the initial stages of the investigation and
will not be approached unless criminal activity is identified. Courts generally
recognise the need to protect sources of sensitive intelligence, and it is the duty
of investigators to seek in such circumstances to obtain the relevant evidence
by independent means.

The money laundering and terrorism legislation is drafted in such a way that
reports submitted to GFIU may be allocated only to Police or Customs Officers
for investigation.

Access to the information contained in disclosures is restricted to designated
officers within the Royal Gibraltar Police, HM Customs Gibraltar and other
regulatory authorities in Gibraltar. Whilst other officers may be involved in a
subsequent investigation, the original information is restricted to GFIU and
these designated officers. Maintaining the integrity of the confidential
relationship which has developed between law enforcement agencies and
disclosing institutions is of paramount importance.

It is therefore important that all disclosures are made to GFIU in accordance
with these procedures. It is recognised however that there may be occasions
when an urgent operational response is required which can only be effected by
direct contact with RGP or Customs. In such circumstances, GFIU must be
advised as soon as practicable and a written disclosure submitted as usual.

Whilst the legislation permits disclosure to any Police or Customs Officer only
GFIU will issue letters of acknowledgement and consent.

Following the submission of a disclosure report, a firm is not precluded from
subsequently terminating its relationship with a customer, provided it does so
for normal commercial reasons. It must not alert the customer to the fact of
the disclosure as to do so would constitute a “tipping-off” offence. Close
liaison with GFIU and the investigating officer is encouraged in such
circumstances so that the interests of all parties may be fully considered.

Feedback from the Investigating Authorities

The provision of feedback by the investigating agency to the disclosing firm is
recognised as an important element of the system. Case officers in charge of
investigations are encouraged to provide feedback, in general terms, as to the
progress of investigations. GFIU may also provide feedback on such cases, and
will provide to the institutions on a regular basis, feedback as to the volume
and quality of disclosures and on the levels of successful investigations arising
from them. Such information, whether provided verbally or in written form
should not be used as the basis of subsequent commercial decisions.
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Firms should ensure that all contact between particular sections of their
organisation and law enforcement agencies is reported back to the Money
Laundering Reporting Officer, so that an informed overview of the situation
may be obtained. The MLRO should ensure that there is an established close
co-operation and liaison with GFIU. In addition, Police or Customs will continue
to provide information on request to a disclosing firm in order to establish the
current status of a specific investigation.

Disclosing firms should not be disheartened by a perceived lack of an
immediate result following a disclosure, and should guard against dismissing
further suspicions based on similar circumstances. Criminal investigations can,
by their very nature, take weeks, months or even years to result in arrest and
conviction.

A disclosure may be the very first piece in a complex puzzle, or it may be the
final piece which completes the picture.

Suspected Terrorists or Terrorist Financing Activities -
additional requirements

The Terrorism Act provides for four different types of terrorist financing
offences:

0 Raising funds for terrorism (s5).

0 Use of and possession of money and other property for terrorism (s6).
0 Arranging funds for terrorism (s7).

0 Arrangements for retention or control of terrorist property (s8).

Under the legislation the only time a person is allowed to take part in any of
the above is with the express consent of a Police officer (s9(1)) so it would
therefore follow that having a suspicion or belief that any of the above is
taking place imposes an obligation on a person to stop the transaction or
activity.

Where a firm has a suspicion or belief that terrorist financing is taking place it
must ensure that the transaction or activity does not proceed any further until
a disclosure to GFIU has been made and consent for the transaction or activity
to proceed has been given.

A disclosure made under the Terrorism Act must be accompanied with the
information on which the suspicion or belief is based and must be made as
soon as is practicable after the suspicion or belief was raised.

Two other items of legislation which are applicable in Gibraltar are the
Terrorism (United Nations Measures)(Overseas Measures) Order 2001*” and The
Al-Qa’ida and Taliban (United Nations Measures)(Overseas Territories) Order
2002%* (the “Terrorism Orders”). These Orders make provisions for the freezing
and reporting of accounts held with financial institutions of named individuals.

Firms are required, in order to comply with the provisions of the Terrorism
Orders to search their customer base to ascertain whether any individuals
named in them are positively matched. If a positive match is discovered, firms
are required to freeze these business relationships and report this to the
Governor.

3751 2001/3365
38 6] 2002/111 as amended.
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Data subjects, access rights, suspicious transaction
reports and the Data Protection Act

Occasionally, a request for access to personal data held by a data controller (a
firm) under Section 14 the Data Protection Act will include within its scope
one or more money laundering/terrorist financing suspicious transaction
reports which have been submitted in relation to that customer to GFIU.
Although it might be instinctively assumed that to avoid tipping off there can
be no question of ever including this information when responding to the
customer, an automatic assumption to that effect must not be made, even
though in practice it will only rarely be decided that it is appropriate to include
it.

On making a request in writing to a data controller an individual is normally
entitled to have made available to him in an intelligible form all the
information that constitutes his personal data and any information available to
the data controller as to the source of that data.

Section 19%° of the Data Protection Act provides that personal data is exempt
from disclosure under Section 14 of the Act in any case where the application
of that provision would be likely to prejudice the prevention or detection of
crime or the apprehension or prosecution of offenders. However, even when
relying on an exemption, data controllers (i.e. firms) should provide as much
information as they can in response to a request.

Where a firm withholds a piece of information in reliance on the section 19
exemption, it is not obliged to tell the individual that any information has been
withheld. The information in question can simply be omitted and no reference
made to it when responding to the individual who has made the request.

In the absence of evidence to the contrary the disclosure of a suspicion report is
likely to prejudice an investigation and, consequently, constitute a tipping-off
offence. In determining whether the Section 19 exemption applies, it is
legitimate to take account of the fact that although the disclosure does not, in
itself, provide clear evidence of criminal conduct when viewed in isolation, it
might ultimately form part of a larger jigsaw of evidence in relation to a
particular crime. It is also legitimate to take account generally of the

39 Section 14(3)(a)(iv) and (v) of the Data Protection Act states inter alia that:
“the data controller needs to provide the data subject with...

(iv) in intelligible form, the information constituting any personal data of
which he is the data subject, and

(v) any information known or available to the data controller as to the
source of those personal data save as provided by this Act.”

40 Section 19 of the Data Protection Act states, inter alia that:

(1) Personal data processed for the purposes set out in subsections (2) to
(8) are exempt from compliance with the following sections of this Act to
the extent that compliance would be likely to prejudice the proper
discharge of those functions or prejudice those purposes.

... (c) section 14;
...(2) Personal data processed for the purposes of-

(a) Preventing, detecting or investigating offences, apprehending
or prosecuting offenders, sentencing offenders or detaining

"
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confidential nature of suspicious transaction reports when considering whether
or not the exemption under Section 19 might apply.

In cases where the fact that a disclosure had been made had previously been
reported in legal proceedings, or in a previous investigation, and the full
contents of such a disclosure had been revealed, then it is less likely that the
exemption under Section 19 would apply. However, caution should be
exercised when considering disclosures that have been made in legal
proceedings for the purposes of the Section 19 exemption, as often the
disclosure will have been limited strictly to matters relevant to those
proceedings, and other information contained in the original report may not
have been revealed.

To guard against a tipping-off offence, MLROs should ensure that no
information relating to suspicious transaction reports is released to any person
without the MLRO’s authorisation. Further consideration may need to be given
to suspicion reports received internally that have not been submitted to GFIU.

A record should be kept of the steps that have been taken in determining
whether disclosure of a report would involve tipping off and/or the availability
of the Data Protection Act’s Section 19 exemption from access to personal data.
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SP5 The firm will establish and maintain effective
training regimes for all of its officers and
employees.

9 Training Requirements

The obligations in Section 10R of the Crime (Money Laundering and Proceeds)
Act 2007 are expanded and clarified in the Notes.

The specific requirements in the Notes that refer to training are;

R2b  That appropriate training on money laundering is identified, designed,
delivered and maintained to ensure that employees are aware of, and
understand;

R2b.1 their legal and regulatory responsibilities and obligations;
R2b.2  their role in handling criminal property and terrorist financing;

R2b.3 the management of the money laundering and terrorist
financing risk;

R2b.4 how to recognise money laundering and terrorist financing
transactions or activities; and

R2b.5 the firm’s processes for making internal suspicious transaction
reports.

R14 Where operational activities are undertaken by staff in other
jurisdictions (for example, overseas call centres), those staff must be
subject to the AML/CFT policies and procedures that are applicable to
Gibraltar-based staff, and internal reporting procedures implemented
to ensure that all suspicions relating to Gibraltar-related accounts,
transactions or activities are reported to the nominated officer in
Gibraltar. Service level agreements will need to cover the reporting of
management information on money laundering prevention, and
information on training, to the MLRO in Gibraltar.

It is clear from the above requirements that the training obligations on all firms
is extensive both in depth and scope.

The requirement is that training be appropriate. This is to say, that one
training programme will not be suitable for all levels of employees. New
employees’ requirements will be different to those that have been with a firm
for some time and are already aware of the firm’s processes. Similarly the
appropriateness will be determined by the role played by that employee within
the firm.

It is senior management’s responsibility to ensure that the training programme
is maintained. Therefore, one-off training would not be appropriate to meet
this requirement as this calls on a firm to have a regular process through which
the training needs of staff are catered for.

The requirement also imposes an obligation on the firm the ensure that the
staff “understand” the subject on which training has been provided and it is
expected that training not be solely a passive exercise.
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Legal and regulatory responsibilities and obligations

Training on the legal and regulatory responsibilities needs to include awareness
training on the legislative provisions of the Crime (Money Laundering and
Proceeds) Act 2007, Drug Trafficking Offences Act, Terrorism Act and the UN
Orders as well as the regulatory requirements of these Notes in so far as all of
these are appropriate to the employees being trained.

Handling of criminal property and terrorist financing

Individuals need to receive training on their, as well as their employer’s, liability
if found to be involved in money laundering or terrorist financing activities or if
the obligations under the legislation or regulatory requirements are not met.

Risk Management

Staff are required to have an understanding of how a firm is managing the
money laundering and terrorist financing threats and how risk management
techniques have been applied at the firm.

Recognition

The front-line of defence in any AML/CFT scenario is the awareness and
alertness of staff in recognising suspicious activity. Specific and appropriate
training on money laundering and terrorist financing typologies must be
provided to appropriate staff so that these may more readily detect suspicious
activity.

Reporting

The firm's internal reporting requirements must be understood by all staff so
that if money laundering or terrorist financing is known or suspected a report
to the MLRO can be lodged in an effective and efficient manner.

Overseas branches or subsidiaries

Training to these same standards must be delivered and maintained to all
overseas branches or subsidiaries including providers of relevant outsourced
functions.
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SP6 Firms must be able to provide documentary
evidence of their compliance with the
legislation and these Notes.

Providing Documentary Evidence
Compliance Documentation

Documenting the processes a firm has in place becomes a vital component of
compliance with the Notes. It is not enough to just provide documentary
evidence of the due diligence performed on the customer but firms need to
demonstrate that all the other processes have been given effect.

The requirements of these Notes also extend to how a firm has complied with
the statements of principle, the senior management’s responsibilities have been
satisfied, the risk based approach designed and implemented, how each of the
risks have been mitigated, how the firm’s due diligence measures are escalated
(or reduced) depending on the risk profile of the customer and how reports to
GFIU considered and reported.

The Notes highlight the specific requirements that each firm must meet if it is
to be held to be in compliance. In order to assist firms in this Chapter XiII
contains a checklist of all the statements of principles and requirements of
these Notes. Firms should complete this checklist at the earliest possible
opportunity and design an action plan to address any deficiencies that are
identified.

As part of the FSC’s risk-based methodology for assessing requlated firms, the
Compliance Report in Chapter XIl and its accompanying action plan will be
requested together with any risk questionnaires that form part of the normal
risk assessment process.

It is therefore important that firms have in place a clear action plan to deal
with deficiencies. The FSC does not expect full compliance with the revised
requirements contained in these Notes immediately that they have come into
force but does need to see senior management commitment to attaining full
compliance within a reasonable time-frame.

The risk-assessment on-site work conducted by the FSC will sample whether the
practice of a firm matches the responses given by the firm.

Customer identification documentation

The requirement contained in Section 10P of the Crime (Money Laundering and
Proceeds) Act 2007 to keep records of customers’ identification and transactions
is an essential constituent of the audit trail that the Sections seek to establish.

The CJA requires “relevant records” to be retained for at least five years from
the date of completion of the business.

In determining what are relevant records, firms need to also consider that
Notes, e-mail exchanges and correspondence will augment the firm’s
knowledge of the customer and would therefore normally also be caught by
the term relevant records.

If the law enforcement agencies investigating a money laundering case cannot
link funds passing through the financial system with the original criminal
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money, then confiscation of those funds cannot be made. Often the only valid
role required of a firm in a money laundering or terrorist financing
investigation is as a provider of relevant records, particularly where the money
launderer or terrorist financier has used a complex web of transactions
specifically for the purpose of confusing the audit trail.

The records prepared and maintained by any firm on its customer relationships
and transactions should be such that:

a. requirements of legislation are fully met;

b. competent third parties will be able to assess the institution’s observance
of money laundering policies and procedures;

¢ any transactions effected via the institution can be reconstructed; and

d. the institution can satisfy within a reasonable time any enquiries or court
orders from the appropriate authorities as to disclosure of information.

e. businesses must maintain a record that:
1. indicates the nature of the evidence obtained, and

2, comprises either a copy of the evidence or (where this is not
reasonably practicable) contains such information as would
enable a copy of it to be obtained.

These records of identity must be kept for at least five years from the date
when the relationship with the customer has ended. In accordance with
Section 10P, this is the date of:

a. the carrying out of the one-off transaction, or the last in a series of
linked one-off transactions; or

b. the ending of the business relationship; or

¢. the commencement of proceedings to recover debts payable on
insolvency.

Where formalities to end a business relationship have not been undertaken but
a period of five years has elapsed since the date when the last transaction was
carried out, then the five year retention period commences on the date of the
completion of that last transaction.

Transaction Records

Section10P(2)(b) requires institutions to retain, for at least five years, records of
all transactions undertaken in respect of relevant financial business.

The precise nature of the records required is not specified, but the objective is
to ensure, in so far as is practicable, that in any subsequent investigation the
company/business can provide the authorities with its section of the audit trail.
These record keeping requirements are separate from those of the financial
services regulators, but there is a considerable degree of overlap.

For each transaction consideration should be given to retaining a record of :
0 the name and address of its customer;

the name and address (or identification code) of its counterparty;

what the transaction was used for, including price and size;

whether the transaction was a purchase or a sale;

the form of instruction or authority;

O O O o o©

the account details from which the funds were paid (including, in the
case of cheques, sort code, account number and name);
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o the form and destination of payment made by the business to the
customer;

o0 whether the investments, etc were held in safe custody by the business or
sent to the customer or to his/her order and, if so, to what name and
address.

Record Keeping By Eligible Introducers

Section 10P(4) to (7) specifically addresses the responsibility for record keeping
in respect of business introduced by eligible introducers. If the eligible
introducer is itself authorised under the Financial Services, Banking, or
Insurance Companies Acts for relevant financial business, the principal can rely
on an assurance that the eligible introducer will keep, on the principal's behalf,
the necessary records in respect of both verification of identity and
transactions. It is of course necessary for the principal to keep copies of the
records itself.

Format And Retrieval Of Records

To satisfy the requirements of the law enforcement agencies, it is important
that all types of records are capable of retrieval without undue delay.

It is not necessary to retain documents in their original hard copy form,
provided that the firm has reliable procedures for holding records in microfiche
or electronic form, as appropriate, and that these can be reproduced without
undue delay. In addition, an institution may rely on the records of a third
party, such as a bank or clearing house in respect of details of payments made
by customers. However, the primary requirement is on the institution itself and
the onus is thus on the business to ensure that the third party is willing and
able to retain and, if asked to, produce copies of the records required.

However, the record requirements are the same regardless of the format in
which they are kept or whether the transaction was undertaken by paper or
electronic means. Documents held centrally must be capable of distinguishing
between the transactions relating to different customers and of identifying
where the transaction took place and in what form.

The Regulations do not state the location where relevant records should be
kept but the overriding objective is for financial sector businesses to be able to
retrieve relevant information without undue delay.

When setting document retention policy, firms must weigh the statutory
requirements and the needs of the investigating authorities against normal
commercial considerations. When original vouchers are used for account entry,
and are not returned to the customer or his agent, it is of assistance to the law
enforcement agencies if these original documents are kept for at least one year
to assist forensic analysis, and this can also provide evidence to a financial
institution when conducting its own internal investigations. However, this is
not a requirement of the anti-money laundering legislation and there is no
other statutory requirement in Gibraltar that would require the retention of
these original documents.

It is also of assistance to law enforcement, particularly in cases where a third
party has been relied upon to undertake verification of identity procedures or
to confirm identity, that copies of all records relating to verification of
identification are retained in Gibraltar.

Institutions are asked to ensure that when original documents which would
normally have been destroyed are required for investigation purposes, they
check that the destruction policy has actually been adhered to before
informing the law enforcement agencies that the documents are not available.
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Where documents verifying the identity of a customer are held in one part of a
group, they do not need to be held in duplicate form in another. However, if
the documents are held in another jurisdiction, they must wherever possible
(subject to local legislation) be freely available on request within the group, or
otherwise be available to the investigating agencies under due legal
procedures and mutual assistance treaties. Access to group records must not be
impeded by confidentiality or data protection restrictions.

Financial sector businesses should also take account of the scope of money
laundering legislation in other countries, and should ensure that group records
kept in other countries that are needed to comply with Gibraltar legislation are
retained for the required period. Particular care needs to be taken to retain or
hand over the appropriate records when an introducing branch or subsidiary
ceases to trade or have a business relationship with a customer whilst the
relationship with other group members continues, or where a company holding
relevant records becomes detached from the rest of the group.
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CHAPTER XI Appendices

Appendix 1 — Explanation of the threat matrix
and its construction

Before detailing each of the threats it is necessary to give some thought to how
the threat matrix is put together and its implications. It is clear that the matrix
is divided into four quadrants. The further an item is placed to the right, the
greater its impact will be on jurisdiction or firm. Similarly, the higher up on the
matrix the threat appears, the greater the likelihood of its occurrence.

It would therefore fall to reason that the top right quadrant presents the
highest risk category:

Likelihood

Impact

Figure 3 — Threat Matrix , Highest risk category

But is the dedication of resources to mitigate these risks the best utilisation of a
firm’s time and effort? The argument is that if these risks are completely
mitigated then the firm will not suffer reputational damage as they fall under
the highest impact category. But because it is very likely that this risk will
affect a firm, then no amount of resource allocation can effectively mitigate
the risk. However, by addressing the risks posed by the threats in the High
Impact-Low Likelihood and High Likelihood-Low Impact quadrants, the firm
automatically mitigates the risks of this quadrant.
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Likelihood

Impact

Figure 4 — Threat Matrix, Lowest risk category

Dedicating resources to mitigate low risk and low likelihood threats would also

be wasteful as these are unlikely to seriously impact on the firm or its
customers.

This leaves the firm facing two other quadrants, those of high likelihood and
little impact and those of high impact but low likelihood. These are
represented by the top-left and bottom-right quadrants respectively;

Likelihood

Impact

Figure 5 — Threat Matrix, quadrants to tackle

It is by dedicating resources to each of these quadrants that a firm can use its
resources more effectively. Any systems of control implemented by a firm to
address the risks posed by these threats will have a tangible effect on the
number and impact of any occurrence.

The measures introduced by a firm to address the threats in these two
guadrants will automatically mitigate those that give rise to the risks from the
threats seen in the high impact, high likelihood quadrant.
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Appendix 2 — Scoring Risk Elements

This appendix outlines a sample rating methodology to score each of the risk
elements. Compliance with this methodology is not compulsory where a firm
already has a system in place which adequately covers the requirements of the
Notes. This appendix should be read, therefore, as a guide to the
implementation of new systems in a fairly simple business environment.

Each firm will need to decide on their own methodology for rating the risks as
it applies to their own business environment and the systems of control which it
has in place to mitigate the risks that it faces.

Scoring Customer Risk

As outlined in page 34, customer risk is defined primarily by the nature of the
customer’s source of income or wealth and how easy it would be for the firm to
verify this.

Taking, as an example, the customer risk for an individual on this basis, the
following risk rating scale for individuals could be applicable to many firms;

Infant

Salaried Employee Salaried Employee
(no other income) (with other income)

/o vV A
N A 7N\

Pensioner, state or
occupational pension Company Director
contributions

Self-Employed PEP

Retired living off Family income, Named as a suspected
accumulated wealth trust funds, etc terrorist

Figure 6- Example of a simple risk rating methodology for assessing customer risk.

As indicated above it is clear that the Notes impose upon the firm an increasing
obligation as to the level of Due Diligence required to be conducted based
upon the perceived risk posed by the customer. However, there is a point on
this scale where enhanced due diligence becomes a requirement.

Each firm will have its own views as to where on that scale different customers
fall and the range of customers will also vary depending on the firm’s business.

Firms must have documented senior management's decision on the basis of
such a rating methodology and its practice must be matched with the
methodology.

This rating scale can then be directly linked to the firm's internal procedures for
obtaining due diligence evidence when establishing a business relationship.
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(]
]
]
Salaried Employee Salaried Employee (]
Infant (no other income) (with other income) Self;Employed : [F=P

(]
(]
]

' =

' =)

] ] ] K |
]
]

Pensm_ner, SED or ; Retired living off Family income, Named as a suspected
occupational pension Company Director >
S accumulated wealth trust funds, etc terrorist
contributions
]
]
]
]
]
Increase in Due Diligence Requirements Engﬁg::czue Statutory Obligations

]
]
]

Independent Senior Management
Birth Certificate Photo ID Address verification of all Sign ng;f Report to GFIU
documents 9

Mandated Salary/ Plausible verifiability of source of income/

Regular Monitoring Freezing of assets
Pension? wealth

EDD required
by Notes

Figure 7 — Linking Customer Risk with Due Diligence Requirements.

Firms may also decide to have separate scales for each type of customer type.
For example, Figure 8 — Sample customer rating scale and Due Diligence
requirements for legal entities below shows the same rating scale being applied
for corporate and trust structures.

Where each of the above fits on the rating scale and where the “line is drawn”
for the firms risk tolerance is left up to the firm as is the amount of
documentary evidence to support the process. What is required is that the firm
is able to demonstrate how these have been arrived at.
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M ]
H .
L}
EU Credit or Financial | o Gibraltar trading Gibraltar trust Non-Gibraltar company Foreign registered,
Institution : company managed locally invoicing company
' Ad
' '
4 '
. '
. ' o
‘ l 1 ] Al ]
L}
L}
[}
[}
(]
' Yacht
(] ; acl . ’
PLC or equivalent | ¢ I (IEFCisy Gib Partnership Foreign Trust Chartering e el el
¢ | holding company Company
’ Company
' [
' ]
' ]
' ]
' J
I ]
. . . Enhanced Due
Increase in Due Diligence Requirements Dilligence
[}
' '
' ]
' ]
' i Plausible .
Beneficial owners, . lausit Independent .
Confirm authorisation ' Company Search shareholders and Due g'e“‘%lz:se on verifiability of ' verification of all Senlorsl;llinggfement
' managers source of income/ | § documents g
' wealth .
' ]
H Und d hip, st '
[] nderstand ownership, structure Due Dili . o
’ Nature and purpose of business ueTrhlsgtzrg;e on M Regular Monitoring
' '
' ]
' ]
' ]
.

Reduced due
diligence
requirements

Enhanced due
diligence

Figure 8 - Sample customer rating scale and Due Diligence requirements for legal

entiti

es
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Scoring for Product Risk

The following chart illustrates how the same methodology can be applied to
scoring for the risks of a product being offered to the customer.

] []
] []
(] ]
O T Small Insurance : : Correspc_)ndent
Contract . . banking
(] ]
(] ]
[] []
[] ] =
] [] o
. ] ] ' |

[] ]
' ]

Pension schemes E-Money it mee ey Gl Wire transfers

Account
'
] ]
(] ]
[] []
[] []
] ]
[] []
: Enh. d D
. . . nhance e
Increase in Due Diligence Requirements Y

Dilligence

Linked Transactions?

Figure 9 - Sample product risk rating scale.

Reduced due
diligence
requirements
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Due Dilligence Independent verification of all

documents

Regular Monitoring

Senior Management Sign

Off

EDD required
by Notes
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Scoring for interface risk

The due diligence requirements can be easily linked to the risk score as is

demonstrated below.

Face-to-face

Eligible Introducers

Postal Business

Intermediaries

Non-eligible introducers

On-line transactions

Increase in Due Diligence Requirements

Enhanced Due
Dilligence

Introducer
certificates

Due Dilligence

financial institution?

Reduced due

diligence

requirements

Business from existing credit

Figure 10 - Sample interfacing risk scale.
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Scoring for country risk

Figure 11 below demonstrates how an increasing risk posed by the country of
the source of wealth requires additional due diligence.

]
[\ ’
0
i ]
Equivalent ? H
% '
]
2
Gibraltar UK, CI & IOM EU Member States FATF Members NCCT Sanction countries

L]
]
]

' =

] o
1 |
]
]
]
]

Enhanced Due

Increase in Due Diligence Requirements Dilligence

Accept introducer certificates if all other conditions

Conduct own due dilligence
are met

Freeze assets

Reporting requirements
and other sanction
obligation:

Regular Monitoring

EDD required
by Notes

Figure 11 - Sample country risk scale
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Appendix 3 - Obtaining a risk profile

The four risk elements (Customer, Country, Product and Interfacing) must be
combined in order to provide the firm with a risk profile for that business
relationship. This profile can be combined with the firm’s own risk profile to
easily identify where the firm is required to conduct enhanced due diligence
procedures (EDD).

As shown in Appendix 2 — Scoring Risk Elements, a firm may choose, for
example to provide numerical values to the different constituents of each
element. In the example below, these have been given a maximum score of 10
for each element. By considering the characteristics of each constituent the
total for each risk element can be plotted on a simple chart.

Using preset criteria, the firm can quickly assess the risk that a given business
relationship poses to the firm. The example in Figure 12 shows an example
where the proposed business relationship profile is below the firm’s own risk
profile. In this case the firm will only need to perform the minimum due
diligence requirements set out in these Notes and those required by its own
systems of control.

Customer Risk
10—

o o
- -

Interfacing Risk | / | Country Risk

e Risk profile of customer

e “Acceptable” risk profile of firm
10—

Product Risk

Figure 12 - Example of risk profiling where complete customer profile fits with the
firm’s risk tolerance.
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However, the same firm may be faced with a proposal to enter into a new
business relationship where the customer element of the risk profile exceeds
the firm's own risk tolerance. Two things can happen, the firm can refuse to
transact this business, or, by conducting additional due diligence checks on the
customer, decide to accept it.

Customer Risk
10

Enhanced Due Diligence required to
address increased risk posed by
customer

Interfacing Risk ‘ Country Risk

o o
- -

e Risk profile of customer

emmmmm=o “Acceptable” risk profile of firm
10—

Product Risk
Figure 13 - Example of risk profiling where EDD is required

A risk-profiling technique, as illustrated here, allows a firm to quickly
determine the risk posed by a business relationship. By combining the four risk
elements into a single chart, senior management can quickly and easily
determine whether the business relationship falls within the risk appetite of
the firm and therefore within the existing systems of control.
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Appendix 4 — Countries and territories with
equivalent legal frameworks or those requiring
enhanced due diligence

Countries and territories with equivalent legal frameworks

The jurisdictions that can be regarded as having equivalent legal frameworks
for due diligence requirements purposes fall into the categories of:

. EU Member States
. EEA Countries

. UK Crown Dependencies

EU Member States

All member countries of the European Union (which, for this purpose, includes
Gibraltar as part of the UK) are required to enact legislation and financial
sector procedures in accordance with the European Money Laundering
Directives.

However, EU Directives are drawn up as a series of high-level requirements and
significant variations currently exist in the measures that have been taken to
transpose the Directives into national laws and regulations. It should also be
noted that, whilst many EU Member States are also members of FATF, some
have not yet implemented the revised FATF Recommendations that were
approved and published in June 2003 and that evaluations completed before
this date will be based on the 1996 version of the FATF Recommendations.

EU Member States

Austria Latvia
Belgium Lithuania
Bulgaria Luxembourg
Cyprus Malta

Czech Republic Netherlands*
Denmark Poland
Estonia Portugal
Finland Romania
France Slovakia
Germany Slovenia
Greece Spain
Hungary Sweden
Ireland United Kingdom*
Italy

EEA Member Countries & Switzerland

All EEA countries and Switzerland have undertaken to implement the European
Money laundering Directives and some are also FATF member countries.
However, as with EU Member States, variances can be expected to occur in the
nature of their laws and regulations to prevent money laundering and to

“! Including Netherlands Antilles and Aruba.

2 Including Gibraltar.
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counter terrorist financing and the standards of compliance monitoring in
respect of credit and financial institutions will also vary.

EEA Member Countries & Switzerland
Iceland

Liechtenstein

Norway

Switzerland

UK Crown Dependencies

The Isle of Man, Guernsey and Jersey (the UK Crown Dependencies) all
voluntarily undertake to implement anti-money laundering and terrorist
financing legislation, regulation, and financial sector measures that meet
international standards and that are broadly equivalent to the EU Directive and
measures in place within Gibraltar. Following successful FATF-style mutual
evaluations that were undertaken during 2000, IMF evaluations were
completed on all three jurisdictions in 2003.

The IMF evaluators made a number of recommendations for change in each
jurisdiction to bring them into line with the revised FATF recommendations and
these changes are currently being implemented.

Non-Cooperative Countries And Territories (NCCT’s)

In February 2000, FATF published a Report setting out the criteria for
identifying those countries and territories that are not cooperative in the
international fight against money laundering. In June 2000, June 2001 and
September 2001, following evaluations of a number of countries against this
set of criteria, the FATF published a list of jurisdictions that were identified as
non-cooperative. No new jurisdictions have been reviewed or added to the list
since 2001.

When constructing their internal procedures, firms should have regard to the
need for additional monitoring procedures for transactions from countries that
remain NCCT classified. Additional monitoring procedures will also be required
in respect of correspondent relationships with financial institutions from
countries on the non-cooperative country list. When considering what
additional procedures are required, firms should take into account the
following FATF assessment of the progress that has been made.

Care must also be exercised and additional requirements imposed in relation to
any of the original 23 jurisdictions on the list and particular attention paid to
the reasons why the jurisdiction was de-listed. In many cases a jurisdiction may
have been de-listed on the basis of commitments and undertakings given
rather than on actual progress to address the original deficiencies.

Countries Currently Classified As NCCT

Myanmar (Burma) Additional FATF countermeasures that were
imposed with effect from 3 November 2003 were
withdrawn in October 2004 because of the progress
that has been made, although the country remains
on the NCCT list and special attention to
transactions and business is still required.

Countries and Territories on which sanctions apply

The UN Security Council maintains a range of country-based financial sanctions
that target specific individuals and entities connected with the political
leadership of targeted countries. Each UN sanctions regime has a relevant
Security Council Committee that maintains general guidance on the
implementation of financial sanctions and current lists of targeted persons and
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entities. The list of currently applicable Security Council Resolutions can be
found at

www.un.org/Docs/sc/committees/INTRO.htm.

The EU directly implements all UN financial sanctions against countries/regimes;
it can also initiate autonomous measures under the auspices of its Common
Foreign and Security Policy. Detail on UN derived and EU autonomous financial
sanctions regimes (including targets) is available on the European Commission’s
sanctions website,

europa.eu.int/comm/external_relations/cfsp/sanctions/measures.htm.

In addition to the above, a number of countries and territories, as well as
undertakings and individuals connected to them, are subject to sanctions and
other measures under Gibraltar statute which requires firms to take action to
prohibit;

= the export of goods to those countries or territories
= the transfer of technology

= the facilitation of technical assistance

= the facilitation of funds.

In certain circumstances, firms are required to freeze funds from designated
undertakings and/or individuals.

As the legislation prohibits the above unless a licence has been granted, firms
may find themselves participants in arrangements which breach these
provisions, through the activities of their customers, and as such must take the
necessary measures to ensure that these sanctions are not being breached.

These restrictions are imposed under the Export Control Act 2005 and various
Orders made there under. At present the Orders that are in force are;

= Export Control (Sanctions Etc) Order 2005 and
= Export Control (Sanctions Etc) Order 2006.
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The following is a summary of the measures that are presently in force under

these two Orders;

Country/Territory

Angola
Belarus
Burma

Cote d'lvoire

Democratic Republic
of Congo

Eritrea

Ethiopia
Indonesia

Iraq

Kuwait
Lebanon

Liberia
Macedonia, and

Serbia and
Montenegro

Moldova
Sierra Leone
Somalia
Sudan

Syria
Uzbekistan

Zimbabwe

Export of
Goods

NN N N N N N Y N N RN

(\

AN N N N

Transfer of
Tech-
nology

AN N NN N Y U U N N N

<

AN NN U N N

Technical
Assistance

N N N N N N N Y N N NN

(\

NS NE NE N NA

Freezing
of Funds
Making (Designate
funds d under-
available takings
and
Individuals
)
v
v
v v
v v

Further legislative provisions exist which impose restrictions on carrying out
transactions with Countries/Territories and designated undertakings and/or

individuals. For example,

= The Federal
Prohibition on Investment) Regulations, 1999,

Republic of Yugoslavia (Freezing of Funds and
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* Burma (Freezing of Funds and Economic Resources) (no.2) Regulations
2005.

Firms should ensure that the provisions of these statutory instruments are not
being breached through the activities of their customers.
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Appendix 5 — Introducer Certificates
Applicant Introduction Certificate (F1)

(To be completed by an Eligible Introducer conducting relevant financial business)
NAME OF APPLICAN T ittt et e e e e e e r e e e e e e e s s nne e e e e e e e e s nnneeeaeas

ADDRESS OF APPLICANT:

I/'WE CERTIFY THAT in accordance with the provisions of the Gibraltar Crime (Money
Laundering and Proceeds) Act 2007 and the Guidance Notes as amended from time to
time, or equivalent legislation to implement the EC Directive.

1 We have verified the identity of the Applicant and confirm that documentary
evidence has been obtained and identity checks have been undertaken to confirm that
the applicant(s) name(s) and address(es) as shown on the Applicant Form(s) is correct.

2 We have verified the original documentation and the information contained
therein. We attach copies of the documentation to this certificate, confirm that any
additional KYC original documentation will be retained in our records, and that we wiill
make these available on request to yourselves without delay upon request.

3 The Applicants(s) is/fare applying on his/her own behalf and not as nominee, trustee
or in a fiduciary capacity for any other person.

Name of Eligible INtrodUCEr: ...
FSC Licence/Authorisation NUMDEr: ......c.ccooiiiiiiee e

This form may only be signed by two senior officers of the Eligible Introducer.

Signed: ..o Full Names:
Job Title: i Date:
SIgNed: .o Full Names:

Job Title: oo [ o
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APPENDIX F1

Notes To An Eligible Introducer Completing The Applicant Introduction Certificate

1. The full name and address of the applicant must be given at the top of the
Certificate. The wording may be either adapted for joint account holders or a
separate certificate completed for each. [Where the applicant is a Trust, a separate
Certificate must be completed in respect of each Trustee or settlor whose identity
has been verified].

2.  The complete Certificate may be used by the institution as evidence of the identity
and address of the applicant, and should be retained on file by the institution for
the required period.

3.  Although identity must be verified without applying any exemptions or
concessions that might be normally available to the Introducer, it is not necessary
for the Introducer, to provide details of how the verification was carried out.

4.  The Certificate must be signed by senior officers of the Eligible Introducer and
details of the Introducer’'s firm, etc.,, inserted as shown. If an incomplete
Certificate is received, it should be returned immediately to the Eligible Introducer
for completion.
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Confirmation Of Identity By Banks Or Building Societies (F3)

To: (Address of bank or building From: [stamp of branch
society to which request is sent) sending the letter]
Dear Sirs

REQUEST FOR VERIFICATION OF CUSTOMER IDENTITY
[Please Note: This is not a Status Enquiry]

In accordance with the Gibraltar Crime (Money Laundering and Proceeds) Act 2007 and
Drug Trafficking Offences Act 1995 and the Anti Money Laundering Guidance Notes we
write to request your verification of the identity of our prospective customer detailed
below.

Note: This form should be used in exceptional cases only and not as part of normal
procedures. Requests for the verification of identity should only be sought from
another financial institution if such verification cannot be obtained from other sources.
Enquiring institutions may be asked to explain what enquiries have already been made
to verify identity independently.

FULL NAME OF CUSTOMER: e
Title (MR/MRS/MISS/MS) SPECIFY e e

Address iNncluding POStCOAE: ..o e
(as given by customer)

Date of birth (if known) ...... Account Number:
Example of customer’s signature:

Please respond positively and promptly by returning the tear-off portion below

To: The Manager (originating branch) From: (branch stamp)

Request for verification of the identity of [title and full name of customer]
With reference to our enquiry dated ........cccocevirieninceienens we:

1. Confirm that the above customer *is/is not known to us.

2. *Confirm/cannot confirm the address shown in your enquiry.

3. * Confirm/cannot confirm that the signature reproduced in your enquiry appears
to be that of the above customer.

The above information is given in strict confidence for the purpose of Crime
(Money Laundering and Proceeds) Act 2007 Drug Trafficking Offences Act 1995
Regulations, for your private use only, and without any guarantee or responsibility on
the part of this bank/building society* or its officials.

*delete as applicable.
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Appendix 6 — GFIU Reporting form

Suite 832 Europort

Fax: 70233 Tel: 70211 /70295

To: Gibraltar Financial Intelligence Unit From:

Tel:

Fax:

DISCLOSURE UNDER THE DRUG TRAFFICKING OFFENCES ACT 1995, CRIME (MONEY
LAUNDERING AND PROCEEDS) ACT 2007 AND/OR THE TERRORISM ACT

Your Ref:

GFIU Ref. DIS:GEN\ Incident Date:

Main Subject (Person)

Surname(s)

Forename(s)

Address

Telephone(s)

Aliases

Gender

Male [ ] Female [ ]

Nationality

Passport Number

ID Card Number

Date of Birth

Place of Birth

Occupation

Place of Work

or Company

Name

Registered Address

Incorporation No.

Type of Business
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Other Particulars

Account(s) Disclosed On

Number

Held at (Institution)

Sort Code

Account Type

Date Opened

Date Closed

2" Account

Number

Held at (Institution)

Sort Code

Account Type

Date Opened

Date Closed

Associate(s) - Person

Surname(s)

Forename(s)

Aliases

Gender

Male [ | Female [ ]

Nationality

Passport Number

ID Card Number

Date of Birth

Place of Birth

Occupation

Place of Work

Reason for Association

Associate(s) - Company

Name

Registered Address
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Incorporation No.

Type of Business

Other Particulars

Reason for Association

Constructive Trust [ ]

Suspicion

Transaction Details

Amount
(Currency)

Source (account, sort-code,
institution, account name)

Destination (account, sort-
code, institution, account
name)

Type (cheque,
cash, SWIFT)

If you require more space, please continue on a separate disclosure form

Submitted By (MLRO)

Date Submitted

/[ /20___

Signature

January 2012
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Appendix 7 - MLRO’s Annual Report

To: the Board/Partners
Of: name of firm
Period of report

from : dd MMMM yyyy
to: dd MMMM yyy
Presented to the Board/Partners on : dd MMMM yyyy

Re : Annual Report by the MLRO to the Board on the effectiveness of the firm’s systems
of control in relation to managing money laundering/terrorist financing risk.

As required by the Guidance Notes on the prevention of money laundering and terrorist
financing | submit to the Board/Partners of the firm the Annual Report which is required
by Requirement 10 of the said notes.

The Board is reminded that under Requirement 11 this report must be formally
considered and must take any necessary action to remedy deficiencies identified in it, in
a timely manner.

1. Summary
The following summarises the requirements of the notes;

a. Numbers and types of internal suspicious transaction reports that have been made
internally and the number of, and reasons why, these that have or have not been
passed onto GFIU;

b.  Areas where the operation of AML/CFT controls should be improved, and proposals
for making appropriate improvements;

C. Progress of any significant remediation programmes (if any); and

d. Outcome of any relevant quality assurance or internal audit reviews of the firm’s
AML/CFT processes, as well as the outcome of any review of the firm's risk
assessment procedures

2. Threat Matrix

The board is also asked to review the existing threat matrix (attached) for its continued
applicability and to suggest, if appropriate, amendments.

3. Systems of Control

The Board must review the attached Compliance Report against requirements of these
Anti-Money Laundering and Terrorist Financing Notes and where deficiencies have been
identified to set out the action plan to correct or improve the systems of control.
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Signed
Money Laundering Reporting Officer
Date

Signed
Senior Manager with Money Laundering/Terrorist Financing Prevention responsibilities
Date
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CHAPTER Xl Compliance Report
against requirements of
the Anti-Money
Laundering and
Terrorist Financing
Notes

[A word processed version of this checklist is available for download from the Notes web-site]

The following tables provides an opportunity for a firm to assess its compliance
against the requirements of these Notes. By completing the compliance rating
a firm is able to identify what action it might need to take to be fully compliant
with its requirements.

Name Of FIrm e e
Date Assessment Completed ...
Date Approved by Board e

For each of the statements of principles and requirements, document how your
firm is meeting these. Where your firm is not currently compliant, detail the
action plan required to give the statement or requirement full effect including
attaching specific targets and dates.

Statements of Principle

SP1 The senior management of a firm is responsible for ensuring that the
systems of control operated in the firm appropriately address the
requirements of both the legislation and these guidance Notes.

SP2 Firms must adopt a risk-based approach to these statements of
principle and their requirements.

SP3 All firms must know their customer to such an extent as is appropriate
for the risk profile of that customer.

SP4 Effective measures must be in place that require firms to have both
internal and external reporting requirements whenever money
laundering or terrorist financing is known or suspected.

SP5 The firm will establish and maintain effective training regimes for all of
its officers and employees.

SP6 Firms must be able to provide documentary evidence of their
compliance with the legislation and these Notes.
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Requirements

CHAPTER IlI

3 Threat Matrix

34 Firm’s threat matrix

R1 In order to properly address the threats that a firm faces and the action

required to mitigate these a firm needs to document what its own
threat assessment is.

CHAPTER V
5 Senior Management's Responsibilities and the role of the MLRO
5.1 Accountability for systems of control to prevent and report money

laundering or the financing of terrorism

R2 Senior management of firms must ensure that the following processes
have been adopted,;

a. The allocation to a director or senior manager overall
responsibility for the establishment and maintenance of effective
AML and CFT systems of control and the appointment of a
person with adequate seniority and experience as Money
Laundering Reporting Officer (MLRO);

b. That appropriate training on money laundering is identified,
designed, delivered and maintained to ensure that employees
are aware of, and understand;

1. their legal and regulatory responsibilities and
obligations;

2. their role in handling criminal property and terrorist
financing;

3. the management of the money laundering and terrorist

financing risk;

4, how to recognise money laundering and terrorist
financing transactions or activities; and

5. the firm’s processes for making internal suspicious
transaction reports.

C. That regular and timely information is made available to senior
management relevant to the management of the firm’s money
laundering and terrorist financing risks;

d. That the firm’s risk management policies and methodology are
appropriately documented including the firm’s application of
those policies and methodologies; and

e. That appropriate measures to ensure that money laundering risk
is taken into account in the day-to-day operation of the firm,
including in relation to:

1. the development of new products;
2. the taking-on of new customers; and
3. changes in the firm's business profile.
f. Senior management of the firm must ensure that the MLRO has

sufficient resources available to him, including appropriate staff
and technology. This should include arrangements to apply in his
temporary absence.
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5.2
R3

R4

R5

R6

R7

5.2.1
R8

5.3
R9

R10

Guidance Notes on Systems of Control & Requirements

Appointment and role of the Money Laundering Reporting Officer

The MLRO is responsible for the oversight of the firm’s anti-money
laundering activities and is the key person in the implementation of
the anti-money laundering strategy of the firm.

The MLRO needs to be senior, to be free to act on his own authority
and to be informed of any relevant knowledge or suspicion in the firm.

The MLRO will act as the "appropriate person” required to be
appointed under Section 18 to receive and process internal and
external suspicious transaction reports.

The MLRO will act as a central point of contact with the law
enforcement agencies in order to handle the reported suspicions of
their staff regarding money laundering.

It is not appropriate, in the case of multinational firms or branches
operating in Gibraltar (and for the purposes of the Crime (Money
Laundering and Proceeds) Act 2007) for the MLRO to be located
outside Gibraltar.

Roles of the MLRO

Section 18(c) requires that the Money Laundering Reporting Officer has
reasonable access to information that will enable him to undertake his
responsibility. In addition, the reference in Section 18(b) to
"determination" implies a process with some formality. It is important
therefore that the Money Laundering Reporting Officer keep a written
record of every matter reported to him, of whether or not the
suggestion was negated or reported, and of his reasons for his decision.

Reporting by the MLRO to Senior Management

A firm is required to carry out regular assessments of the adequacy of
its systems and controls to ensure that they manage the money
laundering/terrorist financing risk effectively. Oversight of the
implementation of the firm's AMLU/CFT policies and procedures,
including the operation of the risk-based approach, is the responsibility
of the MLRO, under delegation from senior management. He must
therefore ensure that appropriate monitoring processes and
procedures across the firm are established and maintained.

At least annually the senior management of a firm, with five or more
full-time employees, must commission a report from its MLRO which
assesses the operation and effectiveness of the firm’s systems of control
in relation to managing money laundering/terrorist financing risk. The
report must include;

The numbers and types of internal suspicious transaction reports
that have been made internally and the number of, and reasons
why, these that have or have not been passed onto GFIU;

bringing to the attention of senior management areas where the
operation of AML/CFT controls should be improved, and
proposals for making appropriate improvements;

the progress of any significant remediation programmes; and

the outcome of any relevant quality assurance or internal audit
reviews of the firm’'s AML/CFT processes, as well as the outcome
of any review of the firm’s risk assessment procedures
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R12

R13

R14

R15
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The firm’s senior management must consider the MLRO’s annual
report, and take any necessary action to remedy deficiencies identified
init, in a timely manner.

Applicability of systems of control to overseas branches, subsidiaries or
outsourcing of functions

Where a Gibraltar firm has overseas branches, subsidiaries or, associates
where control can be exercised, it is required that a group policy be
established to the effect that all overseas branches and subsidiaries
must ensure that its anti-money laundering strategies, internal
controls, procedures and processes are undertaken at least to the
standards required under Gibraltar law and Notes or, if the standards
in the host country are more rigorous, to those higher standards.

Reporting procedures and the offences to which the money laundering
legislation in the host country relates must nevertheless be adhered to
in accordance with local laws and procedures. Where local laws
prohibit the application of Gibraltar equivalent practices, or higher
standards, the firm must inform the FSC of this. Where meeting local
requirements would result in a lower standard than in Gibraltar, this
should be resolved in favour of Gibraltar.

Where operational activities are undertaken by staff in other
jurisdictions (for example, overseas call centres), those staff must be
subject to the AML/CFT policies and procedures that are applicable to
Gibraltar-based staff, and internal reporting procedures implemented
to ensure that all suspicions relating to Gibraltar-related accounts,
transactions or activities are reported to the nominated officer in
Gibraltar. Service level agreements will need to cover the reporting of
management information on money laundering prevention, and
information on training, to the MLRO in Gibraltar.

All firms that outsource functions and activities should therefore assess
any possible AML/CFT risk associated with the outsourced functions,
record the assessment and monitor the risk on an ongoing basis.

CHAPTER VI

6
6.1
R16

R17

6.2
6.2.1
R18

o 0

Risk-Based Approach
Risk Profiling a Business Relationship

A risk-profile of a business relationship needs to take into
consideration the following four risk elements that are present in every
business relationship:

Customer Risk
Product Risk
Interface Risk
Country Risk

A firm will need to be able to demonstrate that it has a methodology
for assessing the risk profile of a business relationship, that this
methodology is suitable for the size and nature of the firm’s business
and that practice matches the methodology.

The four elements of a risk-based approach
Customer Risk

These Notes require, that an assessment is conducted on the risk that
different types of customers pose in relation to the threat that they will
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launder proceeds of crime, fund terrorist activity or be involved in
other types of illicit activities. The intensity of the due diligence
conducted on the individual must therefore increase with the perceived
or potential threat posed by that business relationship.

Firms must include, in their methodology, a statement of the basis
upon which business relationships with individuals will be scored in
light of their source of income or wealth.

The systems of control that firms must adopt to reduce the risks
associated with establishing and maintaining business relationships
with PEPs are that:

The firm must establish and document a clear policy and internal
guidelines, procedures and controls regarding such business
relationships;

Maintain an appropriate risk management system to determine
whether a potential customer or an existing customer is a PEP;

Decisions to enter into business relationships with PEPs to be
taken only by senior management;

Business relationships which are known to be related to PEPs
must be subject to proactive monitoring of the activity on such
accounts.

Product Risk

Firms must document their product range against the perceived
attraction for these to be used for criminal activity and implement
systems of control to mitigate or reduce these risks.

Other than in the case of e-money products which meet the criteria in
6.2.2.7.4 below, firms may not permit their products to be used using
obviously fictitious names or where the customer’'s name is not
identified.

The following controls need to be implemented for correspondent
banking relationships;

A firm must not maintain relationships with shell banks that
have no physical presence in any country or with correspondent
banks that permit their accounts to be used by such banks.

A firm must gather sufficient information about a respondent
institution to understand fully the nature of their business

Senior management approval must be obtained prior to
establishing new correspondent relationships.

The firm must assess the respondent institution’s anti-money
laundering and terrorist financing controls.

The relationship and its transactions must be subject to annual
reviews by senior management. The volume and nature of
transactions flowing through correspondent accounts with
institutions from high risk jurisdictions, or those with material
deficiencies should be monitored against expected levels and
destinations, and any material variances should be explored.

The respective responsibilities for each institution must be
properly documented.
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The firm must be able to demonstrate that the information
described above is held for all existing as well as new
correspondent relationships.

The firm must verify that the respondent bank has verified the identity
of and have performed on-going due diligence on the customers
having direct access to accounts of the correspondent and that it is able
to provide relevant customer identification data to the firm, upon
request.

Institutions must terminate the accounts of correspondents who fail to
provide satisfactory answers to reasonable enquiries including, where
appropriate, confirming the identity of customers involved in unusual
or suspicious transactions.

The authority to deal with assets under a power of attorney constitutes
a business relationship and therefore firms must establish the identities
of holders of powers of attorney, the grantor of the power of attorney
and third party mandates where control of the legal entity’'s assets is
exercisable by that power of attorney.

Where a transaction involves bearer instruments, verification evidence
must be obtained for the following transactions-

bearer shares converting to registered form;

surrender of coupons for payment of dividend, bonus, or capital
event.

In the case of transfers from bearer to registered shares, evidence of
identity of the registered holder must be obtained in line with the
procedures set out in these Notes.

The requirements of this section of the Notes apply to transfers of
funds, in any currency, which are sent or received by a payment service
provider established in Gibraltar other than the following cases of
transfers of funds:

[1] carried out using a credit or debit card, provided that:

(a) the payee has an agreement with the payment service
provider permitting payment for the provision of goods
and services; and

(b) a unique identifier, allowing the transaction to be traced
back to the payer, accompanies such transfer of funds.

[2] using electronic money except where the amount transferred

exceeds €1,000.

[3] carried out by means of a mobile telephone or any other digital

or Information technology device, when such transfers are pre-
paid and do not exceed €150.

[4] carried out by means of a mobile telephone or any other digital

or IT device, when such transfers are post-paid and meet all of
the following conditions:

(a) the payee has an agreement with the payment service
provider permitting payment for the provision of goods
and services;

(b) a unique identifier, allowing the transaction to be traced
back to the payer, accompanies the transfer of funds;
and
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(o) the payment service provider is subject to the obligations
set out in 3MLD.

[5] within Gibraltar to a payee account permitting payment for the

provision of goods or services if:

(a) the payment service provider of the payee is subject to
the obligations set out in 3MLD;

(b) the payment service provider of the payee is able by
means of a unique reference number to trace back,
through the payee, the transfer of funds from the
natural or legal person who has an agreement with the
payee for the provision of goods and services; and

(o) the amount transacted is €1,000 or less.
[6] where the payer withdraws cash from his or her own account;
[7] where there is a debit transfer authorisation between two

parties permitting payments between them through accounts,
provided that a unique identifier accompanies the transfer of
funds, enabling the natural or legal person to be traced back;

[8] where truncated cheques are used;

[9] to public authorities for taxes, fines or other levies within a

Member State;

[10] where both the payer and the payee are payment service

providers acting on their own behalf.

Where both the payment service provider of the payer and the
payment service provider of the payee are situated in the European
Community, transfers of funds shall be required to be accompanied
only by the account number of the payer or a unique identifier
allowing the transaction to be traced back to the payer.

If so requested by the payment service provider of the payee, the
payment service provider of the payer shall make available to the
payment service provider of the payee complete information on the
payer, within three working days of receiving that request.

Transfers of funds where the payment service provider of the payee is
situated outside the European Community shall be accompanied by
complete information on the payer.

Complete information on the payer shall consist of his name,
address and account number.

The address may be substituted with the date and place of birth
of the payer, his customer identification number or national
identity number.

Where the payer does not have an account number, the payment
service provider of the payer shall substitute it by a unique
identifier which allows the transaction to be traced back to the
payer.

The payment service provider of the payer shall, before
transferring the funds, verify the complete information on the
payer on the basis of documents, data or information obtained
from a reliable and independent source.

In the case of transfers of funds from an account, verification
may be deemed to have taken place if:
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(a) a payer’s identity has been verified in connection with
the opening of the account and the information
obtained by this verification has been stored in
accordance with the obligations set out in these notes; or

(b) the payer is a relevant financial business.

Without prejudice to the requirement to apply due diligence measures
when money laundering or terrorist financing is known or suspected, in
the case of transfers of funds not made from an account, the payment
service provider of the payer shall verify the information on the payer
only where the amount exceeds €1,000, unless the transaction is carried
out in several operations that appear to be linked and together exceed
€1,000.

The payment service provider of the payer shall for five years keep
records of complete information on the payer which accompanies
transfers of funds.

In the case of batch file transfers from a single payer where the
payment service providers of the payees are situated outside the
Community, the requirements in R31 shall not apply to the individual
transfers bundled together therein, provided that the batch file
contains that information and that the individual transfers carry the
account number of the payer or a unique identifier.

The payment service provider of the payee shall detect whether, in the
messaging or payment and settlement system used to effect a transfer
of funds, the fields relating to the information on the payer have been
completed using the characters or inputs admissible within the
conventions of that messaging or payment and settlement system. Such
provider shall have effective procedures in place in order to detect
whether the following information on the payer is missing:

(a) for transfers of funds where the payment service provider of the
payer is situated in the Community, the information required
under R30;

(b) for transfers of funds where the payment service provider of the

payer is situated outside the Community, complete information
on the payer as referred to in Requirement R31, or where
applicable, the information required under R38; and

(c) for batch file transfers where the payment service provider of

the payer is situated outside the Community, complete
information on the payer as referred to in R34 in the batch file
transfer only, but not in the individual transfers bundled therein.

If the payment service provider of the payee becomes aware, when
receiving transfers of funds, that information on the payer required
under this section of the notes is missing or incomplete, it shall either
reject the transfer or ask for complete information on the payer and on
a risk based-approach decide whether a report to GFIU should be
made.

Where a payment service provider regularly fails to supply the required
information on the payer, the payment service provider of the payee
shall take steps, which may initially include the issuing of warnings and
setting of deadlines, before either rejecting any future transfers of
funds from that payment service provider or deciding whether or not
to restrict or terminate its business relationship with that payment
service provider. The payment service provider of the payee shall report
that fact to the GFIU.
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Where the payment service provider of the payer is situated outside
the Community and the intermediary payment service provider is
situated within Gibraltar;

(a) Unless the intermediary payment service provider becomes

aware, when receiving a transfer of funds, that information on
the payer required under these Notes is missing or incomplete, it
may use a payment system with technical limitations which
prevents information on the payer from accompanying the
transfer of funds to send transfers of funds to the payment
service provider of the payee.

(b) Where the intermediary payment service provider becomes

aware, when receiving a transfer of funds, that information on
the payer required under these Notes is missing or incomplete, it
shall only use a payment system with technical limitations if it is
able to inform the payment service provider of the payee
thereof, either within a messaging or payment system that
provides for communication of this fact or through another
procedure, provided that the manner of communication is
accepted by, or agreed between, both payment service providers.

(c) Where the intermediary payment service provider uses a

payment system with technical limitations, the intermediary
payment service provider shall, upon request from the payment
service provider of the payee, make available to that payment
service provider all the information on the payer which it has
received, irrespective of whether it is complete or not, within
three working days of receiving that request.

In the cases referred to in paragraphs (a) and (b) above, the
intermediary payment service provider shall for five years keep records
of all information received.

Section 11(5) requires that identification procedures should be
undertaken for linked transactions that together exceed the exemption
limit, i.e. where in respect of two or more one off transactions:

it appears at the outset to a person handling any of the
transactions that the transactions are linked and that the
aggregate amount of these transactions will exceed €15,000; or

at any later stage, it comes to the attention of such a person that
the transactions are linked, and that the €15,000 limit has been
reached.

Firms must implement systems of control to be able to identify where
one or more “one-off” transactions are linked to the same person.

Where a series of one-off transactions are linked and this gives rise to a
suspicion or knowledge of money laundering or terrorist financing, this
must be reported.

a premium is payable in one instalment of an amount not
exceeding €2,500; or,

a regular premium is payable and where the total payable in
respect of any one calendar year does not exceed €1,000.

Interface Risk

Firms must document how they mitigate or reduce the risks posed by
each of the delivery mechanisms through which their product(s) are
delivered.
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Additional controls are required in respect of non face-to-face
customers; for example, applying one or more of the following
measures of control:

Ensuring that the customer’s identity is established by additional
documents, data or information; or

Supplementary measures to verify the documents supplied, or
requiring an eligible introducer to certify the customer
identification documents be required; or

Ensuring that the first payment of the operation is carried out
through an account in the customer’'s name at a credit
institution; or

Landline telephone contact with the customer on a number
which has been verified; or

Sending information or documents required to operate the
business relationship to a physical address that has been verified.

In drawing up the list of persons approved to certify identification
documents for a firm, the Money Laundering Reporting Officer (MLRO)
will need to provide documentary evidence of the following:

(a) That the person;

i adheres to ethical and/or professional standards; and
ii. is readily contactable; and

iii. exercises his or her profession or vocation in a jurisdiction
with effective anti-money laundering measures; and

(b) The MLRO has obtained senior management agreement to

permit such a person from certifying documents for these
purposes.

The ultimate responsibility for meeting the customer identification
requirements for introduced business lies with the senior management
of the firm.

None of the provisions for dealing with introducers exempt institutions
from the requirement to have copies of all documentation in their
possession, or to have ready access to the original documentation.

Where a business relationship is being instituted the institution is
obliged to carry out KYC procedures on any client introduced to it by a
third party unless the third party is an eligible introducer able to
provide the institution with copies of all documentation required by
the institution’s KYC procedures.

To be an eligible introducer, a third party must meet ALL FOUR of the
following conditions;

it must be regulated by the FSC, or an equivalent institution if it
carries on business outside Gibraltar,

it must be subject to the 3MLD or equivalent legislation,

it must be based in Gibraltar or a country which has an effective
AML and CFT regime, and

there must be no secrecy or other obstacles which would prevent
the Gibraltar firm from obtaining the original documentation if
necessary.
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In order to meet the criteria in paragraphs (i) to (iii) above the firm will
need to establish and demonstrate that;

The intermediary is conducting a relevant financial business; and
It is supervised for that activity; and

It is based, or incorporated in, or formed under the law of, a
country other than an EU member state in which there are in
force provisions at least equivalent to those required by 3MD,
particularly in respect of verification of identity and record
keeping; and

That the underlying identification documentation can be made
available immediately, upon request.

The concession for postal/coupon business does not apply where;
initial or future payments can be received from third parties;

cash withdrawals can be made, other than by the investors
themselves on a face-to-face basis where identity can be
confirmed, e.g. passbook accounts where evidence of identity is
required for making withdrawals;

redemption or withdrawal proceeds can be paid to a third party
or to a bank account that cannot be confirmed as belonging to
the investor, other than to a personal representative named in
the Grant of Probate or Letters of Administration on the death
of the investor.

The following repayment restrictions must exist for the postal
concession to apply:

repayments made to another institution must be subject to
confirmation from the receiving firm that the money is either to
be repaid to the investor or reinvested elsewhere in the
investor's name;

repayments made by cheque must be sent either to the named
investor’s last known address and crossed “account payee only”,
or to the investor’s bank with an instruction to credit the named
investor’s account;

repayments via BACS should ensure that the stipulated account is
in the name of the investor;

Where a firm relies on electronic verification of customer identification
documentation, its records must clearly demonstrate the basis on
which these were effected and these must be in accordance with the
risk-based approach and other requirements of these Notes.

Where a firm permits payment processing to take place via on-line
services these must be subjected to the same monitoring requirements
as the rest of the activities of the institution and subject these to the
same risk based methodology.

Country Risk

Firms must assess and document the risks posed by different countries
and territories, or classes of countries and territories, and what
additional systems of control it will implement to mitigate these risks.

In making a determination of an effective AML/CFT regime the
following three factors have to be taken into consideration:

Legal Framework
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Enforcement and Supervision
International Co-operation

Firms must guard against customers or introductions from countries
where the ability to co-operate internationally is impaired either via
failings in the judicial or administrative arrangements and subject these
business relationships to enhanced due diligence requirements.

FATF maintain a list of Non-Cooperative Countries and Jurisdictions
(see Appendix 4 - Countries and territories with equivalent legal
frameworks or those requiring enhanced due diligence). Firms must
take additional measures with transactions of business relationships
whose source of funds derives from NCCT or sanctioned countries and
territories.

Firms whose policy includes the acceptance of Politically Exposed
Persons (PEPs) as customers need to take additional measures to
mitigate the additional risk that the firm is exposed to from such
persons originating in countries with a high propensity for bribery
and corruption. This includes

conducting and documenting an assessment of the countries
which are more vulnerable to corruption; and

the application of additional monitoring over customers from
high risk countries whose line of business is more vulnerable to
corruption (e.g. oil or arms sales).

CHAPTER VII

7

7.1
7.11
R59

7.1.2
R60

Knowing your customer
Overriding requirements for customer due diligence measures
Applying customer due diligence measures

Firms must apply customer due diligence measures in the following
cases;

When establishing a business relationship;

When carrying out a one-off transaction amounting to €15,000
or more, whether the transaction is carried out in a single
operation or in several operations which appear to be linked;

Where there is a suspicion of money laundering or terrorist
financing, regardless of any derogation, exemption or threshold;

When there are doubts over the veracity or adequacy of
previously obtained customer identification data.

What constitutes customer due diligence measures

Customer due diligence measures shall comprise of the following, but
the extent to which each of this is applied shall be determined on a
risk-sensitive basis;

Identifying the customer and verifying the customer’s identity on
the basis of documents, data or other information obtained from
a reliable and independent sources;

Identifying, where applicable, the beneficial owner so that the
firm is satisfied that it knows who the beneficial owner is,
including, as regards legal persons, trusts and similar legal
arrangements understanding the ownership and control
structure of the customer;
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Obtaining information on the source of the income or wealth
and the purpose and intended nature of the business
relationship;

Conducting ongoing monitoring of the business relationship
including scrutiny of transactions undertaken throughout the
course of that relationship to ensure that the transactions being
conducted are consistent with the firm’s knowledge of the
customer, the business and risk profile, including, where
necessary, the source of funds and ensuring that the documents,
data or information held are up to date.

The term “beneficial owner” is to be interpreted throughout these
Notes as meaning the following;

“The person(s) who ultimately owns or controls the customer and/or
the natural person on whose behalf a transaction or activity is being
conducted and includes, at least, the following;

In the case of a corporate entity;

1.

The natural person(s) who ultimately own or control a legal
entity through direct or indirect ownership or control over a
sufficient percentage of the shares or voting rights in that legal
entity, including through bearer share holdings, other than a
company listed on a regulated market that is subject to
disclosure requirements consistent with Community legislation or
subject to equivalent international standards; a percentage of
25% plus one share shall be deemed to meet this criterion;

The natural person(s) who otherwise exercises control over the
management of a legal entity;

In the case of a legal entity, such as foundations, and legal arrangements

such as trusts which administer and distribute funds;

Where the future beneficiaries have already been determined,
the natural person(s) who is the beneficiary of 25% or more of
the property of a legal arrangement or entity;

Where the individuals that benefit from the legal arrangement
or entity have yet to be determined, the class of persons in
whose main interest the legal arrangement or entity is set up or
operates;

The natural person(s) who exercises control over 25% or more of
the property of a legal arrangement or entity.”

When customer due diligence measures need to be applied

Generally, a firm should never establish a business relationship until all
the relevant parties to the relationship have been identified and the
nature of the business they expect to conduct has been established.

Section 10F stipulates that if satisfactory evidence of identity has not
been obtained it must not carry out a transaction or establish a
business relationship.

Firms may permit opening of bank accounts provided that there are
adequate safeguards to ensure that transactions are not carried out by
the customer or on its behalf until full compliance with the customer
identification measures has been achieved.

Where a person is unable to comply with customer due diligence
requirements of a firm, the firm may not carry out a transaction
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through a bank account, or establish a business relationship, in certain
circumstances, a firm may have to freeze (see 7.2.1 below) or cancel a
transaction after it has dealt but before settlement. The firms must
also give consideration to making a suspicious transaction report to
GFIU in accordance with Chapter VIII.

Freezing

Firms should be alert to any abnormal exercise of cancellation/cooling
off rights by any customer, or in respect of business introduced through
any single intermediary. In the event that abnormal exercise of these
rights becomes apparent, this should be regarded as suspicious, and
reported via the usual channels (see Chapter VIII below).

Exceptional Circumstances
Acquisition of One Financial Sector Business by Another

In the event that the AML and CFT procedures previously undertaken
by the acquired firm have not been in accordance with Gibraltar
requirements, or the procedures cannot be checked, or the customer
records are not available to the acquiring firm, verification of identity
and KYC procedures will need to be undertaken for all transferred
customers as soon as practicable.

Applying the customer due diligence measures retrospectively

Customer due diligence measures in these Notes must be applied, not
only to new customers but also, at appropriate times to existing
customers on a risk-sensitive basis.

Minimum Due Diligence Requirements versus Additional Information

A firm should hold a fuller set of customer identification
documentation in respect of those business relationships assessed as
carrying a higher money laundering or terrorist financing risk.

“Business Relationship” And “One-Off Transactions"

It is necessary to determine, from the outset, whether the applicant for
business is seeking to establish a "business relationship" with the
institution, or is an occasional customer undertaking a "one-off
transaction”.

What comprises the customer identification documentation?
The physical person

Irrespective of the nature and risk profile of the customer, other than
where specific exemptions are provided for, a firm is required to
document and maintain a record of all the customer identification
documentation which includes recording how and when each of the
due diligence requirements steps were satisfactorily completed by the
firm.

The requirements in relation to the completion of satisfactory customer
identification documentation are that:

the applicant for business will produce satisfactory evidence of
his identity; or

procedures established by the firm will produce such satisfactory
evidence.

For individuals perceived to present a low risk, a firm can satisfy the
minimum customer identification documentation requirements by
confirming the name and likeness by gaining sight of a document from
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a reliable and independent source which bears a photograph or from
reliable and independent data sources.

The customer identification documentation, or data, obtained should
demonstrate that a person of that name exists at the address given,
and that the applicant for business is that person.

Where; the document provided above does not contain details of the
address, the address provided does not match that provided for the
business relationship, or the customer risk profile presents a higher risk,
a firm will need to conduct separate address verification.

In respect of business relationships where the surname and/or address
of the applicants for business differ, the name and address of all
applicants, not only the first named, must be verified in accordance
with the procedures set out above.

Where the applicant for business is a body corporate, the firm must
ensure that;

it fully understands the company’s legal form,
it understands the company’s structure and ownership.

Firms must put into place additional due diligence measures when
establishing business relationships with non-Gibraltar registered
companies, or companies with no direct business link to Gibraltar.

For corporates perceived to present a low risk, a firm can satisfy the
minimum due diligence requirements by obtaining the following:

Either:

1. Obtaining a copy of the certificate of
incorporation/certificate of trade or equivalent which
should include the;

. full name
. registered number
OR
2. Performing a search in the country of incorporation

which confirms the items in (1) above.
Registered office business addresses;

Copy of the latest report and accounts, is available and audited if
applicable;

copy of the board resolution to open the relationship and the
empowering authority for those who will operate any accounts;

The following persons and beneficial owners as (i.e. individuals or legal
entities) must also be identified in line with 7.7.1.1 above:

The beneficial owner(s) of the company as defined in 7.1.2.1

The shareholders of the company (if different from the beneficial
owners) who own or control through direct or indirect
ownership of 25% plus one share or the voting rights in the
company including through the bearer share holdings, other
than a company listed on a regulated market that is subject to
disclosure requirements consistent with Community legislation or
subject to equivalent international standards.
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The natural person(s) who otherwise exercise control over the
management of the company.

For corporate customers with multi-layered ownership structure, firms
are required to document their understanding of the ownership and
control structure of the natural and legal persons at each stage in the
structure.

The key requirements are that such understanding is documented and
must be obtained through reliable and verifiable sources. Such sources
may include, for example, eligible introducers or group sources which
the firm has determined and documented as reliable for these purposes
or where documents have been obtained by the firm to demonstrate
this.

The minimum level of detail to satisfy the documentation requirements
required in these circumstances, for the intermediate legal entities,
must include independently verifiable documents of the entity’'s
existence and its registered shareholdings and management.

It will be on the basis of the firms’ understanding of the ownership and
control structure and the firm’s assessment, of the Money Laundering
and Terrorist Financing Risk presented by the structure, that the firm
will determine which of the natural persons are beneficial owners or
exercise control of, more than 25% of, the applicant for business and
whose identity needs to be verified in accordance with 7.7.1.1.

It will be up to the firm itself to demonstrate that, in accordance with
its risk assessment, the documentation obtained is sufficient to meet
the requirements.

In the case of partnerships and other unincorporated businesses whose
partners/directors are not known to the institution, the identity of at
least two partners or equivalent should be verified in line with the
requirements for personal customers.

Where individual members of a Retirement Benefit Scheme are to be
given personal investment advice, their identities must be verified.
However, where the trustees and principal employer have been
satisfactorily identified (and the information is still current), it may be
appropriate for the employer to provide confirmation of identities of
individual employees.

In each case, a charity should be treated for AML/CFT purposes, and the
minimum due diligence requirements met by obtaining the necessary
customer due diligence documentation, according to its legal form.

In carrying out their risk assessments firms take account of the different
money laundering or terrorist financing risks that trusts of different
sizes and areas of activity present.

In respect of trusts, the firm should obtain the following information:
Full name of the trust;

Nature and purpose of the trust (e.g., discretionary,
testamentary, bare);

Country of establishment;
Identity of the settlor or grantor;
Identity of all trustees;

Identity of any protector;
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Where the beneficiaries have already been determined, the
identity of the natural person(s) who is the beneficiary of 25% or
more of the property

Where the individuals that benefit from the legal arrangement
have yet to be determined, the class of persons in whose main
interest the arrangement is set up.

Firms must make appropriate distinction between those trusts that
serve a limited purpose (such as inheritance tax planning) or have a
limited range of activities and those where the activities and
connections are more sophisticated, or are geographically based and/or
with financial links to other countries.

Where a trust is assessed as carrying a higher risk of money laundering
or terrorist financing, the firm must seek additional information in
order to satisfy the customer identification documentation.

The following minimum due diligence must be conducted on clubs and
societies:

Full name of the club/society
Legal status of the club/society
Purpose of the club/society
Names of all officers

The firm should verify the identities of the officers of a club or society
who have authority to operate an account or to give instructions
concerning the use or transfer of funds or assets.

Economic activity

The minimum due diligence requirements to satisfy customer
identification documentation on nature and source of income or
wealth is ascertained by documenting this to a level of “plausible
verifiability”.

As the business relationship’s risk profile increases, the firm must move
away from “plausible verifiability” to "independent verification” of
economic activity in order to satisfy the customer identification
documentation requirements in relation to the source of income or
wealth.

Independent verification requires that firms seek additional
information on the economic activity of the business relationship from
reliable and independent sources.

At the commencement of the business relationship a firm must
document the purpose and intended nature of that relationship. This
information must form part of the customer identification
documentation.

Monitoring Requirements

Firms must pay special attention to any activity which they regard as
particularly likely, by its nature, to be related to money laundering or
terrorist financing and in particular complex or unusually large
transactions and all unusual patterns of transactions which have no
apparent economic or visible lawful purpose.

What is monitoring?

The essentials of any system of monitoring are that:
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it flags up transactions and/or activities for further examination;

these reports are reviewed promptly by a senior independent
person and where these raise a knowledge or suspicion of ML or
TF, reported to the MLRO; and

appropriate action is taken on the findings of any further
examination .

CHAPTER VIiI

8

8.1
8.1.1
R97

8.2
R98

8.3
R99

8.3.1

Reporting Requirements
Knowledge, belief or suspicion
Reporting requirements in attempted money laundering scenarios

Where a potential or existing business relationship attempts to conduct
money laundering through a new or established relationship but fails,
the obligation to report to GFIU remains as this knowledge or suspicion
came about from the firms trade, business or profession.

Internal Reporting

Firms must establish clear processes for the reporting, processing,
reporting and subsequent co-operation with law enforcement agencies
arising out of an internal report. These processes must ensure that;

The reporting lines between the member of staff and the MLRO
are as short as possible and that all members of staff have direct
access to the MLRO;

the firm's MLRO must consider each such report and be
considered in the light of all other relevant information held on
the customer, and determine whether it gives grounds for
knowledge or suspicion;

until the MLRO advises the member of staff making an internal
report that no report to GFIU is to be made, further transactions
or activity in respect of that customer, whether of the same
nature or different from that giving rise to the previous
suspicion, should be referred to the MLRO as they arise;

if the MLRO determines that a report does give rise to grounds
for knowledge or suspicion, he must report the matter to GFIU in
accordance with the requirements of 8.3 below as soon as is
reasonably practicable after the information comes to him;

all reports to the MLRO are properly documented even if initially
the reporting procedures permit a verbal report to be made,
these must be appropriately documented at the earliest possible
opportunity;

the MLRO should formally acknowledge receipt of the report
which includes a reminder to the person who submitted the
report of the “tipping off” provisions of the legislation;

the records of suspicions and their associated investigations and
documentation, including those not made externally be kept for
at least five years.

External Reporting

For the purposes of these Notes it is the Gibraltar Financial Intelligence
Unit to whom all suspicious transaction reports should be addressed.

Format of report
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Where a firm has submitted a suspicious transaction report to GFIU or
where it knows that a client or transaction is under investigation, it
should not destroy any relevant records without the agreement of the
authorities even though the five year limit may have been reached.

Suspected Terrorists or Terrorist Financing Activities - additional
requirements

Where a firm has a suspicion or belief that terrorist financing is taking
place it must ensure that the transaction or activity does not proceed
any further until a disclosure to GFIU has been made and consent for
the transaction or activity to proceed has been given.

A disclosure made under the Terrorism Act must be accompanied with
the information on which the suspicion or belief is based and must be
made as soon as is practicable after the suspicion or belief was raised.

Firms are required, in order to comply with the provisions of the
Terrorism Orders to search their customer base to ascertain whether
any individuals named in them are positively matched. If a positive
match is discovered, firms are required to freeze these business
relationships and report this to the Governor.

Data subjects, access rights, suspicious transaction reports and the Data
Protection Act

A record should be kept of the steps that have been taken in
determining whether disclosure of a report would involve tipping off
and/or the availability of the Data Protection Act's Section 19
exemption from access to personal data.

CHAPTER X

10
10.1
R105

10.2
R106

Providing Documentary Evidence
Compliance Documentation

As part of the FSC's risk-based methodology for assessing regulated
firms, the Compliance Report in Chapter Xl and its accompanying
action plan will be requested together with any risk questionnaires
that form part of the normal risk assessment process.

Customer identification documentation

The records prepared and maintained by any firm on its customer
relationships and transactions should be such that:

requirements of legislation are fully met;

competent third parties will be able to assess the institution’s
observance of money laundering policies and procedures;

any transactions effected via the institution can be
reconstructed; and

the institution can satisfy within a reasonable time any enquiries
or court orders from the appropriate authorities as to disclosure
of information.

businesses must maintain a record that:
1. indicates the nature of the evidence obtained, and

2. comprises either a copy of the evidence or (where this is
not reasonably practicable) contains such information as
would enable a copy of it to be obtained.
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These records of identity must be kept for at least five years from the
date when the relationship with the customer has ended. In
accordance with Section 10P, this is the date of:

the carrying out of the one-off transaction, or the last in a series
of linked one-off transactions; or

the ending of the business relationship; or

the commencement of proceedings to recover debts payable on
insolvency.

Transaction Records

Section 10P(2)(b) requires institutions to retain, for at least five years,
records of all transactions undertaken in respect of relevant financial
business.

Format And Retrieval Of Records

To satisfy the requirements of the law enforcement agencies, it is
important that all types of records are capable of retrieval without
undue delay.
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