Compliance Report against requirements of the Anti-Money Laundering and Terrorist Financing Notes

[A word processed version of this checklist is available for download from the Notes web-site]

The following tables provides an opportunity for a firm to assess its compliance against the requirements of these Notes.  By completing the compliance rating a firm is able to identify what action it might need to take to be fully compliant with its requirements.

Name of Firm



Date Assessment Completed



Date Approved by Board



For each of the statements of principles and requirements, document how your firm is meeting these.  Where your firm is not currently compliant, detail the action plan required to give the statement or requirement full effect including attaching specific targets and dates.

Statements of Principle

SP1
The senior management of a firm is responsible for ensuring that the systems of control operated in the firm appropriately address the requirements of both the legislation and these guidance Notes.

SP2
Firms must adopt a risk-based approach to these statements of principle and their requirements.

SP3
All firms must know their customer to such an extent as is appropriate for the risk profile of that customer.

SP4
Effective measures must be in place that require firms to have both internal and external reporting requirements whenever money laundering or terrorist financing is known or suspected.

SP5
The firm will establish and maintain effective training regimes for all of its officers and employees.

SP6
Firms must be able to provide documentary evidence of their compliance with the legislation and these Notes. 

Requirements

CHAPTER III

3
Threat Matrix

3.4
Firm’s threat matrix

R1
In order to properly address the threats that a firm faces and the action required to mitigate these a firm needs to document what its own threat assessment is.

CHAPTER V

5
Senior Management’s Responsibilities and the role of the MLRO

5.1
Accountability for systems of control to prevent and report money laundering or the financing of terrorism

R2
Senior management of firms must ensure that the following processes have been adopted;

a.
The allocation to a director or senior manager overall responsibility for the establishment and maintenance of effective AML and CFT systems of control and the appointment of a person with adequate seniority and experience as Money Laundering Reporting Officer (MLRO);

b.
That appropriate training on money laundering is identified, designed, delivered and maintained to ensure that employees are aware of, and understand;

1.
their legal and regulatory responsibilities and obligations;

2.
their role in handling criminal property and terrorist financing;

3.
the management of the money laundering and terrorist financing risk;

4.
how to recognise money laundering and terrorist financing transactions or activities; and

5.
the firm’s processes for making internal suspicious transaction reports.

c.
That regular and timely information is made available to senior management relevant to the management of the firm’s money laundering and terrorist financing risks;

d.
That the firm’s risk management policies and methodology are appropriately documented including the firm’s application of those policies and methodologies; and

e.
That appropriate measures to ensure that money laundering risk is taken into account in the day-to-day operation of the firm, including in relation to:

1.
the development of new products;

2.
the taking-on of new customers; and

3.
changes in the firm’s business profile.

f.
Senior management of the firm must ensure that the MLRO has sufficient resources available to him, including appropriate staff and technology. This should include arrangements to apply in his temporary absence.

5.2
Appointment and role of the Money Laundering Reporting Officer

R3
The MLRO is responsible for the oversight of the firm’s anti-money laundering activities and is the key person in the implementation of the anti-money laundering strategy of the firm.

R4
The MLRO needs to be senior, to be free to act on his own authority and to be informed of any relevant knowledge or suspicion in the firm.

R5
The MLRO will act as the “appropriate person” required to be appointed under Section 18 to receive and process internal and external suspicious transaction reports.

R6
The MLRO will act as a central point of contact with the law enforcement agencies in order to handle the reported suspicions of their staff regarding money laundering.

R7
It is not appropriate, in the case of multinational firms or branches operating in Gibraltar (and for the purposes of the Crime (Money Laundering and Proceeds) Act) for the MLRO to be located outside Gibraltar.

5.2.1
Roles of the MLRO

R8
Section 18(c) requires that the Money Laundering Reporting Officer has reasonable access to information that will enable him to undertake his responsibility.  In addition, the reference in Section 18(b) to "determination" implies a process with some formality.  It is important therefore that the Money Laundering Reporting Officer keep a written record of every matter reported to him, of whether or not the suggestion was negated or reported, and of his reasons for his decision.

5.3
Reporting by the MLRO to Senior Management

R9
A firm is required to carry out regular assessments of the adequacy of its systems and controls to ensure that they manage the money laundering/terrorist financing risk effectively. Oversight of the implementation of the firm’s AML/CFT policies and procedures, including the operation of the risk-based approach, is the responsibility of the MLRO, under delegation from senior management. He must therefore ensure that appropriate monitoring processes and procedures across the firm are established and maintained.

R10
At least annually the senior management of a firm, with five or more full-time employees, must commission a report from its MLRO which assesses the operation and effectiveness of the firm’s systems of control in relation to managing money laundering/terrorist financing risk.  The report must include;

a.
The numbers and types of internal suspicious transaction reports that have been made internally and the number of, and reasons why,  these that have or have not been passed onto GFIU;

b.
bringing to the attention of senior management areas where the operation of AML/CFT controls should be improved, and proposals for making appropriate improvements;

c.
the progress of any significant remediation programmes; and

d.
the outcome of any relevant quality assurance or internal audit reviews of the firm’s AML/CFT processes, as well as the outcome of any review of the firm’s risk assessment procedures

R11
The firm’s senior management must consider the MLRO’s annual report, and take any necessary action to remedy deficiencies identified in it, in a timely manner.

5.4
Applicability of systems of control to overseas branches, subsidiaries or outsourcing of functions

R12
Where a Gibraltar firm has overseas branches, subsidiaries or, associates where control can be exercised, it is required that a group policy be established to the effect that all overseas branches and subsidiaries must ensure that its anti-money laundering strategies, internal controls, procedures and processes are undertaken at least to the standards required under Gibraltar law and Notes  or, if the standards in the host country are more rigorous, to those higher standards.

R13
Reporting procedures and the offences to which the money laundering legislation in the host country relates must nevertheless be adhered to in accordance with local laws and procedures.  Where local laws prohibit the application of Gibraltar equivalent practices, or higher standards, the firm must inform the FSC of this.  Where meeting local requirements would result in a lower standard than in Gibraltar, this should be resolved in favour of Gibraltar.

R14
Where operational activities are undertaken by staff in other jurisdictions (for example, overseas call centres), those staff must be subject to the AML/CFT policies and procedures that are applicable to Gibraltar-based staff, and internal reporting procedures implemented to ensure that all suspicions relating to Gibraltar-related accounts, transactions or activities are reported to the nominated officer in Gibraltar. Service level agreements will need to cover the reporting of management information on money laundering prevention, and information on training, to the MLRO in Gibraltar.

R15
All firms that outsource functions and activities should therefore assess any possible AML/CFT risk associated with the outsourced functions, record the assessment and monitor the risk on an ongoing basis.

CHAPTER VI

6
Risk-Based Approach

6.1
Risk Profiling a Business Relationship

R16
A risk-profile of a business relationship needs to take into consideration the following four risk elements that are present in every business relationship:

a.
Customer Risk

b.
Product Risk

c.
Interface Risk

d.
Country Risk

R17
A firm will need to be able to demonstrate that it has a methodology  for assessing the risk profile of a business relationship, that this methodology is suitable for the size and nature of the firm’s business and that practice matches the methodology.

6.2
The four elements of a risk-based approach

6.2.1
Customer Risk

R18
These Notes require, that an assessment is conducted on the risk that different types of customers pose in relation to the threat that they will launder proceeds of crime, fund terrorist activity or be involved in other types of illicit activities.  The intensity of the due diligence conducted on the individual must therefore increase with the perceived or potential threat posed by that business relationship.

R19
Firms must include, in their methodology, a statement of the basis upon which business relationships with individuals will be scored in light of their source of income or wealth.

R20
The systems of control that firms must adopt to reduce the risks associated with establishing and maintaining business relationships with PEPs are that:

a.
The firm must establish and document a clear policy and internal guidelines, procedures and controls regarding such business relationships;

b.
Maintain an appropriate risk management system to determine whether a potential customer or an existing customer is a PEP;

c.
Decisions to enter into business relationships with PEPs to be taken only by senior management;

d.
Business relationships which are known to be related to PEPs must be subject to  proactive monitoring of the activity on such accounts.

6.2.2
Product Risk

R21
Firms must document their product range against the perceived attraction for these to be used for criminal activity and implement systems of control to mitigate or reduce these risks.

R22
Other than in the case of e-money products which meet the criteria in 6.2.2.7.4 below, firms may not permit their products to be used using obviously fictitious names or where the customer’s name is not identified.

R23
The following controls need to be implemented for correspondent banking relationships;

a.
A firm must not maintain relationships with shell banks that have no physical presence in any country or with correspondent banks that permit their accounts to be used by such banks.

b.
A firm must gather sufficient information about a respondent institution to understand fully the nature of their business

c.
Senior management approval must be obtained prior to establishing new correspondent relationships.

d.
The firm must assess the respondent institution’s anti-money laundering and terrorist financing controls.

e.
The relationship and its transactions must be subject to annual reviews by senior management. The volume and nature of transactions flowing through correspondent accounts with institutions from high risk jurisdictions, or those with material deficiencies should be monitored against expected levels and destinations, and any material variances should be explored.

f.
The respective responsibilities for each institution must be properly documented.

g.
The firm must be able to demonstrate that the information described above is held for all existing as well as new correspondent relationships.

R24
The firm must verify that the respondent bank has verified the identity of and have performed on-going due diligence on the customers having direct access to accounts of the correspondent and that it is able to provide relevant customer identification data to the firm, upon request.

R25
Institutions must terminate the accounts of correspondents who fail to provide satisfactory answers to reasonable enquiries including, where appropriate, confirming the identity of customers involved in unusual or suspicious transactions.

R26
The authority to deal with assets under a power of attorney constitutes a business relationship and therefore firms must establish the identities of holders of powers of attorney, the grantor of the power of attorney and third party mandates where control of the legal entity’s assets is exercisable by that power of attorney.

R27
Where a transaction involves bearer instruments, verification evidence must be obtained for the following transactions-

•
bearer shares converting to registered form;

•
surrender of coupons for payment of dividend, bonus, or capital event.

R28
In the case of transfers from bearer to registered shares, evidence of identity of the registered holder must be obtained in line with the procedures set out in these Notes.

R29
The requirements of this section of the Notes apply to transfers of funds, in any currency, which are sent or received by a payment service provider established in Gibraltar other than the following cases of transfers of funds:

[1] 
carried out using a credit or debit card, provided that:

(a)
the payee has an agreement with the payment service provider permitting payment for the provision of goods and services; and

(b)
a unique identifier, allowing the transaction to be traced back to the payer, accompanies such transfer of funds.

[2]
using electronic money except where the amount transferred exceeds  €1,000.

[3]
carried out by means of a mobile telephone or any other digital or Information technology device, when such transfers are pre-paid and do not exceed €150.

[4]
carried out by means of a mobile telephone or any other digital or IT device, when such transfers are post-paid and meet all of the following conditions:

(a) 
the payee has an agreement with the payment service provider permitting payment for the provision of goods and services;

(b) 
a unique identifier, allowing the transaction to be traced back to the payer, accompanies the transfer of funds; and

(c) 
the payment service provider is subject to the obligations set out in 3MLD.

[5]
within Gibraltar to a payee account permitting payment for the provision of goods or services if:

(a) 
the payment service provider of the payee is subject to the obligations set out in 3MLD;

(b) 
the payment service provider of the payee is able by means of a unique reference number to trace back, through the payee, the transfer of funds from the natural or legal person who has an agreement with the payee for the provision of goods and services; and

(c) 
the amount transacted is €1,000 or less.

[6]
where the payer withdraws cash from his or her own account;

[7]
where there is a debit transfer authorisation between two parties permitting payments between them through accounts, provided that a unique identifier accompanies the transfer of funds, enabling the natural or legal person to be traced back;

[8]
where truncated cheques are used;

[9]
to public authorities for taxes, fines or other levies within a Member State;

[10]
where both the payer and the payee are payment service providers acting on their own behalf.

R30
Where both the payment service provider of the payer and the payment service provider of the payee are situated in the European Community, transfers of funds shall be required to be accompanied only by the account number of the payer or a unique identifier allowing the transaction to be traced back to the payer.


If so requested by the payment service provider of the payee, the payment service provider of the payer shall make available to the payment service provider of the payee complete information on the payer, within three working days of receiving that request.

R31
Transfers of funds where the payment service provider of the payee is situated outside the European Community shall be accompanied by complete information on the payer.

1. 
Complete information on the payer shall consist of his name, address and account number.

2. 
The address may be substituted with the date and place of birth of the payer, his customer identification number or national identity number.

3. 
Where the payer does not have an account number, the payment service provider of the payer shall substitute it by a unique identifier which allows the transaction to be traced back to the payer.

4.
The payment service provider of the payer shall, before transferring the funds, verify the complete information on the payer on the basis of documents, data or information obtained from a reliable and independent source.

5.
In the case of transfers of funds from an account, verification may be deemed to have taken place if:

(a) 
a payer’s identity has been verified in connection with the opening of the account and the information obtained by this verification has been stored in accordance with the obligations set out in these notes; or

(b) 
the payer is a relevant financial business.

R32
Without prejudice to the requirement to apply due diligence measures when money laundering or terrorist financing is known or suspected, in the case of transfers of funds not made from an account, the payment service provider of the payer shall verify the information on the payer only where the amount exceeds €1,000, unless the transaction is carried out in several operations that appear to be linked and together exceed €1,000.

R33
The payment service provider of the payer shall for five years keep records of complete information on the payer which accompanies transfers of funds.

R34
In the case of batch file transfers from a single payer where the payment service providers of the payees are situated outside the Community, the requirements in R31 shall not apply to the individual transfers bundled together therein, provided that the batch file contains that information and that the individual transfers carry the account number of the payer or a unique identifier.

R35
The payment service provider of the payee shall detect whether, in the messaging or payment and settlement system used to effect a transfer of funds, the fields relating to the information on the payer have been completed using the characters or inputs admissible within the conventions of that messaging or payment and settlement system. Such provider shall have effective procedures in place in order to detect whether the following information on the payer is missing:

(a) 
for transfers of funds where the payment service provider of the payer is situated in the Community, the information required under R30;

(b) 
for transfers of funds where the payment service provider of the payer is situated outside the Community, complete information on the payer as referred to in Requirement R31, or where applicable, the information required under R38; and

(c) 
for batch file transfers where the payment service provider of the payer is situated outside the Community, complete information on the payer as referred to in R34 in the batch file transfer only, but not in the individual transfers bundled therein.

R36
If the payment service provider of the payee becomes aware, when receiving transfers of funds, that information on the payer required under this section of the notes is missing or incomplete, it shall either reject the transfer or ask for complete information on the payer and on a risk based-approach decide whether a report to GFIU should be made.

R37
Where a payment service provider regularly fails to supply the required information on the payer, the payment service provider of the payee shall take steps, which may initially include the issuing of warnings and setting of deadlines, before either rejecting any future transfers of funds from that payment service provider or deciding whether or not to  restrict or terminate its business relationship with that payment service provider. The payment service provider of the payee shall report that fact to the GFIU.

R38
Where the payment service provider of the payer is situated outside the Community and the intermediary payment service provider is situated within Gibraltar;

(a) 
Unless the intermediary payment service provider becomes aware, when receiving a transfer of funds, that information on the payer required under these Notes is missing or incomplete, it may use a payment system with technical limitations which prevents information on the payer from accompanying the transfer of funds to send transfers of funds to the payment service provider of the payee.

(b) 
Where the intermediary payment service provider becomes aware, when receiving a transfer of funds, that information on the payer required under these Notes is missing or incomplete, it shall only use a payment system with technical limitations if it is able to inform the payment service provider of the payee thereof, either within a messaging or payment system that provides for communication of this fact or through another procedure, provided that the manner of communication is accepted by, or agreed between, both payment service providers.

(c) 
Where the intermediary payment service provider uses a payment system with technical limitations, the intermediary payment service provider shall, upon request from the payment service provider of the payee, make available to that payment service provider all the information on the payer which it has received, irrespective of whether it is complete or not, within three working days of receiving that request.


In the cases referred to in paragraphs (a) and (b) above, the intermediary payment service provider shall for five years keep records of all information received.

R39
Section 11(5) requires that identification procedures should be undertaken for linked transactions that together exceed the exemption limit, i.e. where in respect of two or more one off transactions:

a.
it appears at the outset to a person handling any of the transactions that the transactions are linked and that the aggregate amount of these transactions will exceed  €15,000; or

b.
at any later stage, it comes to the attention of such a person that the transactions are linked, and that the €15,000 limit has been reached.

R40
Firms must implement systems of control to be able to identify where one or more “one-off” transactions are linked to the same person.

R41
Where a series of one-off transactions are linked and this gives rise to a suspicion or knowledge of money laundering or terrorist financing, this must be reported.

•
a premium is payable in one instalment of an amount not exceeding €2,500; or,

•
a regular premium is payable and where the total payable in respect of any one calendar year does not exceed €1,000.

6.2.3
Interface Risk

R42
Firms must document how they mitigate or reduce the risks posed by each of the delivery mechanisms through which their product(s) are delivered.

R43
Additional controls are required in respect of non face-to-face customers; for example, applying one or more of the following measures of control:

a.
Ensuring that the customer’s identity is established by additional documents, data or information; or

b.
Supplementary measures to verify the documents supplied, or requiring an eligible introducer to certify the customer identification documents be required; or

c.
Ensuring that the first payment of the operation is carried out through an account in the customer’s name at a credit institution; or

d.
Landline telephone contact with the customer on a number which has been verified; or

e.
Sending information or documents required to operate the business relationship to a physical address that has been verified.

R44
In drawing up the list of persons approved to certify identification documents for a firm, the Money Laundering Reporting Officer (MLRO) will need to provide documentary evidence of the following:

R45
The ultimate responsibility for meeting the customer identification requirements for introduced business  lies with the senior management of the firm.

R46
None of the provisions for dealing with introducers exempt institutions from the requirement to have copies of all documentation in their possession, or to have ready access to the original documentation.

R47
Where a business relationship is being instituted the institution is obliged to carry out KYC procedures on any  client introduced to it by a third party unless the third party is an eligible introducer able to provide the institution with copies of all documentation required by the institution’s KYC procedures.

R48
To be an eligible introducer, a third party must meet ALL FOUR of the following conditions;

a.
it must be regulated by the FSC, or an equivalent institution if it carries on business outside Gibraltar,

b.
it must be subject to the 3MLD or equivalent legislation,

c.
it must be based in Gibraltar or a country which has an effective AML and CFT regime, and

d.
there must be no secrecy or other obstacles which would prevent the Gibraltar firm from  obtaining the original documentation if necessary.

R49
In order to meet the criteria in paragraphs (i) to (iii) above the firm will need to establish and demonstrate that;

R50
The concession for postal/coupon business does not apply where;

a.
initial or future payments can be received from third parties;

b.
cash withdrawals can be made, other than by the investors themselves on a face-to-face basis where identity can be confirmed, e.g. passbook accounts where evidence of identity is required for making withdrawals;

c.
redemption or withdrawal proceeds can be paid to a third party or to a bank account that cannot be confirmed as belonging to the investor, other than to a personal representative named in the Grant of Probate or Letters of Administration on the death of the investor.

R51
The following repayment restrictions must exist for the postal concession to apply:

a.
repayments made to another institution must be subject to confirmation from the receiving firm that the money is either to be repaid to the investor or reinvested elsewhere in the investor’s name;

b.
repayments made by cheque must be sent either to the named investor’s last known address and crossed “account payee only”, or to the investor’s bank with an instruction to credit the named investor’s account;

c.
repayments via BACS should ensure that the stipulated account is in the name of the investor;

R52
Where a firm relies on electronic verification of customer identification documentation,  its records must clearly demonstrate the basis on which these were effected and these must be in accordance with the risk-based approach and other requirements of these Notes.

R53
Where a firm permits payment processing to take place via on-line services these must be subjected to the same monitoring requirements as the rest of the activities of the institution and subject these to the same risk based methodology.

6.2.4
Country Risk

R54
Firms must assess and document the risks posed by different countries and territories, or classes of countries and territories, and what additional systems of control it will implement to mitigate these risks.

R55
In making a determination of an effective AML/CFT regime the following three  factors have to be taken into consideration:

•
Legal Framework

•
Enforcement and Supervision

•
International Co-operation

R56
Firms must guard against customers or introductions from countries where the ability to co-operate internationally is impaired either via failings in the judicial or administrative arrangements and subject these business relationships to enhanced due diligence requirements.

R57
FATF maintain a list of Non-Cooperative Countries and Jurisdictions (see Appendix 4 – Countries and territories with equivalent legal frameworks or those requiring enhanced due diligence).  Firms must take additional measures  with transactions  of business relationships whose source of funds derives from NCCT or sanctioned countries and territories.

R58
Firms whose policy includes the acceptance of Politically Exposed Persons (PEPs) as customers need to take additional measures to mitigate the additional risk that the firm is exposed to from such persons  originating in  countries with a high propensity for bribery and corruption.  This includes

a.
conducting and documenting an assessment of the countries which are more vulnerable to corruption; and

b.
the application of additional monitoring over customers from high risk countries whose line of business is more vulnerable to corruption (e.g. oil or arms sales).

CHAPTER VII

7
Knowing your customer

7.1
Overriding requirements for customer due diligence measures

7.1.1
Applying customer due diligence measures

R59
Firms must apply customer due diligence measures in the following cases;

a.
When establishing a business relationship;

b.
When carrying out a one-off transaction amounting to €15,000 or more, whether the transaction is carried out in a single operation or in several operations which appear to be linked;

c.
Where there is a suspicion of money laundering or terrorist financing, regardless of any derogation, exemption or threshold;

d.
When there are doubts over the veracity or adequacy of previously obtained customer identification data.

7.1.2
What constitutes customer due diligence measures

R60
Customer due diligence measures shall comprise of the following, but the extent to which each of this is applied shall be determined on a risk-sensitive basis;

a.
Identifying the customer and verifying the customer’s identity on the basis of documents, data or other information obtained from a reliable and independent sources;

b.
Identifying, where applicable, the beneficial owner so that the firm is satisfied that it knows who the beneficial owner is, including, as regards legal persons, trusts and similar legal arrangements understanding the ownership and control structure of the customer;

c.
Obtaining information on the source of the income or wealth and the purpose and intended nature of the business relationship;

d.
Conducting ongoing monitoring of the business relationship including scrutiny of transactions undertaken throughout the course of that relationship to ensure that the transactions being conducted are consistent with the firm’s knowledge of the customer, the business and risk profile, including, where necessary, the source of funds and ensuring that the documents, data or information held are up to date.

R61
The term “beneficial owner” is to be interpreted throughout these Notes as meaning the following;


“The person(s) who ultimately owns or controls the customer and/or the natural person on whose behalf a transaction or activity is being conducted and includes, at least, the following;

7.2
When customer due diligence measures need to be applied

R62
Generally, a firm should never establish a business relationship until all the relevant parties to the relationship have been identified and the nature of the business they expect to conduct has been established.

R63
Section 10F stipulates that if satisfactory evidence of identity has not been obtained it must not carry out a transaction or establish a business relationship.

R64
Firms may permit opening of bank accounts provided that there are adequate safeguards to ensure that transactions are not carried out by the customer or on its behalf until full compliance with the customer identification measures has been achieved.

R65
Where a person is unable to comply with customer due diligence requirements of a firm, the firm may not carry out a transaction through a bank account, or establish a business relationship, in certain circumstances, a firm may have to freeze (see 7.2.1 below) or cancel a transaction after it has dealt but before settlement.  The firms must also give consideration to making a suspicious transaction report to GFIU in accordance with Chapter VIII.

7.2.1
Freezing

R66
Firms should be alert to any abnormal exercise of cancellation/cooling off rights by any customer, or in respect of business introduced through any single intermediary.  In the event that abnormal exercise of these rights becomes apparent, this should be regarded as suspicious, and reported via the usual channels (see Chapter VIII below).

7.2.2
Exceptional Circumstances

7.2.3
Acquisition of One Financial Sector Business by Another

R67
In the event that the AML and CFT procedures previously undertaken by the acquired firm  have not been in accordance with Gibraltar requirements, or the procedures cannot be checked, or the customer records are not available to the acquiring firm, verification of identity and KYC procedures will need to be undertaken for all transferred customers as soon as practicable.

7.2.4
Applying the customer due diligence measures retrospectively

R68
Customer due diligence measures in these Notes must be applied, not only to new customers but also, at appropriate times to existing customers on a risk-sensitive basis.

7.4
Minimum Due Diligence Requirements versus Additional Information

R69
A firm should hold a fuller set of customer identification documentation in respect of those business relationships assessed as carrying a higher money laundering or terrorist financing risk.

7.6
“Business Relationship” And “One-Off Transactions"

R70
It is necessary to determine, from the outset,  whether the applicant for business is seeking to establish a "business relationship" with the institution, or is an occasional customer undertaking a "one-off transaction".

7.7
What comprises the customer identification documentation?

7.7.1
The physical person

R71
Irrespective of the nature and risk profile of the customer, other than where specific exemptions are provided for, a firm is required to document and maintain a record of all the customer identification documentation which includes recording how and when each of the due diligence requirements steps were satisfactorily completed by the firm.

R72
The requirements in relation to the completion of satisfactory customer identification documentation  are that:

a.
the applicant for business will produce satisfactory evidence of his identity; or

b.
procedures established by the firm will produce such satisfactory evidence.

R73
For individuals perceived to present a low risk, a firm can satisfy the minimum customer identification documentation requirements by confirming the name and likeness by gaining sight of a document from a reliable and independent source which bears a photograph or from reliable and independent data sources.

R74
The customer identification documentation, or data, obtained should demonstrate that a person of that name exists at the address given, and that the applicant for business is that person.

R75
Where; the document provided above does not contain details of the address,  the address provided does not match that provided for the business relationship, or the customer risk profile presents a higher risk,  a firm will need to conduct separate address verification.

R76
In respect of business relationships where the surname and/or address of the applicants for business differ, the name and address of all applicants, not only the first named, must be verified in accordance with the procedures set out above.

R77
Where the applicant for business is a body corporate, the firm must ensure that;

a.
it fully understands the company’s legal form,

b.
it understands the company’s structure and ownership.

R78
Firms must put into place additional due diligence measures when establishing business relationships with non-Gibraltar registered companies, or companies with no direct business link to Gibraltar.

R79
For corporates perceived to present a low risk, a firm can satisfy the minimum due diligence requirements by obtaining the following:

a.
Either:

1.
Obtaining a copy of the certificate of incorporation/certificate of trade or equivalent which should include the;

•
full name

•
registered number

OR

2.
Performing a search in the country of incorporation which confirms the items in (1) above.

b.
Registered office business addresses;

c.
Copy of the latest report and accounts, is available and audited if applicable;

d.
copy of the board resolution to open the relationship and the empowering authority for those who will operate any accounts;

R80
The following persons and beneficial owners as (i.e. individuals or legal entities) must also be identified in line with 7.7.1.1 above:

a.
The beneficial owner(s) of the company as defined in 7.1.2.1

b.
The shareholders of the company (if different from the beneficial owners) who own or control through direct or indirect ownership of 25% plus one share or the voting rights in the company including through the bearer share holdings, other than a company listed on a regulated market that is subject to disclosure requirements consistent with Community legislation or subject to equivalent international standards.

c.
The natural person(s) who otherwise exercise control over the management of the company.

R81
For corporate customers with multi-layered ownership structure, firms are required to document their understanding of the ownership and control structure of the natural and legal persons at each stage in the structure.


The minimum level of detail to satisfy the documentation requirements required in these circumstances, for the intermediate legal entities, must include independently verifiable documents of the entity’s existence (e.g. certificate of incorporation), registered shareholdings and management (e.g. company search results or registered agent’s certificate).


It will be on the basis of the firms’ understanding of the ownership and control structure and the firm’s assessment, of the Money Laundering and Terrorist Financing Risk presented by the structure, that the firm will determine which of the natural persons are beneficial owners or exercise control of, more than 25% of, the applicant for business and whose identity needs to be verified in accordance with 7.7.1.1.

R82
In the case of partnerships and other unincorporated businesses whose partners/directors are not known to the institution, the identity of at least two partners or equivalent should be verified in line with the requirements for personal customers.

R83
Where individual members of a Retirement Benefit Scheme are to be given personal investment advice, their identities must be verified. However, where the trustees and principal employer have been satisfactorily identified (and the information is still current), it may be appropriate for the employer to provide confirmation of identities of individual employees.

R84
In each case, a charity should be treated for AML/CFT purposes, and the minimum due diligence requirements met by obtaining the necessary customer due diligence documentation, according to its legal form.

R85
In carrying out their risk assessments firms take account of the different money laundering or terrorist financing risks that trusts of different sizes and areas of activity present.

R86
In respect of trusts, the firm should obtain the following information:

a.
Full name of the trust;

b.
Nature and purpose of the trust (e.g., discretionary, testamentary, bare);

c.
Country of establishment;

d.
Identity of the settlor or grantor;

e.
Identity of all trustees;

f.
Identity of any protector;

g.
Where the beneficiaries have already been determined, the identity of the natural person(s) who is the beneficiary of 25% or more of the property

h.
Where the individuals that benefit from the legal arrangement have yet to be determined, the class of persons in whose main interest the arrangement is set up.

R87
Firms must make appropriate distinction between those trusts that serve a limited purpose (such as inheritance tax planning) or have a limited range of activities and those where the activities and connections are more sophisticated, or are geographically based and/or with financial links to other countries.

R88
Where a trust is assessed as carrying a higher risk of money laundering or terrorist financing, the firm must seek additional information in order to satisfy the customer identification documentation.

R89
The following minimum due diligence must be conducted on clubs and societies:

a.
Full name of the club/society

b.
Legal status of the club/society

c.
Purpose of the club/society

d.
Names of all officers

R90
The firm should verify the identities of the officers of a club or society who have authority to operate an account or to give instructions concerning the use or transfer of funds or assets.

7.7.2
Economic activity

R91
The minimum due diligence requirements to satisfy customer identification documentation on nature and source of income or wealth is ascertained by documenting this to a level of “plausible verifiability”.

R92
As the business relationship’s risk profile increases, the firm must move away from “plausible verifiability” to ”independent verification” of economic activity in order to satisfy the customer identification documentation requirements in relation to the source of income or wealth.

R93
Independent verification requires that firms seek additional information on the economic activity of the business relationship from reliable and independent sources.

R94
At the commencement of the business relationship a firm must document the purpose and intended nature of that relationship. This information must form part of the customer identification documentation.

7.8
Monitoring Requirements

R95
Firms must pay special attention to any activity which they regard as particularly likely, by its nature, to be related to money laundering or terrorist financing and in particular complex or unusually large transactions and all unusual patterns of transactions which have no apparent economic or visible lawful purpose.

7.8.1
What is monitoring?

R96
The essentials of any system of monitoring are that:

a.
it flags up transactions and/or activities for further examination;

b.
these reports are reviewed promptly by a senior independent person and where these raise a knowledge or suspicion of ML or TF, reported to the MLRO; and

c.
appropriate action is taken on the findings of any further examination .

CHAPTER VIII

8
Reporting Requirements

8.1
Knowledge, belief or suspicion

8.1.1
Reporting requirements in attempted money laundering scenarios

R97
Where a potential or existing business relationship attempts to conduct money laundering through a new or established relationship but fails, the obligation to report to GFIU remains as this knowledge or suspicion came about from the firms trade, business or profession.

8.2
Internal Reporting

R98
Firms must establish clear processes for the reporting, processing, reporting and subsequent co-operation with law enforcement agencies arising out of an internal report.  These processes must ensure that;

a.
The reporting lines between the member of staff and the MLRO are as short as possible and that all members of staff have direct access to the MLRO;

b.
the firm’s MLRO must consider each such report and be considered in the light of all other relevant information held on the customer, and determine whether it gives grounds for knowledge or suspicion;

c.
until the MLRO advises the member of staff making an internal report that no report to GFIU is to be made, further transactions or activity in respect of that customer, whether of the same nature or different from that giving rise to the previous suspicion, should be referred to the MLRO as they arise;

d.
if the MLRO determines that a report does give rise to grounds for knowledge or suspicion, he must report the matter to GFIU in accordance with the requirements of 8.3 below as soon as is reasonably practicable after the information comes to him;

e.
all reports to the MLRO are properly documented even if initially the reporting procedures permit a verbal report to be made, these must be appropriately documented at the earliest possible opportunity;

f.
the MLRO should formally acknowledge receipt of the report which includes a reminder to the person who submitted the report of the “tipping off” provisions of the legislation;

g.
the records of suspicions and their associated investigations and documentation, including those not made externally be kept for at least five years.

8.3
External Reporting

R99
For the purposes of these Notes it is the Gibraltar Financial Intelligence Unit to whom all suspicious transaction reports should be addressed.

8.3.1
Format of report

R100
Where a firm has submitted a suspicious transaction report to GFIU or where it knows that a client or transaction is under investigation, it should not destroy any relevant records without the agreement of the authorities even though the five year limit may have been reached.

8.4
Suspected Terrorists or Terrorist Financing Activities - additional requirements

R101
Where a firm has a suspicion or belief that terrorist financing is taking place it must ensure that the transaction or activity does not proceed any further until a disclosure to GFIU has been made and consent for the transaction or activity to proceed has been given.

R102
A disclosure made under the Terrorism Act must be accompanied with the information on which the suspicion or belief is based and must be made as soon as is practicable after the suspicion or belief was raised.

R103
Firms are required, in order to comply with the provisions of the Terrorism Orders to search their customer base to ascertain whether any individuals named in them are positively matched.  If a positive match is discovered, firms are required to freeze these business relationships and report this to the Governor.

8.5
Data subjects, access rights, suspicious transaction reports and the Data Protection Act

R104
A record should be kept of the steps that have been taken in determining whether disclosure of a report would involve tipping off and/or the availability of the Data Protection Act’s Section 19 exemption from access to personal data.

CHAPTER X

10
Providing Documentary Evidence

10.1
Compliance Documentation

R105
As part of the FSC’s risk-based methodology for assessing regulated firms, the compliance report in Chapter XII and its accompanying action plan will be requested together with any risk questionnaires that form part of the normal risk assessment process.

10.2
Customer identification documentation

R106
The records prepared and maintained by any firm on its customer relationships and transactions should be such that:

a.
requirements of legislation are fully met;

b.
competent third parties will be able to assess the institution’s observance of money laundering policies and procedures;

c.
any transactions effected via the institution can be reconstructed; and

d.
the institution can satisfy within a reasonable time any enquiries or court orders from the appropriate authorities as to disclosure of information.

e.
businesses must maintain a record that:

1.
indicates the nature of the evidence obtained, and

2.
comprises either a copy of the evidence or (where this is not reasonably practicable) contains such information as would enable a copy of it to be obtained.

R107
These records of identity must be kept for at least five years from the date when the relationship with the customer has ended.  In accordance with Section 10P, this is the date of:

a.
the carrying out of the one-off transaction, or the last in a series of linked one-off transactions; or

b.
the ending of the business relationship; or

c.
the commencement of proceedings to recover debts payable on insolvency.

10.3
Transaction Records

R108
Section 10P(2)(b) requires institutions to retain, for at least five years, records of all transactions undertaken in respect of relevant financial business.

10.5
Format And Retrieval Of Records

R109
To satisfy the requirements of the law enforcement agencies, it is important that all types of records are capable of retrieval without undue delay.

